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Introduction

Jammertest is a Norwegian government initiative to create a testbed for industry, academia and other
authorities to ensure robust and intelligent use of Global Navigation Satellite Systems (GNSS). A
testbed is a controlled environment where activities that are not allowed under normal conditions
can be carried out safely under control of the authorities. Jammertest is a specific type of testbed
where six Norwegian authorities have come together to create an environment where GNSS jamming,
spoofing and meaconing is present under controlled conditions in a real world outdoor environment.

This test catalogue describes all centrally planned test cases that can be executed at the Jammertest
event at Andgya. For Jammertest, a selected number of tests from this plan will be included in a
transmission plan. The transmission plan, which becomes available just before the Jammertest event
starts, describes what tests will take place where and at what time. After the Jammertest event the
organizers will publish an after the fact transmission log that contains all tests that were run and at
what time they were run. The time schedule during the live event will be given in local time, UTC
time + 2 (CEST).

A machine readable test catalogue is available in a JSON format, and this (PDF) document is built
based on the machine readable test catalouge. The numbering of the tests are (as good as possible)
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persistant, and will over the years indicate the same tests. New variations of the tests will be given
new numbers.

Tests are stacked together in larger test groups and test and varieties of tests are linked to test groups
via a numbering system, in such a way that they fulfill this format: TestGroup.Test.TestVariation.
Some tests have two numbers, test group and the specific test. Others may have three numbers due
to the fact that a specific variation has been added. For example, if power is reduced, a new test
variation is created and hence a variation number is added.

Naming of the jammers are linked to the jammer specifications document, that list all jammers with
relevant information about the them. See the annexes for this.

This document is auto updated based on changes to the machine readable file, there is no version code
apart from the time and date when the document is produced. In the Github repository all produced
versions are stored in the history of this file.

Specifications of tests

Tests are grouped into test groups. Within a test group there is a logical connection between the tests
that related to the use case. Hence each test group has a Rationale why this is test group is created,
that also gives a hint about what to expect when subjected to the specific test. As many tests are on
the bleeding edge of GNSS disturbances, the Rationale section may be updated between Jammertests
based on new knowledge and experiences.

Technical details are stored in the Test setup section of the document. The Areas section of the
document refer to where the test can be run. Here participants need to keep track of in which area
they where and this also gives and indication of which areas where the organizers are capable of
running the tests. There is also a location out at sea (not numbered) that can be used for maritime
related test groups, and a location at the airport in Andenes, for aviation related test groups (only
for air planes).
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For each test group a set of tests and test varieties are listed with their unique identification number,
a name and a text that describes the test and teh rationale. An approximate power number is also
included. If the test is an automated ramp test then the power range is given. A time estimate of
how long the test takes to conclude is given in minutes. Between tests there are also grace periods to
allow systems to regain normal operation. Grace times are not given exact as they are dependent on
equipment and needs to be discussed with participants beforehand. They also depend on operational
concerns. The actual grace time will be calculated from the transmission log after the fact. The loca-
tion of the transmitter equipment is also given in the test, this is a coarse human readable description
of where the transmitting antenna is located. All participants are encouraged to make their own
notes on the location of the transmitting antenna if detailed information is needed. There is also a
comment field that can be used to document any other relevant information related to the specific test.

For those wanting more information or have feedback about the test group a technical contact is
provided for each test group.
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0 Supplemental periods

0.0: Mandatory briefings

Rationale

In order for everyone to have a good time and ensure a safe event, there will be mandatory briefings.

Test description

These are the mandatory safety briefings. These briefings will also be used to go through the plan for
the day and the afternoon brief will contain important observations from the day and a safety debrief.

Additional information
Mandatory!
Tests within this test group

0.0.1 Mandatory morning briefing

No RF interference expected.

Power or power range

7N/A3

Test bands/constellation

’N/A’

Transmitter equipment

7N/A7

0.0.2 Mandatory afternoon (de)briefing

No RF interference expected.

Power or power range

7N/A’

Test bands/constellation

7N/A’

15



Transmitter equipment

7N/A7

0.1: Grace period

Rationale

In order for equipment to return to normal operation after interference, a grace period is provided
between tests.

Test description

This period can be used to make sure that equipment is ready for upcoming tests.

Tests within this test group

0.1.1 Grace period

No RF interference expected in this test.

Power or power range

7N/A’

Test bands/constellation

7N/A7

Transmitter equipment

7N/A3

0.2: Booking slots

Rationale

Some participants require more specialized ad-hoc tests. Tests in this test group will allow participants
to book a time slot and equipment to perform their own tests.

Test description

Tests in this group are available for booking.

Tests within this test group

0.2.1 Jamming booking slot

This test require prebooking.

Power or power range

7N/A’
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Test bands/constellation

7N/A’

Transmitter equipment

7N/Aﬂ

0.3: Ad hoc tests

Rationale

Some tests can not be planned for in advance. These tests may include new scenarios or altered tests
based on observations during the event.

Test description
Tests in this group are created ad hoc during the event. Test comments will describe the setup.
Tests within this test group

0.3.1 Ad hoc test

See log comment for description.

Power or power range

’N/A’

Test bands/constellation

7N/A’

Transmitter equipment

7N/A3
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1 Jamming

1.1: Continuous stationary low power jamming with commer-
cially available jammers

Rationale

The main objective is to observe how the J/S signal affect the availability of PNT, and/or how it
produces inaccurate PNT data, when the jamming signal (J) is generated by low-power jammers
commercially available online. Additionally, as these types of jammers are the ones one is most likely
to meet in the real world, capturing and storing the signals from these jammers for later use in labs
could be useful.

Test description

All tests will be performed with the jammers place 1 to 1.5 meters above ground (like on top of a
vehicle) or on a stand. Unless otherwise stated, jammers will be in ”maximum” posistion, meaning
all relevant antennas are switched on and power is set to as high as possible. Runtime and pauses
between tests is set in the transmission plan document.

Additional information

Specification of jammers can be found in Appendix G. Jammer power levels are based on 2023/2024
measurements. ”Test bands/constellation” refers to potentially afflicted signal types of the 4 GNSS
constellations GPS, GLONASS, Galileo, and BeiDou, from the jammer in question. This informa-
tion must be considered indicative only. The main principle for putting a signal type in the ”Test
bands/constellation” list for a given jammer or test, is that measurements done by NKOM indicate
that the output signal of the jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.1.1 Jammer S1.1

Test with jammer S1.1

Power or power range

Min: 0.01 W
Max: 0.0316 W

Test bands/constellation
'L1’, ’E1’, 'B1C’, "B1T’
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Transmitter equipment

‘S1.V

1.1.2 Jammer S1.2

Test with jammer S1.2

Power or power range

Min: 0.01 W
Max: 0.0316 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

'S1.2

1.1.3 Jammer S1.3

Test with jammer S1.3

Power or power range

Min: 0.01 W
Max: 0.0316 W

Test bands/constellation

'L1’, 'EV, 'B1C’, "B1I

Transmitter equipment

'S1.3

1.1.4 Jammer S2.1

Test with jammer S2.1

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'BIl, 'G2’, L2, "E5b’, 'B2b’, 'B2T’, 'G3’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

'S2.1
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1.1.5 Jammer S2.2

Test with jammer S2.2

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, 'G2’, 'L2’, "E5b’, "B2b’, 'B2I’, ’G3’, L5, 'E5a’, 'B2a’

Transmitter equipment

’S2.2

1.1.6 Jammer S2.3

Test with jammer S2.3

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

'G1, 'L1’, 'EV’, "B1C”, "BIT', °G2’, 'L2’, 'E5b’, "B2b’, B2I’, *G3’, L5, "Eba’, 'B2a’

Transmitter equipment

’S2.3

1.1.7 Jammer S2.4

Test with jammer S2.4

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, 'G2’, 'L2’, "E5b’, "B2b’, 'B2I’, ’G3’, 'L5’, "E5a’, 'B2a’

Transmitter equipment

'S2.4°

1.1.8 Jammer Ul.1

Test with jammer Ul.1
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Power or power range

7N/A7

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

ULy

1.1.9 Jammer U1.2

Test with jammer U1.2

Power or power range

’N/A’

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

"UL.2°

1.1.10 Jammer U1.3

Test with jammer U1.3

Power or power range

’N/A’

Test bands/constellation

'G1’, L1, 'E1’, 'B1C”, 'B1D

Transmitter equipment

"UL.3’

1.1.11 Jammer Ul.4

Test with jammer Ul.4

Power or power range

7N/A3

Test bands/constellation

'G1, 'L1’, 'E1, "B1C’, "BII
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Transmitter equipment

UL4

1.1.12 Jammer H1.1

Test with jammer H1.1 with function settings set at high power and GPS L1+4L2 wideband modula-
tion.

Power or power range

Min: 0.0003 W
Max: 0.1 W

Test bands/constellation

L1, 'E1’, 'B1C", L2’

Transmitter equipment

'H1.1

1.1.13 Jammer H1.2

Test with jammer H1.2

Power or power range

Min: 0.0631 W
Max: 0.0631 W

Test bands/constellation

L1, 'E1’, 'B1C

Transmitter equipment

'H1.2

1.1.14 Jammer H1.4

Test with jammer H1.4 with function settings set at high power and GPS L1+L2 wideband modula-
tion.

Power or power range

Min: 0.0003 W
Max: 0.1 W

Test bands/constellation

L1, "El’, ’B1C?, 'BID, L2’
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Transmitter equipment

'H1.4°

1.1.15 Jammer H1.5

Test with jammer H1.5 with function settings set at high power and GPS L1+4L2 wideband modula-
tion.

Power or power range

Min: 0.0003 W
Max: 0.1 W

Test bands/constellation

‘L1’ ’E1’, 'B1C’, 'B1T’, L2’

Transmitter equipment

"H1.5’

1.1.16 Jammer H3.1

Test with jammer H3.1

Power or power range

Min: 0.1 W
Max: 0.1 W

Test bands/constellation

L1, 'El’, 'B1CY

Transmitter equipment

"H3.1’

1.1.17 Jammer H3.2

Test with jammer H3.2

Power or power range
Min: 0.1 W

Max: 0.1 W

Test bands/constellation

L1, 'E1’, 'B1C’

Transmitter equipment

"H3.2’
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1.1.18 Jammer H3.3

Test with jammer H3.3
Power or power range
Min: 1 W

Max: 1 W

Test bands/constellation

L1, 'El’, 'B1C7, 'L2’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H3.3°

1.1.19 Jammer H4.1

Test with jammer H4.1

Power or power range

Min: 0.3981 W
Max: 0.631 W

Test bands/constellation

'G1, 'L1’, 'EV, "B1C’, "BIT', 'E6’, 'B3T’, 'G2, 'L2’, 'E5b, 'B2b’, "B2I’, *G3’, L5, "Eba’, ‘B2’

Transmitter equipment

'H4.1

1.1.20 Jammer H6.1

Test with jammer H6.1

Power or power range

Min: 0.631 W
Max: 0.631 W

Test bands/constellation

'G1’, 'L, 'E1’, 'B1C’

Transmitter equipment

"H6.1’

1.1.21 Jammer HG6.2

TEst with jammer H6.2
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Power or power range

Min: 0.3981 W
Max: 1 W

Test bands/constellation

'L1’, 'EV, 'B1C’, ’E6’, 'B3D’, *G2’, 'L2, "E5b’, 'B2b’, 'B2l’, 'G3’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H6.2

1.1.22 Jammer H6.3

Test with jammer H6.3

Power or power range

Min: 0.3981 W
Max: 1 W

Test bands/constellation

'L1’, 'EV, 'B1C’, 'E6’, 'B3D’, *G2’, 'L2, "E5b’, B2b’, 'B2l’, *G3’, 'L, 'E5a’, 'B2a’

Transmitter equipment

"H6.3

1.1.23 Jammer H6.4

Test with jammer H6.4
Power or power range
Min: 1 W

Max: 1.58 W

Test bands/constellation

'G1’, 'L1’, ’E1’, 'B1C’, 'B1D’, 'E6’, 'B3D’, 'G2’, 'L2’°, "E5b’, 'B2b’, 'B2D’, 'L5’, 'Eba’, 'B2a’

Transmitter equipment

"H6.4

1.1.24 Jammer HG6.5

Test with jammer H6.5

Power or power range

Min: 1 W
Max: 1.58 W
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Test bands/constellation

'GL, 'L1’, 'EV, "B1C’, "BIT', 'E6’, 'B3T’, "G, 'L2’, 'E5b’, "B2b’, B2I’, 'L5’, 'E5a’, "B2a’

Transmitter equipment

'H6.5

1.1.25 Jammer HG6.6

Test with jammer H6.6
Power or power range
Min: 1 W

Max: 1.58 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, 'BIL, 'E6’, ‘B3I, *G2’, 'L2’, 'E5b’, 'B2b’, 'B2I’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H6.6°

1.1.26 Jammer HS8.1

Test with jammer HS8.1

Power or power range

Min: 0.631 W
Max: 0.631 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

"H8.1’

1.1.27 Jammer F6.1

Test with jammer F6.1 (with function settings set at full power and antennas F2 to F6).

Power or power range
Min: 0.5012 W

Max: 6.31 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, E6’, "B3T’, *G2’, "L2’, "E5b’, 'B2b’, 'B2l’, 'L5’, "E5a’, 'B2a’
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Transmitter equipment

'F6.17

1.1.28 Jammer H1.3

Test with jammer H1.3

Power or power range

7N/A’

Test bands/constellation

L1, 'E1’, 'B1C

Transmitter equipment

"H1.3°

1.1.29 Jammer H2.1

Test with jammer H2.1

Power or power range

7N/A3

Test bands/constellation

L1, "E1’, 'B1C7, L2’

Transmitter equipment

'H2.1

1.1.30 Jammer H2.2

Test with jammer H2.2

Power or power range

7N/A3

Test bands/constellation

L1, "E1’, 'B1C, L2’

Transmitter equipment

"H2.2
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1.1.31 Jammer H1.6

Test with jammer H1.6 with function settings set at high power and GPS L1+L2 wideband modula-
tion.

Power or power range

Min: 0.0003 W
Max: 0.1 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

'H1.6°

1.1.32 Jammer H1.7

Test with jammer H1.7 with function settings set at high power and GPS L1+L2 wideband modula-
tion.

Power or power range

Min: 0.0003 W
Max: 0.1 W

Test bands/constellation

L1, "E1’, 'B1C, L2’

Transmitter equipment

"H1.7°

1.2: Continuous stationary high-power jamming with CW

Rationale

The main objective is to observe how the Jammer signal to GNSS signal (J/S) ratio affect the avail-
ability of PNT, and/or how it produces inaccurate PNT data. Phase transitions, going from not being
jammed to being jammed and vice versa, are especially interesting. Tests have shown that errors can
vastly increase in these phases (before availability disappears entirely).

Test description

Continuous high-power jamming will be used to block GNSS signals over a wide area during the
event. The jamming signals will use continuous wave (CW) modulation—transmitting a single fre-
quency—and will be broadcast using Right Hand Circular Polarized (RHCP) antennas. These CW
signals will be centered on the frequencies of the relevant test bands. The jamming power will reach
up to 50 watts effective radiated power (ERP), resulting in some of the highest jamming-to-signal
(J/S) ratios during the event. Attendees can move closer to or farther from the transmitter to observe
how signal reception changes and attempt to determine the protection ratio of their GNSS receivers.
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Additional information
The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.
Tests within this test group

1.2.1 Jammer F8.1: 50 W CW: L1

Jammer F8.1: 50 W CW: L1

Power or power range

Min: 1 W
Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C

Transmitter equipment

'F8.1

1.2.2 Jammer F8.1: 50 W CW: L1, G1

Jammer F8.1 ”Porcus Maior”: 50 W CW: L1, G1

Power or power range

Min: 1 W
Max: 50 W

Test bands/constellation

L1, ’E1’, 'B1C", 'G1’

Transmitter equipment

'F8.1

1.2.3 Jammer F8.1: 50 W CW: L1, G1, L2

Jammer F8.1 "Porcus Maior”: 50 W CW: L1, G1, L2

Power or power range
Min: 1 W

Max: 50 W

Test bands/constellation

‘L1’ ’El’, 'B1C’, ’G1’, L2’

Transmitter equipment

'F8.1

30 1.2: CONTINUOUS STATIONARY HIGH-POWER JAMMING WITH CW



1.2.4 Jammer F8.1: 50 W CW: L1, G1, L2, L5

Jammer F8.1 ”Porcus Maior”: 50 W CW: L1, G1, L2, L5

Power or power range
Min: 1 W

Max: 50 W

Test bands/constellation

'L1’, BV, 'B1C’, "G, 'L2, 'L, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.2.5 Jammer F8.1: 50 W CW: L1, G1, L2, L5, E6

Jammer F8.1 "Porcus Maior”: 50 W CW: L1, G1, L2, L5, E6

Power or power range
Min: 1 W

Max: 50 W

Test bands/constellation

L1, "E1’, 'B1C7, "G1’, 'L2, 'L5’, 'E5a’, 'B2a’, 'E6’

Transmitter equipment

'F8.1

1.3: Continuous stationary high-power jamming with sweep

Rationale

The main objective is to observe how the Jammer signal to GNSS signal (J/S) ratio affect the avail-
ability of PNT, and/or how it produces inaccurate PNT data. Phase transitions, going from not being
jammed to being jammed and vice versa, are especially interesting. Tests have shown that errors can
vastly increase in these phases (before availability disappears entirely).

Test description

Continuous high-power jamming will disrupt GNSS signals across a wide area during the event. The
jammer will transmit linearly modulated sawtooth signals that sweep across selected frequency bands
using Right Hand Circular Polarized (RHCP) antennas. These signals will repeatedly sweep back and
forth within the designated frequency range at a sweep rate of up to 100 kHz, centred on the test
band’s centre frequency. Attendees can move closer to or farther from the transmitter to observe how
their GNSS equipment responds and identify its performance thresholds.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.
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Tests within this test group

1.3.1 Jammer F8.1: 50 W sweep: L1, 100 kHz
50 W sweep: L1, sweep rate: 100 kHz

Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1’ ’E1’, 'B1C’

Transmitter equipment

F8.1

1.3.2 Jammer F8.1: 50 W sweep: L1, G1, 100 kHz

Jammer F8.1 "Porcus Maior”: 50 W sweep: L1, G1, sweep rate: 100 kHz
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C’, 'Gl’

Transmitter equipment

'F8.1

1.3.3 Jammer F8.1: 50 W sweep: L1, G1, L2, 100 kHz

Jammer F8.1 "Porcus Maior”: 50 W sweep: L1, G1, L2, sweep rate: 100 kHz

Power or power range
Min: 1 W
Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C’, 'GL’, L2’

Transmitter equipment

'F8.1
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1.3.4 Jammer F8.1: 50 W sweep: L1, G1, L2, L5, 100 kHz

Jammer F8.1 ”Porcus Maior”: 50 W sweep: L1, G1, L2, L5, sweep rate: 100 kHz
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C’, 'G1’, 'L2’, °'L5’, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.3.5 Jammer F8.1: 50 W sweep: L1, sweep rate: 1 kHz, BW: 6 MHz

Jammer F8.1 "Porcus Maior”: 50 W sweep: L1, sweep rate: 1 kHz
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1, 'El’, 'B1CY

Transmitter equipment

'F8.1

1.3.6 Jammer F8.1: 50 W sweep: L1, G1, 1 kHz

Jammer F8.1 ”Porcus Maior”: 50 W sweep: L1, G1, sweep rate: 1 kHz
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C", 'G1’

Transmitter equipment

'F8.1

1.3.7 Jammer F8.1: 1 W sweep: L1, G1, L2, 1 kHz

Jammer F8.1 "Porcus Maior”: 1 W sweep: L1, G1, L2, sweep rate: 1 kHz
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Power or power range
Min: 1 W
Max: 1 W

Test bands/constellation

L1, 'E1’, 'B1C’, 'GL’, L2’

Transmitter equipment

F8.1

1.3.8 Jammer F8.1: 50 W sweep: L1, G1, L2, L5, sweep rate: 1 kHz, BW:
6 MHz

Jammer F8.1 "Porcus Maior”: 50 W sweep: L1, G1, L2, L5, sweep rate: 1 kHz
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1°, E1’, 'B1C7, 'G1’, 'L2’, 'L5’, 'Eba’, 'B2a’

Transmitter equipment

'F8.1

1.3.9 Jammer F8.1: 50 W sweep: L1, G1, L2, L5, E6, 100 kHz

Jammer F8.1 ”Porcus Maior”: 50 W sweep: L1, G1, L2, L5, E6, sweep rate: 100 kHz
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C7, 'G1’, 'L2’, 'L5’, 'E5a’, 'B2a’, 'E6’

Transmitter equipment

'F8.1

1.3.10 Jammer F8.1: 50W frequency sweep, Sweep rate: 100kHz, BW:
20MHz, Bands: L1

Jammer F8.1 "Porcus Maior”: 50 W sweep: L1, sweep rate: 100 kHz
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Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

L1, "E1’, 'B1C

Transmitter equipment

'F8.1

1.3.11 Jammer F8.1: 50W frequency sweep, Sweep rate: 100kHz, BW:
20MHz, Bands: L1, G1, L2, L5, E6

Jammer F8.1 "Porcus Maior”: 50 W sweep: L1, G1, L2, L5, E6 sweep rate: 100 kHz

Power or power range

Min: 50 W
Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C7, 'G1’, 'L2’, 'L5’, 'E5a’, 'B2a’, 'E6’

Transmitter equipment

'F8.1

1.4: Continuous stationary high-power jamming with PRN

Rationale

The main objective is to observe how the Jammer signal to GNSS signal (J/S) ratio affect the avail-
ability of PNT, and/or how it produces inaccurate PNT data. Phase transitions, going from not being
jammed to being jammed and vice versa, are especially interesting. Tests have shown that errors can
vastly increase in these phases (before availability disappears entirely).

Test description

Continuous high-power jamming will interfere with GNSS signals over a wide area during the event.
The jammer will transmit signals modulated with Pseudo Random Noise (PRN) using Right Hand
Circular Polarized (RHCP) antennas. These PRN signals mimic the spectral characteristics of genuine
GNSS satellite signals but use different spreading codes. The spreading is achieved through Binary
Phase Shift Keying (BPSK) modulation centred on the relevant test band frequencies. The chip rate
for each test will be specified individually. Attendees can adjust their distance from the transmitter
to observe how their GNSS equipment responds under these conditions.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.
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Tests within this test group

1.4.1 Jammer F8.1: 50 W PRN: L1, Chiprate: 3 MHz
Jammer F8.1 "Porcus Maior”: 50 W PRN: L1

Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1’ ’E1’, 'B1C’

Transmitter equipment

F8.1

1.4.2 Jammer F8.1: 50 W PRN: L1, G1

Jammer F8.1 ”Porcus Maior”: 50 W PRN: L1, G1
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C’, 'Gl’

Transmitter equipment

'F8.1

1.4.3 Jammer F8.1: 50 W PRN: L1, G1, L2

Jammer F8.1 "Porcus Maior”: 50 W PRN: L1, G1, L2

Power or power range
Min: 1 W
Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C’, 'GL’, L2’

Transmitter equipment

'F8.1
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1.4.4 Jammer F8.1: 50 W PRN: L1, G1, L2, L5, Chiprate: 3 MHz

Jammer F8.1 ”Porcus Maior”: 50 W PRN: L1, G1, L2, L5
Power or power range
Min: 1 W

Max: 50 W

Test bands/constellation

L1, "E1’, 'B1C7, °G1’, 'L2, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.4.5 Jammer F8.1: 50 W PRN: L1, Chiprate: 10 MHz
Jammer F8.1 ”Porcus Maior”: 50 W PRN: L1

Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C’

Transmitter equipment

'F8.1

1.4.6 Jammer F8.1: 50 W PRN: L1, G1, L2, L5, E6, Chiprate
Jammer F8.1 "Porcus Maior”: 50 W PRN: L1, G1, L2, L5, E6

Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

'L1’, EV, 'B1C’, "G, 'L2, 'L, 'E5a’, 'B2a’, "EG’

Transmitter equipment

'F8.1

: 10 MHz
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1.5: Continuous stationary high-power jamming with ”real world”
PRN

Rationale

The type of jamming employed in this test is the same as real world signals observed in Europe, where
the jammer parameters were found after demodulating a captured baseband stream.

Test description

The tests will be performed with BPSK modulation with a pseudo random symbol rate of 3 Mbaud
at GPS L1 and 10.23 Mbaud at GLONASS G1. The test cases refer to which centre frequency of the
relevant test bands the signal will be centred at.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.

Tests within this test group

1.5.1 Jammer F8.1: 50 W: L1 PRN (Mbaud of 3)

50 W: L1 PRN (BPSK-modulated with Mbaud symbolrate of 3)
Power or power range

Min: 1 W

Max: 50 W

Test bands/constellation

7L17

Transmitter equipment

'F8.1

1.5.2 Jammer F8.1: 50 W: G1, PRN (Mbaud of 10.23)

50 W: G1 PRN (BPSK-modulated with Mbaud symbolrate of 10.23)

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

7G17

Transmitter equipment

'F8.1
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1.6: Stationary high-power jamming, ramp power with PRIN

Rationale

The main objective is to observe how the J/S signal affect loss of PNT, and/or how it produces
inaccurate PNT data, and at which power level. This will allow for evaluation of the sensitivity
thresholds for various systems and algorithms.

Test description

The transmitted power will be ramped up and down from a lower to a higher ERP for each test. The
duration of each power level step is specified for each test, with steps of 2 dB. The modulation is
PRN. The attendees should remain stationary with a known distance to the jammer and observe how
different levels will affect the PNT equipment.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.

Tests within this test group

1.6.1 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1

PRN jamming with a power ramp from 0.2 pW (-37dBm) to a maximum of 50 W (47dBm) with 2
dB increments, within the test band L1. Power level step time 10 seconds

Power or power range
Min: 2e-07 W

Max: 50 W

Test bands/constellation

L1, 'El’, 'B1CY

Transmitter equipment

'F8.1

1.6.2 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1, G1

PRN jamming with a power ramp from 0.2 pW (-37dBm) to a maximum of 50 W (47dBm) with 2
dB increments, within the test bands L1, G1. Power level step time 10 seconds

Power or power range

Min: 2e-07 W

Max: 50 W

Test bands/constellation

L1, 'El’, 'B1C7, 'G1’
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Transmitter equipment

F8.1

1.6.3 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1, G1, L2

PRN jamming with a power ramp from 0.2 ptW (-37dBm) to a maximum of 50 W (47dBm) with 2
dB increments, within the test bands L1, G1, L2. Power level step time 10 seconds

Power or power range

Min: 2e-07 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C7, 'G1’, 'L2’

Transmitter equipment

F8.1

1.6.4 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1, G1, L2, L5

PRN jamming with a power ramp from 0.2 ptW (-37dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, within the test bands L1, G1, L2, L5. Power level step time 10 seconds

Power or power range

Min: 2e-07 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C’, 'G1’, 'L2’, °'L5’, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.6.5 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1

PRN jamming with a power ramp from 0.2 ptW (-37dBm) to a maximum of 50 W (47dBm) with 2
dB increments, within the test band L1. Power level step time 20 seconds

Power or power range

Min: 2e-07 W
Max: 50 W
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Test bands/constellation

L1, 'El’, 'B1CY

Transmitter equipment

F8.1

1.6.6 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1, G1, L2, L5, E6

PRN jamming with a power ramp from 0.2 ptW (-37dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, within the test bands L1, G1, L2, L5, E6. Power level step time 20 seconds

Power or power range

Min: 2e-07 W

Max: 50 W

Test bands/constellation

‘L1, ’ET1’, 'B1C’, ’GY’, °L2’, L5, "Eba’, 'B2a’, 'E6’

Transmitter equipment

'F8.1

1.6.7 Jammer F8.1: 7.9 nW (-21dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1

PRN jamming with a power ramp from 7.9 ptW (-21dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, within the test band L1. Power level step time 20 seconds

Power or power range

Min: 7.9¢-06 W
Max: 50 W

Test bands/constellation

L1, 'E1’, 'B1C’

Transmitter equipment

'F8.1

1.6.8 Jammer F8.1: 7.9 pW (-21dBm) to 50 W (47dBm) with 2 dB incre-
ments PRN: L1, G1, L2, L5, E6

PRN jamming with a power ramp from 7.9 ptW (-21dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, within the test bands L1, G1, L2, L5, E6. Power level step time 20 seconds
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Power or power range

Min: 7.9e-06 W
Max: 50 W

Test bands/constellation

'L1°, E1’, 'B1C7, 'G1’, 'L2’, 'L5’, 'E5a’, 'B2a’, 'E6’

Transmitter equipment

'F8.1

1.7: Stationary high-power jamming, ramp power with CW

Rationale

The main objective is to observe how the J/S signal affect the loss of PNT, and/or how it produces
inaccurate PNT data, and at which power level. This will allow for evaluation of the sensitivity
thresholds for various systems and algorithms.

Test description

The transmitted power will be ramped up and down from a lower to a higher ERP for each test. The
duration of each power level step is specified for each test, with steps of 2 dB. The modulation is
CW. The attendees should remain stationary with a known distance to the jammer and observe how
different levels will affect the PNT equipment.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.

Tests within this test group

1.7.1 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) at 2 dB increments
CW: L1

CW jamming with a power ramp from 0.2 pW (-37dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, at the test bands L1.

Power or power range
Min: 2e-07 W

Max: 50 W

Test bands/constellation

‘L1’ ’E1’, 'B1C’

Transmitter equipment

'F8.1
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1.7.2 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) at 2 dB increments
CW: L1, G1

CW jamming with a power ramp from 0.2 pW (-37dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, at the test bands L1, G1.

Power or power range

Min: 2e-07 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C7, 'G1’

Transmitter equipment

'F8.1

1.7.3 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) at 2 dB increments
CW: L1, G1, L2

CW jamming with a power ramp from 0.2 pW (-37dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, at the test bands L1, G1, L2.

Power or power range
Min: 2e-07 W

Max: 50 W

Test bands/constellation

'L1°, 'E1’, 'B1C7, 'G1’, 'L2’

Transmitter equipment

'F8.1

1.7.4 Jammer F8.1: 0.2 pW (-37dBm) to 50 W (47dBm) at 2 dB increments
CW: L1, G1, L2, L5

CW jamming with a power ramp from 0.2 pW (-37dBm) to a maximum of 50 W (47dBm) at 2 dB
increments, at the test bands L1, G1, L2, L5.

Power or power range

Min: 2e-07 W

Max: 50 W

Test bands/constellation

‘L1, ’ET1’, 'B1C’, ’G1’, °’L2’, L5, "Eba’, 'B2a’

Transmitter equipment

'F8.1
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1.8: Stationary pyramid jamming with PRN for all GNSS
bands sequentially

Rationale

This ”pyramid” is intended to test the potential fallback behaviour of modern multi-constellation,
multi-frequency receivers.

Test description

A jamming pyramid test of GNSS bands. The jamming is performed with PRN modulation and a
constant power level. Each pyramid step lasts for 5 minutes, with active jamming during the first 3
minutes, and then two minutes off. The test will jam most GNSS bands, incrementally adding bands
(?pyramid steps”) to the list of jammed signals, then removing them in the reverse order.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.

Tests within this test group

1.8.1 Jammer F8.1: PRN pyramid

50 W PRN pyramid jamming, starting with only E6 and adding bands sequentially to E6, E5b, L5,
G2, L2, B1I, G1, L1. The test then continues by removing bands one by one in reverse order, until
ending up with only E6. In total, it will look like this:

E6

E6, E5b

E6, E5b, L5

E6, E5b, L5, G2

E6, E5b, L5, G2, 1.2

E6, E5b, L5, G2, L2, B1I

E6, E5b, Lb, G2, L2, B1I, G1
E6, E5b, L5, G2, L2, B1I, G1, L1
E6, E5b, L5, G2, L2, B1I, G1
E6, E5b, Lb, G2, L2, B1I

E6, E5b, L5, G2, 1.2

E6, E5b, L5, G2

E6, E5b, L5

E6, E5b

E6

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

'E6’, "E5b, "B2b’, "B2I’, 'L, "E5a’, 'B2a’, 'G2’, °L2’, 'BIT’, 'GI’, 'L1", 'E1’, 'B1C’

Transmitter equipment

'F8.1
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1.9: Stationary inverted pyramid jamming with PRN for all
GNSS bands sequentially

Rationale

This ‘inverted pyramid’ is intended to test the potential fallback behaviour of modern multi-constellation,
multi-frequency receivers, in an opposite way than a normal pyramid test.

Test description

An inverted jamming pyramid test of GNSS bands. The jamming is performed with PRN modulation
and a constant power level. Each pyramid step lasts for 5 minutes, with active jamming during the first
3 minutes, and then two minutes off. The tests will jam most GNSS bands, incrementally removing
bands (”pyramid steps”) from the list of jammed signals, then adding them in the reverse order.

Additional information

The jammer employed will be F8.1 ”Porcus Maior”, see Appendix G.

Tests within this test group

1.9.1 Jammer F8.1: PRN inverted pyramid

50 W PRN inverted pyramid jamming, starting with E6, E5b, L5, G2, L2, B1I, G1, L1 and removing
bands all the way down to only E6. The test then continues by adding bands one by one in reverse
order, until ending back at the starting frequency bands. In total, it will look like this:

E6, E5b, L5, G2, L2, B1I, G1, L1
E6, E5b, L5, G2, L2, B1I, G1
E6, E5b, L5, G2, L2, B1I
E6, E5b, L5, G2, L2
E6, E5b, L5, G2
E6, E5b, L5
E6, E5b
E6
E6, E5b
E6, E5b, L5
E6, E5b, L5, G2
E6, E5b, L5, G2, L2
E6, E5b, L5, G2, 1.2, B1I
E6, E5b, L5, G2, L2, B1I, G1
E6, E5b, L5, G2, L2, B1I, G1, L1

Power or power range
Min: 50 W
Max: 50 W

Test bands/constellation

'E6’, "E5b’, “B2b’, B2I’, 'L, "E5a’, 'B2a’, 'G2, L2, 'BII’, 'GI’, 'L1’, 'E1’, 'B1C’

Transmitter equipment

'F8.1
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1.10: Motorcade with low-power commercially available jam-
mers (placed on stationary vehicle)

Rationale

These tests explore the impact on systems in DUT vehicles caused by a jammer placed on a parked
car.

Test description

Jammers used in these tests are commercially available jammers. The jammers are to be placed on the
roof of a vehicle, and DUT vehicles can then do driving tests based around this stationary jammer.

Additional information

Specification of jammers can be found in Appendix G. Jammer power levels are based on 2023/2024
measurements. ”Test bands/constellation” refers to potentially afflicted signal types of the 4 GNSS
constellations GPS, GLONASS, Galileo, and BeiDou, from the jammer in question. This informa-
tion must be considered indicative only. The main principle for putting a signal type in the ”Test
bands/constellation” list for a given jammer or test, is that measurements done by NKOM indicate
that the output signal of the jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.10.1 Driving while passing a parked car with dual-band jammer

Test performed with jammer S2.4. DUT vehicles will start at driving from a point where they are
only marginally or not at all affected by the jammer.

Power or power range

Min: 0.0316 W

Max: 0.1 W

Test bands/constellation

'G1’, L1, "EV, 'B1C’, 'B1I’, °G2’, L2’ "E5b’, "B2b’, 'B2I’, °G3’, L5, "E5a’, 'B2a’

Transmitter equipment

'S2.4°

1.10.2 Driving while passing a parked car with multi-band jammer

Test performed with jammer H6.5. DUT vehicles will start at driving from a point where they are
only marginally or not at all affected by the jammer.

Power or power range

Min: 1 W

Max: 1.58 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, "E6’, "B3T’, *G2’, "L2’, "E5b’, 'B2b’, 'B2l’, 'L5’, "E5a’, 'B2a’
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Transmitter equipment

'H6.5

1.10.3 Vehicle starting in dual-band denied environment

Test perfomred with jammer S2.4. DUT vehicles will start up close to the parked car with the
jammer, and then drive away.

Power or power range
Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, 'BIL, 'G2’, L2, 'E5b’, "B2b’, 'B2T’, 'G3’, 'L5’, "Eba’, 'B2a’

Transmitter equipment

'S2.4°

1.10.4 Vehicle starting in multi-band denied environment

Test performed jammer H6.5. DUT vehicles will start up close to the parked car with the jammer,
and then drive away.

Power or power range
Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, L1, "EV, 'B1C’, 'B1I’, E6’, "B3I’, *G2’, L2’ "E5b’, "B2b’, "B2I’, 'L5’, 'Eba’, "B2a’

Transmitter equipment

"H6.5°

1.10.5 Driving while passing three consecutive parked cars with dual-band
jammer

All tests will be performed with the jammers placed at predetermined sites (map and coordinates in
appendix A). Over 1 km between locations.

Power or power range

Min: 0.0316 W

Max: 0.1 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, 'G2’, 'L2’, "E5b’, "B2b’, 'B2I’, ’G3’, 'L5’, "E5a’, 'B2a’
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Transmitter equipment

'$2.47, ’S2.2’, ’S2.3’

1.10.6 Driving while passing three consecutive parked cars with multi-band
jammer

All tests will be performed with the jammers placed at predetermined sites (map and coordinates in
appendix A). Over 1 ki between locations.

Power or power range

Min: 0.3981 W
Max: 1 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, 'G2’, 'L2’, "E5b’, "B2b’, 'B2l’, ’G3’, 'L5’, 'Eba’, 'B2a’

Transmitter equipment

"H6.1°, "H6.2", "H6.3’

1.10.7 Driving while passing three consecutive parked cars with both dual-
and multi-band jammers (in order of number of bands)

All tests will be performed with the jammers placed at predetermined sites (map and coordinates in
appendix A). Over 1 km between locations.

Power or power range

Min: 0.0316 W
Max: 0.631 W

Test bands/constellation

'G1’, L1, 'EV, "B1C’, 'B1I’, °G2’, L2, "E5b’, "B2b’, 'B2I’, °G3’, °L5’, "E5a’, 'B2a’

Transmitter equipment

'$2.4’, "H6.1’, "H8.1’

1.11: Motorcade with low-power commercially available jam-
mers (placed inside mobile vehicle)

Rationale

These tests simulate meeting a vehicle on the road with a jammer inside of it, to explore the impact
on systems in DUT vehicles.
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Test description

Jammers used in these tests are commercially available jammers and will be placed inside the jammer-
carrying vehicle. DUT vehicles will act in motorcades during the tests and move as one unit relative
to the jammer-carrying vehicle. In some specific tests, the jammer can be placed inside of a DUT
vehicle, testing that one specific vehicle.

Additional information

Specification of jammers can be found in Appendix G. Jammer power levels are based on 2023/2024
measurements. ”Test bands/constellation” refers to potentially afflicted signal types of the 4 GNSS
constellations GPS, GLONASS, Galileo, and BeiDou, from the jammer in question. This informa-
tion must be considered indicative only. The main principle for putting a signal type in the ”Test
bands/constellation” list for a given jammer or test, is that measurements done by NKOM indicate
that the output signal of the jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.11.1 (Deprecated - Not available) Driving with dual-band jammer in test
vehicle

Test performed with jammer S2.4, where the jammer is placed inside the mobile DUT vehicle.

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, 'BIL, 'G2’, L2, 'E5b’, "B2b’, 'B2T’, 'G3’, 'L5’, "Eba’, 'B2a’

Transmitter equipment

'S2.4°

1.11.2 Driving with dual-band jammer in vehicle in front of the test vehicle

Test performed with jammer S2.4

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

'G1’, L1, 'ED, "B1C’, 'BII’, °G2’, °L2’, "E5b’, "B2b’, "B2I’, °G3’, L5, "Esa’, "B2a’

Transmitter equipment

'S2.4°

1.11.3 Driving with dual-band jammer in vehicle behind the test vehicle

Test performed with jammer S2.4
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Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

'G1’, 'L1’, ’E1’, 'B1C’, 'B1T’, 'G2’, 'L2’, ’E5b’, 'B2b’, 'B2I’, 'G3’, 'L5’, "Eba’, 'B2a’

Transmitter equipment

'S2.4

1.11.4 Driving with dual-band jammer in vehicle overtaking the test vehicle

Test performed with jammer S2.4

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D, 'G2’, 'L2’, "E5b’, "B2b’, 'B2l’, ’G3’, 'L5’, 'Eba’, 'B2a’

Transmitter equipment

'S2.4°

1.11.5 (Deprecated - Not available due to safety) Driving with dual-band
jammer in vehicle being overtaken by the test vehicle

Test performed with jammer S2.4

Power or power range

Min: 0.0316 W
Max: 0.1 W

Test bands/constellation
'G1’, 'L1’, ’E1’, 'B1C’, "B1I’, ’G2’, ’L2’, ’E5b’, 'B2b’, 'B2I’, ’G3’, L5, 'Eba’, 'B2a’
Transmitter equipment

S2.4°

1.11.6 (Deprecated - Not available) Driving with multi-band jammer in test
vehicle

Test performed with jammer H6.5, where the jammer is placed inside the mobile DUT vehicle.
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Power or power range

Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, 'BIL, 'E6’, ‘B3, *G2’, 'L2’, 'E5b’, 'B2b’, 'B2I’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H6.5°

1.11.7 Driving with multi-band jammer in vehicle in front of the test vehicle

Test performed with jammer H6.5

Power or power range

Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, L1, 'EV, 'B1C’, 'B1I’, E6’, 'B3I’, °G2’, L2’ "E5b’, 'B2b’, "B2I’, 'L5’, 'Eba’, "B2a’

Transmitter equipment

"H6.5°

1.11.8 Driving with multi-band jammer in vehicle behind the test vehicle

Test performed with jammer H6.5

Power or power range

Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, L1, "EV, 'B1C’, 'B1I’, E6’, 'B3I’, °G2’, L2’ "E5b’, 'B2b’, 'B2I’, 'L5’, 'Eba’, "B2a’

Transmitter equipment

"H6.5°

1.11.9 (Deprecated - Not available due to safety) Driving with multi-band
jammer in vehicle overtaking the test vehicle

Test performed with jammer H6.5

Power or power range

Min: 1 W
Max: 1.58 W
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Test bands/constellation

'G1’, L1, "EV, "B1C’, 'B1I’, E6’, 'B3I’, °G2’, L2’ "E5b’, "B2b’, 'B2I’, 'L5’, Eba’, "B2a’

Transmitter equipment

"H6.5°

1.11.10 (Deprecated - Not available due to safety) Driving with multi-band
jammer in vehicle being overtaken by the test vehicle

Test performed with jammer H6.5

Power or power range
Min: 1 W

Max: 1.58 W

Test bands/constellation

'G1, 'L1’, "BV, "B1C’, 'BIT', 'E6’, 'B3T’, "G, 'L2’, 'E5b, "B2b’, "B2I’, 'L5’, 'E5a’, "B2a’

Transmitter equipment

"H6.5°

1.11.11 Motorcade while jammer vehicle is in the middle of the motorcade

Test performed with jammer H6.1 and H3.3

Power or power range
Min: 0.631 W

Max: 1 W

Test bands/constellation

'G1’,’L1’, ’E1’, ’B1C?, °L2’, ’L5’, "Eba’, 'B2a’

Transmitter equipment

"H6.1", 'H3.3’

1.12: Low power jamming with three commercially available
multi-band jammers in different placements in the terrain

Rationale

The main objective is to simulate meeting several ”more dangerous” jammers, multi-band jammers.

Test description

The test will use three multiband jammers, spaced out in the terrain in different places (configurations
A and B). Attendees can move around or station themselves so that they can experience the different
constellation and observe how their equipment and systems behave in a complicated GNSS RFI
environment.
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Additional information

The precise positions for each jammer will have to be decided in field, to best accommodate participants
wishes and practical concerns (like terrain). The coordinates for each position, X, Y and Z, will
have to be written down in field to help later analysis of the test results. Specification of jammers
can be found in Appendix G. Jammer power levels are based on 2023/2024 measurements. ”Test
bands/constellation” refers to potentially afflicted signal types of the 4 GNSS constellations GPS,
GLONASS, Galileo, and BeiDou, from the jammer in question. This information must be considered
indicative only. The main principle for putting a signal type in the ” Test bands/constellation” list for
a given jammer or test, is that measurements done by NKOM indicate that the output signal of the
jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.12.1 All jammers stationary in placement-configuration A, activate se-
quentially

Sequential activation of the three jammers, from first to last as listed in 'Transmitter equipment’.
Max/min power does not account for multiple jammers being active at once.

Power or power range

Min: 0.5012 W
Max: 6.31 W

Test bands/constellation

'G1, 'L1’, 'EV, "B1C’, "BIT', 'E6’, 'B3T’, "G, 'L2’, 'E5b’, "B2b’, B2I’, 'L5’, 'E5a’, "B2a’

Transmitter equipment

F6.1°, 'H6.5’, "H3.3’

1.12.2 All jammers stationary in placement-configuration B; activate se-
quentially

Sequential activation of the three jammers, from first to last as listed in "Transmitter equipment’.
Max/min power does not account for multiple jammers being active at once.

Power or power range

Min: 0.5012 W
Max: 6.31 W

Test bands/constellation

'G1’, L1, "EV, "B1C’, 'B1I’, ’E6’, "B3I’, G2’, L2’ "E5b’, 'B2b’, 'B2I’, 'L5’, 'Eba’, "B2a’

Transmitter equipment

'F6.1°, 'H6.5’, "H3.3’
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1.12.3 Two jammers stationary in placement-confinguration A, last jammer,
activated simultaneously

First two jammers are stationary, last one is mobile (as counted from first to last as listed in 'Trans-
mitter equipment’). All jammers are activated simultaneously. Max/min power does not account for
multiple jammers being active at once.

Power or power range

Min: 0.5012 W

Max: 6.31 W

Test bands/constellation

'G1’, 'L1’, ’EY1’, 'B1C’, 'B1T’, 'E6’, 'B3D’, 'G2’, 'L2’°, "E5b’, 'B2b’, 'B2D’, 'L5’, 'Eba’, 'B2a’

Transmitter equipment

'F6.1°, 'H6.5°, "H3.3’

1.13: Jamming attacks with jammers on board a ship

Rationale

The objective is to simulate the conditions of which a jammer can appear on ships like ferries, to
explore the impact on the ship’s systems when the jammer is on board.

Test description

In general, some tests will be done with jammers on top of the car and some with the jammers inside
the car, with variations of single-, dual-, or multi-band commercially available jammers. Other tests
are with jammers held by people on other parts of the ship. More specific locations and test setups
will have to be chosen on site according to layout of ship and available time schedule.

Additional information

Specification of jammers can be found in Appendix G. Jammer power levels are based on 2023/2024
measurements. ”Test bands/constellation” refers to potentially afflicted signal types of the 4 GNSS
constellations GPS, GLONASS, Galileo, and BeiDou, from the jammer in question. This informa-
tion must be considered indicative only. The main principle for putting a signal type in the ”Test
bands/constellation” list for a given jammer or test, is that measurements done by NKOM indicate
that the output signal of the jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.13.1 Single-band jammer on the car deck outside car

Test performed with jammer H8.1

Power or power range
Min: 0.631 W

Max: 0.631 W

Test bands/constellation

'G1, 'L1’, 'EV, "B1C’, "BII
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Transmitter equipment

"H8.1

1.13.2 Single-band jammer on the car deck inside car

Test performed with jammer H8.1

Power or power range

Min: 0.631 W
Max: 0.631 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

"H8.1

1.13.3 Dual-band jammer on the car deck outside car

Test performed with jammer H6.6 (antennas 3 and 5 activated).

Power or power range

Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, L1, "EV, 'B1C’, 'B1I’, E¢’, 'B3I’, °G2’, L2’, "E5b’, "B2b’, "B2I

Transmitter equipment

"H6.6°

1.13.4 Dual-band jammer on the car deck inside car

Test performed with jammer H6.6 (antennas 3 and 5 activated).

Power or power range
Min: 1 W

Max: 1.58 W

Test bands/constellation

'G1’, L1, "EV, 'B1C’, 'B1I’, E6’, "B3I’, °G2’, L2’ "E5b’, "B2b’, "B2I

Transmitter equipment

"H6.6°
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1.13.5 Multi-band jammer on the car deck outside car

Test performed with jammer H6.6 (all relevant antennas activated).

Power or power range

Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, L1’, 'E1’, 'B1C’, 'BIT’, 'E6’, "B3D, 'G2’, 'L2’, "E5b’, "B2b’, 'B2l’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H6.6°

1.13.6 Multi-band jammer on the car deck inside car

Test performed with jammer H6.6 (all relevant antennas activated).

Power or power range

Min: 1 W
Max: 1.58 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, 'B1l, 'E6’, ‘B3I, *G2’, 'L2’, 'E5b’, 'B2b’, 'B2I’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H6.6°

1.13.7 Multi-band jammer on deck close to the ship’s antennas (by the
bridge)

Test performed with jammer H6.6 (all relevant antennas activated).
Power or power range

Min: 1 W

Max: 1.58 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, 'BIL, 'E6’, ‘B3I, *G2’, 'L2’, 'E5b’, 'B2b’, 'B2I’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

"H6.6°

1.13.8 Multi-band jammer inside public areas of boat (under the bridge)

Test performed with jammer H6.6 (all relevant antennas activated).
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Power or power range
Min: 1 W

Max: 1.58 W

Test bands/constellation

'G1’, L1, "EV, 'B1C’, 'B1I’, E6’, "B3I’, *G2’, L2’ "E5b’, "B2b’, "B2I’, 'L5’, Ea’, "B2a’

Transmitter equipment

"H6.6

1.14: Stationary very high-power jamming, ramp power with
PRN

Rationale

The main objective is to observe how the J/S signal affect the loss of PNT, and/or how it produces
inaccurate PNT data, and at which power level up to a very high power. This will allow for evaluation
of the sensitivity thresholds for various systems and algorithms.

Test description

The transmitted power will be ramped up and down from a lower to a higher ERP for each test, where
the max power is the highest power that will be experience during the Jammertest event. Each power
level holds for 10 seconds, with ramping steps of a certain amount of dB. If the last step doesn’t add
up to a whole dB step (e.g. from [...] 48, 50, 52 dBm to 53.0103 dBm (200 W)), it will be the exact
amount of dB to realise the max power (e.g. a 1.0103 dB increment, not a 2 dB increment). The
modulation will be PRN. The attendees should be at a stationary location with a known distance to
the jammer, so they can observe how different levels will affect the PNT.

Additional information
The jammer employed will be ”Porcus Maior” F8.1, see Appendix G.
Tests within this test group

1.14.1 0.1 pW to 200 W, 2 dB increments PRN: L1

PRN jamming with a power ramp from 0.1 pW to a maximum of 200 W at 2 dB increments, at the
test band L1.

Power or power range

Min: 1e-07 W
Max: 200 W

Test bands/constellation

L1, 'El’, 'B1CY

Transmitter equipment

'F8.1
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1.14.2 0.1 pW to 200 W, 2 dB increments PRN: L1, G1

PRN jamming with a power ramp from 0.1 pW to a maximum of 200 W at 2 dB increments, at the
test bands L1, G1.

Power or power range

Min: 1e-07 W
Max: 200 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’

Transmitter equipment

F8.1

1.14.3 0.1 pW to 200 W, 2 dB increments PRN: L1, G1, L2

PRN jamming with a power ramp from 0.1 pW to a maximum of 200 W at 2 dB increments, at the
test bands L1, G1, L2.

Power or power range

Min: 1e-07 W

Max: 200 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C’, L2’

Transmitter equipment

'F8.1

1.14.4 0.1 pW to 200 W, 2 dB increments PRN: L1, G1, L2, L5

PRN jamming with a power ramp from 0.1 pW to a maximum of 200 W at 2 dB increments, at the
test bands L1, G1, L5.

Power or power range

Min: 1e-07 W

Max: 200 W

Test bands/constellation

'Gl’, °L1’, 'E1’, 'B1C7, 'L2’, °L5’, 'E5a’, 'B2a’

Transmitter equipment

'F8.1
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1.15: Stationary WB power ramp jamming of L1 and G1

Rationale

The main objective is to test receivers’ ability to change between using GPS and GLONASS when
one or the other is denied.

Test description

A 20 MHz wideband (WB) white noise signal will be active on either L1 or G1. Signal power will be
ramped up (in 10 dB steps) during the first test, and then kept at the achieved maximum power for
the reminder of the tests.

Additional information

Each test will have a short break after it is completed. When L1-only and Gl-only is combined in a
test, the transmission will change from the first to the second instantly.

Tests within this test group
1.15.1 WB jamming: L1
Low-power WB jamming on only the L1 band,

Power or power range

Min: 0.1 W
Max: 1 W

Test bands/constellation
'L1’, ’E1’, 'B1C’, "B1I
Transmitter equipment

7N/A7

1.15.2 WB jamming: G1

Low-power WB jamming on only the G1 band,

Power or power range
Min: 1 W

Max: 1 W

Test bands/constellation

7G17

Transmitter equipment

7N/A’
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1.15.3 WB jamming: G1 then L1

Low-power jamming of first only the G1 band and after half of the test duration, the signal is without
a break switched to L1-only.

Power or power range
Min: 1 W

Max: 1 W

Test bands/constellation

'G1’, L1, 'E1’, 'B1C”, 'B1D

Transmitter equipment

7N/A’

1.15.4 WB jamming: L1 then G1

Low-power jamming of first only the L1 band and after half of the test duration, the signal is without
a break switched to G1-only.

Power or power range

Min: 1 W
Max: 1 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

’N/A’

1.16: Continuous stationary very high-power jamming with
PRN

Rationale

The main objective is to observe how the J/S signal affect the loss of PNT, and/or how it produces
inaccurate PNT data, at very high power levels or at very long ranges. This will allow for evaluation
of both system under extreme duress and allow for the use of a very large testing area, ecspecially
suited for ships and airplanes.

Test description

The use of continuous very high-power jamming will block out a very large area at the event. There
will be transmitted with a PseudoRandom Noise (PRN) modulation using Right Hand Circular Po-
larized (RHCP) antennas. PRN signals have the same spectral form as the true signals sent from
the GNSS satellites but with different spreading codes. The spreading codes are Binary Phase Shift
Keying (BPSK) modulated onto the centre frequency of the relevant test bands. For Mbaud rates,
see Appendix G .

These tests will have the highest transmission power experienced during the Jammertest event.

60 1.16: CONTINUOUS STATIONARY VERY HIGH-POWER JAMMING WITH PRN



Additional information
The jammer employed will be ”Porcus Maior” F8.1, see Appendix G.
Tests within this test group

1.16.1 High Power PRN jamming: L1

High Power PRN jamming: L1

Power or power range

Min: 50 W
Max: 100 W

Test bands/constellation

L1, "E1’, 'B1C?

Transmitter equipment

'F8.1

1.16.2 High Power PRN jamming:: L1, G1

High Power PRN jamming: L1, G1

Power or power range

Min: 50 W
Max: 100 W

Test bands/constellation

L1, ’E1’, 'B1C", 'G1’

Transmitter equipment

'F8.1

1.16.3 High Power PRN jamming: L1, G1, L2

High Power PRN jamming: L1, G1, L2

Power or power range
Min: 50 W

Max: 100 W

Test bands/constellation

‘L1’ ’E1’, 'B1C’, ’G1’, L2’

Transmitter equipment

'F8.1
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1.16.4 High Power PRN jamming: L1, G1, L2, L5

High Power PRN jamming: L1, G1, L2, L5

Power or power range
Min: 50 W

Max: 100 W

Test bands/constellation

'L1’, BV, 'B1C’, "G, 'L2, 'L, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.16.5 High Power PRN jamming from two locations: L1, G1, L2, L5, E6

High Power PRN jamming from two locations: L1, G1, L2, L5, E6. One hour jamming from F8.1,
then one hour jamming from both F8.1 and M1.1, then last hour jamming from M1.1 only

Power or power range
Min: 50 W

Max: 100 W

Test bands/constellation

'L1°, 'E1’, 'B1C7, 'G1’, 'L2’, 'L5’, 'E5a’, 'B2a’, 'E6’

Transmitter equipment

F8.17, 'ML.1’

1.17: Continuous stationary jamming with PRN at airport

Rationale

For airplanes, it is often hard to test reactions to GNSS jamming in controlled environment, and
especially hard to do so at during approach and departure at an airport. The main objective of these
tests is to facilitate just that, so that airplanes can test their systems in full approach and departure
modes, at with procedures for a real airport activated.

Test description

The transmissions will be done at aviation relevant frequencies with varying degrees of transmission
power and jamming modulations. The jammer will be placed and directed (with a RHCP directional
antenna) along the runway of the airport. There will be transmitted with a Pseudo Random Noise
(PRN) modulation using a BPSK spreading codes modulated onto the centre frequency of the relevant
test bands. For Mbaud rates, see Appendix G.

Additional information

The jammer employed will be ”Porcus Maior” F8.1, see Appendix G.
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Tests within this test group

1.17.1 10 W PRN: L1

10 W PRN: L1

Power or power range
Min: 1 W

Max: 10 W

Test bands/constellation

L1, ’E1’, 'B1CY

Transmitter equipment

F8.1

1.17.2 10 W PRN: L5

10 W PRN: L5

Power or power range
Min: 1 W

Max: 10 W

Test bands/constellation

L5, "E5a’, 'B2a’

Transmitter equipment

'F8.1

1.17.3 10 W CW: L1, L5

10 W CW: L1, L5

Power or power range
Min: 1 W

Max: 10 W

Test bands/constellation

'L1’, 'EV, 'B1C’, L5, "E5a’, 'B2a’

Transmitter equipment

'F8.1
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1.17.4 10 W sweep: L1, L5

10 W sweep: L1, L5
Power or power range
Min: 1 W
Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C", L5, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.17.5 10 W PRN: L1, L5

10 W PRN: L1, L5
Power or power range
Min: 1 W
Max: 10 W

Test bands/constellation

L1, "El’, 'B1C7, L5, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.17.6 1 W PRN: L1, L5

1 W PRN: L1, L5
Power or power range
Min: 1 W
Max: 1 W

Test bands/constellation

L1, "El’, 'B1C7, L5, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.17.7 0.1 W PRN: L1, L5

0.1 W PRN: L1, L5
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Power or power range

Min: 0.1 W
Max: 0.1 W

Test bands/constellation

'L1’, 'EV, 'B1C’, 'L, "E5a’, 'B2a’

Transmitter equipment

'F8.1

1.18: Stationary unintentional RFI

Rationale

Although intentional GNSS interference (jamming, spoofing and meaconing) is the most known and
mentioned type of GNSS interference, it is not the only one. Unintentional interference (casued
either by faulty equipment or by other frequency usage) is much more common. These tests try
to simulate such interference (specifically continous wave signals (CWs), self-oscillation events and
frequency drifts), to provide participants the ability to see how it affects their eqipment and systems,
as well as to compare to different types of intentional interference in other tests during the week.

Test description

The tests will simulate different very common types of unintentional GNSS interference. The trans-
mission power might be higher than what is common, but this can be mitigated by adjusting your
distance to the interference source. Some of the interference frequencies will be outside of the GNSS
bands, this is to create out-of-band interference.

Additional information
The jammer employed will be ”Porcus Maior” F8.1, see Appendix G.
Tests within this test group

1.18.1 Jammer F8.1: 50 W CW: L1
50 W CW: L1

POWGI‘ or power range

Min: 50 W

Max: 50 W

Test bands/constellation

L1, "E1’, 'B1C

Transmitter equipment

'F8.1
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1.18.2 Jammer F8.1: 50 W CW: L2

50 W CW: L2

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

7L2’

Transmitter equipment

'F8.1

1.18.3 Jammer F8.1: 50 W CW: L5

50 W CW: L5

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

L5, "Eba’, 'B2a’

Transmitter equipment

'F8.1

1.18.4 Jammer F8.1: CW signal drift: 1545 to 1620 MHz, 1 minute sweep
time

50 W frequency drift from 1545 to 1620 MHz, with a CW signal and a sweep duration of 1 minute.
Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'BIT’

Transmitter equipment

'F8.1
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1.18.5 Jammer F8.1: CW signal drift: 1545 to 1620 MHz, 15 minutes sweep
time

50 W frequency drift from 1545 to 1620 MHz, with a CW signal and a sweep duration of 15 minutes.

Power or power range

Min: 50 W
Max: 50 W

Test bands/constellation

'G1’, 'L1’, 'E1’, 'B1C", 'B1T’

Transmitter equipment

F8.1’
1.18.6 Jammer F8.1: CW signal drift: 1620 to 1545 MHz, 1 minute sweep
time
50 W frequency drift from 1620 to 1545 MHz, with a CW signal and a sweep duration of 1 minute.

Power or power range

Min: 50 W
Max: 50 W

Test bands/constellation

'G1’, L1, 'E1’, 'B1C”, 'B1D

Transmitter equipment

FR.17
1.18.7 Jammer F8.1: CW signal drift: 1620 to 1545 MHz, 15 minutes sweep
time
50 W frequency drift from 1620 to 1545 MHz, with a CW signal and a sweep duration of 15 minutes.

Power or power range

Min: 50 W
Max: 50 W

Test bands/constellation

'G1’, 'L1’, E1’, 'B1C", 'B1T’

Transmitter equipment

'F8.1
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1.18.8 Jammer F8.1: 50 W drift: 1545 to 1620 MHz, gaussian noise with
BW of 500 kHz and sweep time of 1 minute

50 W frequency drift from 1545 to 1620 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 1 minute.

Power or power range

Min: 50 W

Max: 50 W

Test bands/constellation

'G1’, L1, "E1’, 'B1C”, 'B1D’

Transmitter equipment

'F8.1

1.18.9 Jammer F8.1: 50 W drift: 1545 to 1620 MHz, gaussian noise with
BW of 500 kHz and sweep time of 15 minutes

50 W frequency drift from 1545 to 1620 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 15 minutes.

Power or power range

Min: 50 W

Max: 50 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

'F8.1

1.18.10 Jammer F8.1: 50 W drift: 1620 to 1545 MHz, gaussian noise with
BW of 500 kHz and sweep time of 1 minute

50 W frequency drift from 1620 to 1545 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 1 minute.

Power or power range

Min: 50 W

Max: 50 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

'F8.1
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1.18.11 Jammer F8.1: 50 W drift: 1620 to 1545 MHz, gaussian noise with
BW of 500 kHz and sweep time of 15 minutes

50 W frequency drift from 1620 to 1545 MHz, with a gaussian noise signal width bandwidth (BW)
of 500 kHz and a sweep duration of 15 minutes.

Power or power range

Min: 50 W

Max: 50 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

'F8.1

1.18.12 Jammer F8.1: 50 W drift: 1150 to 1300 MHz, with CW and sweep
time of 1 minute

50 W frequency drift from 1150 to 1300 MHz, with a CW signal and a sweep duration of 1 minute.

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

'E6’, "B3I’, "G, 'L2’, "E5b’, *B2b’, 'B2I’, 'G3, 'L, 'E5a’, 'B2a’

Transmitter equipment

'F8.1

1.18.13 Jammer F8.1: 50 W drift: 1150 to 1300 MHz, with CW and sweep
time of 15 minutes

50 W frequency drift from 1150 to 1300 MHz, with a CW signal and a sweep duration of 15 minutes.

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

"E6’, 'B3T’, 'G2’, 'L2’, 'E5b’, 'B2b’, 'B2l, 'G3’, 'L5’, 'E5a’, 'B2a’

Transmitter equipment

'F8.1
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1.18.14 Jammer F8.1: 50 W drift: 1300 to 1150 MHz, with CW and sweep
time of 1 minute

50 W frequency drift from 1300 to 1150 MHz, with a CW signal and a sweep duration of 1 minute.

Power or power range
Min: 50 W
Max: 50 W

Test bands/constellation

'E6, 'B3I’, *G2’, °L2’, 'E5b, 'B2b’, 'B2I’, 'G3’, 'L5’, 'Eba’, "B2a’

Transmitter equipment

'F8.1

1.18.15 Jammer F8.1: 50 W drift: 1300 to 1150 MHz, with CW and sweep
time of 15 minutes

50 W frequency drift from 1300 to 1150 MHz, with a CW signal and a sweep duration of 15 minutes.

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

'E6’, B3I, 'G2’, 'L2’, "E5b’, 'B2b’, 'B2I’, 'G3’, 'L5’, 'Eba’, 'B2a’

Transmitter equipment

F8.1

1.18.16 Jammer F8.1: 50 W drift: 1150 to 1300 MHz, gaussian noise with
BW of 500 kHz and sweep time of 1 minute

50 W frequency drift from 1150 to 1300 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 1 minute.

Power or power range

Min: 50 W
Max: 50 W

Test bands/constellation

'E6’, B3I, °’G2’, 'L2’, "E5b’, 'B2b’, 'B2I’, 'G3’, 'L5’, "Eba’, 'B2a’

Transmitter equipment

'F8.1
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1.18.17 Jammer F8.1: 50 W drift: 1150 to 1300 MHz, gaussian noise with
BW of 500 kHz and sweep time of 15 minutes

50 W frequency drift from 1150 to 1300 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 15 minutes.

Power or power range

Min: 50 W

Max: 50 W

Test bands/constellation

'E6’, 'B3D, 'G2’, 'L2’, "E5b’, 'B2b’, 'B2I’, 'G3’, L5, "E5a’, 'B2a’

Transmitter equipment

'F8.1

1.18.18 Jammer F8.1: 50 W drift: 1300 to 1150 MHz, gaussian noise with
BW of 500 kHz and sweep time of 1 minute

50 W frequency drift from 1300 to 1150 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 1 minute.

Power or power range
Min: 50 W

Max: 50 W

Test bands/constellation

'E6, 'B3I’, 'G2’, 'L2’, 'E5b, 'B2b’, 'B2I’, 'G3’, 'L5’, 'Eba’, "B2a’

Transmitter equipment

'F8.1

1.18.19 Jammer F8.1: 50 W drift: 1300 to 1150 MHz, gaussian noise with
BW of 500 kHz and sweep time of 15 minutes

50 W frequency drift from 1300 to 1150 MHz, with a gaussian noise signal with bandwidth (BW) of
500 kHz and a sweep duration of 15 minutes.

Power or power range

Min: 50 W

Max: 50 W

Test bands/constellation

'E6’, B3I, °G2’, 'L2’°, "E5b’, 'B2b’, 'B2I’, 'G3’, 'L5’, "Eba’, 'B2a’

Transmitter equipment

'F8.1
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1.19: Circular testing with 3 jammers

Rationale

The main objective is to observe how the J/S signal affect the availability of PNT, and/or how it
produces inaccurate PNT data, when the jamming signal (J) is generated by low-power jammers. 3
jammers of the same type is placed in a cirle 120 degrees a part. Distance from center i alteterd
between 50, 100 and 150 meters. This testgroup is relevant for CRPA antenna testing and TDOA
detection equipment.

Test description

All tests will be performed with the jammers placed 1 to 1.5 meters above ground on a pole and will
be turned on and kept active (for example for 10 minutes) before being turned off. A break (of for
example 6 minutes) between tests.

Additional information

Specification of jammers can be found in Appendix G. Jammer power levels are based on 2023/2024
measurements. ”Test bands/constellation” refers to potentially afflicted signal types of the 4 GNSS
constellations GPS, GLONASS, Galileo, and BeiDou, from the jammer in question. This informa-
tion must be considered indicative only. The main principle for putting a signal type in the ”Test
bands/constellation” list for a given jammer or test, is that measurements done by NKOM indicate
that the output signal of the jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.19.1 3 jammers at 50 meters from center S1.1, S1.2 and S1.3

3 jammers, S1.1, S1.2 and S1.3

Power or power range

Min: 0.01 W
Max: 0.171 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'BIT’

Transmitter equipment

'S1.17, ’S1.2", ’S1.3’

1.19.2 3 jammers at 100 meters from center S1.1, S1.2 and S1.3

3 jammers, S1.1, S1.2 and S1.3

Power or power range
Min: 0.01 W

Max: 0.171 W

Test bands/constellation

'G1, 'L1’, 'EV, "B1C’, "BII
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Transmitter equipment

'S1.17, ’S1.2’, ’S1.3’

1.19.3 3 jammers at 150 meters from center S1.1, S1.2 and S1.3

3 jammers, S1.1, S1.2 and S1.3

Power or power range

Min: 0.01 W
Max: 0.171 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

'S1.17, ’S1.2’, ’S1.3’

1.19.4 3 jammers at 50 meters from center S2.1, S2.2 and S2.3

3 jammers, S2.1, S2.2 and S2.3

Power or power range

Min: 0.01 W
Max: 1.26 W

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

'$2.17, ’S2.2", ’S2.3’

1.19.5 3 jammers at 100 meters from center S2.1, S2.2 and S2.3

3 jammers, S2.1, S2.2 and S2.3

Power or power range

Min: 0.01 W
Max: 1.26 W

Test bands/constellation

'G1’, 'L1’, 'E1’, 'B1C", 'B1T’

Transmitter equipment

'$2.17, ’S2.2", ’S2.3’
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1.19.6 3 jammers at 150 meters from center S2.1, S2.2 and S2.3

3 jammers, S2.1, S2.2 and S2.3

Power or power range

Min: 0.01 W
Max: 1.26 W

Test bands/constellation
'G1l’, 'L1’, ’E1’, 'B1C’, 'B1T
Transmitter equipment

'$2.1°, 7S2.27, 'S2.3’

1.19.7 3 jammers at 50 meters from center Ul.1, Ul1.2 and U1.3

3 jammers, Ul.1, Ul.2 and U1.3

Power or power range

7N/A’

Test bands/constellation

‘G, L1, 'ED’, 'B1C”, 'B1D

Transmitter equipment

"Ul.1°, "U1.2", "UL.3’

1.19.8 3 jammers at 100 meters from center Ul.1, Ul.2 and U1.3

3 jammers, Ul.1, Ul.2 and U1.3

Power or power range

7N/A’

Test bands/constellation

'G1’, 'L1’, 'El’, 'B1C", 'B1T’

Transmitter equipment

"Ul.1’, 'UL.2’, UL

1.19.9 3 jammers at 150 meters from center Ul.1, Ul1.2 and U1.3

3 jammers, Ul.1, Ul1.2 and U1.3
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Power or power range

7N/A’

Test bands/constellation
'G1l’, 'L1’, ’E1’, 'B1C’, 'B1D’
Transmitter equipment

"Ul.1’, 'UL.2", UL

1.19.10 3 jammers at 50 meters from center H6.4, H6.5 and H6.6

3 jammers, H6.4, H6.5 and H6.6
Power or power range

Min: 1 W

Max: 1.58 W

Test bands/constellation
'Gl’, 'L1’, ’E1’, 'B1C’, "B1I’
Transmitter equipment

'H6.4°, "H6.5’, "H6.6’

1.19.11 3 jammers at 100 meters from center H6.4, H6.5 and H6.6

3 jammers, H6.4, H6.5 and H6.6
Power or power range

Min: 1 W

Max: 1.58 W

Test bands/constellation
'G1’, 'L1’, ’E1’, 'B1C’, 'B1I
Transmitter equipment

'H6.4°, 'H6.5’, "H6.6’

1.19.12 3 jammers at 150 meters from center H6.4, H6.5 and H6.6

3 jammers, H6.4, H6.5 and H6.6

Power or power range

Min: 1 W
Max: 1.58 W
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Test bands/constellation

'G1’, 'L1’, E1’, 'B1C", 'B1T’

Transmitter equipment

'H6.4°, "H6.5°, "H6.6’

1.19.13 3 jammers at 50 meters from center H1.1, H1.4 and H1.5

3 jammers, H1.1, H1.4 and H1.5 LOW PWR, L1 sweep, L2 sweep
Power or power range

Min: 1 W

Max: 0.1 W

Test bands/constellation
'L1°, ’ET1’, 'B1C?, 'L2’
Transmitter equipment

"H1.1’, 'H1.4°, 'H1.5’

1.19.14 3 jammers at 100 meters from center H1.1, H1.4 and H1.5

3 jammers, H1.1, H1.4 and H1.5 LOW PWR, L1 sweep, L2 sweep
Power or power range

Min: 1 W

Max: 0.1 W

Test bands/constellation
'L1°,’E1’, 'B1C’, 'L2’
Transmitter equipment

'H1.1, 'H1.4°, 'HL.5’

1.19.15 3 jammers at 150 meters from center H1.1, H1.4 and H1.5

3 jammers, H1.1, H1.4 and H1.5 LOW PWR, L1 sweep, L2 sweep

Power or power range
Min: 1 W

Max: 0.1 W

Test bands/constellation

L1, "El’, 'B1C7, L2’
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Transmitter equipment

'H1.1’, 'H1.4°, 'H1.5’

1.20: Drone testing, landing and take off in a circle of 3 Jam-
mers

Rationale

The main objective is to observe how the J/S signal affect the availability of PNT, and/or how it
produces inaccurate PNT data, when the jamming signal (J) is generated by the NEAT military
jammers from Novatel. 3 jammers of the same type is placed in a cirle 120 degrees a part. Distance
from center i alteterd between 50, 100 and 150 meters. The test is repeated with different modulation
and power levels. The intent is to allow each drone land and do take off in the center. This testgroup
is also relevant for CRPA antenna testing and TDOA detection equipment.

Test description

All tests will be performed with the NEAT military jammers from Novatel placed 1 to 1.5 meters above
ground on a pole and be turned on and kept active for a given period (for example for 15 minutes)
before being turned off. A break (of for example 6 minutes) is included between tests. The test will
then be repeated with different modulation and power levels. For test 1 - 12 the jammers will be turned
on simultaneous. For test 13 to 15 the jammers will be turned on sequentially (Example jammer A for
15 minutes, then Jammer A+B for 15 minutes, and then Jammer A+B+C for 15minutes). Overview
of location 2 can be found in the Appendix A

Additional information

Specification of jammers can be found in Appendix G. Jammer power levels are based on 2023/2024
measurements. ”Test bands/constellation” refers to potentially afflicted signal types of the 4 GNSS
constellations GPS, GLONASS, Galileo, and BeiDou, from the jammer in question. This informa-
tion must be considered indicative only. The main principle for putting a signal type in the ”Test
bands/constellation” list for a given jammer or test, is that measurements done by NKOM indicate
that the output signal of the jammer covers the center frequency of the given GNSS band(s).

Tests within this test group

1.20.1 3 jammers at 50 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 NB, L2 NB

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

"H1.1°, 'H1.4°, "HL.5’
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1.20.2 3 jammers at 100 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 NB, L2 NB

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation

L1, 'El’, 'B1C, L2’

Transmitter equipment

'H1.1, 'H1.4’, 'HL.5’

1.20.3 3 jammers at 150 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 NB, L2 NB

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation
'L1°, ETl’, 'B1C?, 'L2’
Transmitter equipment

'H1.1, 'H1.4’, 'HL.5’

1.20.4 3 jammers at 50 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 WB, L2 WB

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation

L1°, 'E1’, 'B1C7, 'L’

Transmitter equipment

"H1.1, 'H1.4°, 'HL.5’

1.20.5 3 jammers at 100 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 WB, L2 WB
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Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation

L1, "E1’, 'B1C, L2’

Transmitter equipment

"H1.1’, "H1.4°, 'HL1.5’

1.20.6 3 jammers at 150 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 WB, L2 WB

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation

L1, "E1’, 'B1C?, L2’

Transmitter equipment

"H1.1’, 'H1.4°, 'H1.5’

1.20.7 3 jammers at 50 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 CW, L2 CW

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation
'L1°, ’E1’, 'B1C?, 'L2’
Transmitter equipment

"H1.1’, 'H1.4°, "H1.5’

1.20.8 3 jammers at 100 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 CW, L2 CW

Power or power range

Min: 0.1 W
Max: 3 W
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Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

'H1.1’, 'H1.4°, 'H1.5’

1.20.9 3 jammers at 150 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 CW, L2 CW

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation
'L1°, ’ET1’, 'B1C?, 'L2’
Transmitter equipment

"H1.1’, 'H1.4°, 'H1.5’

1.20.10 3 jammers at 50 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 sweep, L2 sweep

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation
'L1°,’E1’, 'B1C’, 'L2’
Transmitter equipment

'H1.1, 'H1.4°, 'HL.5’

1.20.11 3 jammers at 100 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 sweep, L2 sweep

Power or power range
Min: 0.1 W

Max: 3 W

Test bands/constellation

L1, "El’, 'B1C7, L2’

80 1.20: DRONE TESTING, LANDING AND TAKE OFF IN A CIRCLE OF 3 JAMMERS



Transmitter equipment

"H1.1’, 'H1.4°, 'H1.5’

1.20.12 3 jammers at 150 meters from center H1.1, H1.4 and H1.5

HIGH PWR, L1 sweep, L2 sweep

Power or power range
Min: 0.1 W

Max: 3 W

Test bands/constellation
'L1°, ’E1’, 'B1C?, 'L2’
Transmitter equipment

"H1.1’, 'H1.4°, 'H1.5’

1.20.13 3 jammers at 150 meters from center H1.1, H1.4 and H1.5 turned
on sequentially

HIGH PWR, L1 NB, L2 NB, JAMMER A are turned on

Power or power range
Min: 0.1 W

Max: 3 W

Test bands/constellation
‘L1’ ’ET1’, 'B1C’, 'L2’
Transmitter equipment

'H1.1’, 'H1.4°, 'H1.5’

1.20.14 3 jammers at 150 meters from center H1.1, H1.4 and H1.5 turned
on sequentially

HIGH PWR, L1 WB, L2 WB, JAMMER A + B are turned on

Power or power range
Min: 0.1 W

Max: 3 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’
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Transmitter equipment

'H1.1, 'H1.4°, 'H1.5’

1.20.15 3 jammers at 150 meters from center H1.1, H1.4 and H1.5 turned
on sequentially

HIGH PWR, L1 CW, L2 CW, JAMMER A + B + C are turned on

Power or power range

Min: 0.1 W
Max: 3 W

Test bands/constellation

L1, ’E1’, 'B1C", L2’

Transmitter equipment

"H1.1, 'H1.4°, 'HL.5’

1.21: LEO jamming

Rationale

Exclusive high-power jamming tests for low earth orbit (LEO) satellites.

Test description

Exclusive high-power jamming tests for low earth orbit (LEO) satellites.

Tests within this test group

1.21.1 NB sweep jamming with periodic power ramp

Sweeping jamming signal with saw tooth modulation with sweep rate of 1 ms. Signal is narrow band
(NB), with a bandwidth of 40 kHz. Power is ramp up in four steps; 10 %, 20 %, 50 % and 100 % of
total power, each 250 ms. Meaning that the power is ramped through the power range each second
and then repeated periodically.

Power or power range
Min: 200 W

Max: 200 W

Test bands/constellation

L1, 'El’, 'B1CY

Transmitter equipment

'F8.1
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1.21.2 NB sweep jamming with constant power

Sweeping jamming signal with saw tooth modulation with sweep rate of 1 ms. Singal is narrow band
(NB), with a bandwidth of 40 kHz. Power is kept constant at 100 % of total power.

Power or power range
Min: 200 W
Max: 200 W

Test bands/constellation

L1, 'E1’, 'B1C’

Transmitter equipment

F8.1’

1.21.3 WB sweep jamming with periodic power ramp

Sweeping jamming signal with saw tooth modulation with sweep rate of 1 ms. Singal is narrow band
(NB), with a bandwidth of 1.4 MHz. Power is ramp up in four steps; 10 %, 20 %, 50 % and 100 % of
total power, each 250 ms. Meaning that the power is ramped through the power range each second
and then repeated periodically.

Power or power range

Min: 200 W
Max: 200 W

Test bands/constellation

L1, 'E1’, 'B1C

Transmitter equipment

F8.1

1.21.4 WB sweep jamming with constant power

Sweeping jamming signal with saw tooth modulation with sweep rate of 1 ms. Singal is narrow band
(NB), with a bandwidth of 1.4 MHz. Power is kept constant at 100 % of total power.

Power or power range

Min: 200 W

Max: 200 W

Test bands/constellation

L1, 'E1’, 'B1C’

Transmitter equipment

'F8.1
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1.21.5 OFDM jamming with periodic power ramp

Jamming signal simulating a LTE TDD waveform with a bandwidth of 1.4 MHz. Power is ramp up
in four steps; 10 %, 20 %, 50 % and 100 % of total power, each 250 ms. Meaning that the power is
ramped through the power range each second and then repeated periodically.

Power or power range

Min: 200 W
Max: 200 W

Test bands/constellation

‘L1’ ’EL’, 'B1C’

Transmitter equipment

'F8.1

1.21.6 OFDM jamming with constant power

Jamming signal simulating a LTE TDD waveform with a bandwidth of 1.4 MHz. Power is kept
constant at 100 % of total power.

Power or power range

Min: 200 W
Max: 200 W

Test bands/constellation

‘L1’ ’E1’, 'B1C’

Transmitter equipment

'F8.1°

1.22: Circular testing with many handheld jammers

Rationale

The main objective is to observe how the J/S signal affect the availability of PNT, and/or how
it produces inaccurate PNT data, when the jamming signal (J) is generated by many low-power
handheld jammers for mulitple directions. Stress test for CRPA antennas

Test description

Circular testing with many handheld jammers

Tests within this test group

1.22.1 12 jammers at 50 meters from center

12 jammers from A50, B50 and C50. USB, Cigarette jammers and handheld jammers at the same
time to create a very strong field of jamming.
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Power or power range

Min: 10 W
Max: 3 W

Test bands/constellation

7L1’, 7L277 Ly

Transmitter equipment

'Ul.1’,’U1.2°, "UL.3’, ’S2.1°, ’S2.2, ’S2.3°, "H1.1’, '"H1.4’, "H1.5’, '"H6.4°, '"H6.5’, 'H6.6’

1.23: Jammer in the air

Rationale

The main objective is to observe how the J/S signal affect the availability of PNT, and/or how it
produces inaccurate PNT data, when the jamming signal (J) is generated from the air by a drone.
Relevant for CRPA null steering and TDOA testing.

Test description

Jammer is placed onboard a drone. The drone will try to fly in a cirle above the 50, 100 and 150
meter positions from origo at Test Area 2.

Tests within this test group
1.23.1 Jammer S1.1 with 10dB gain at 50 meters above ground
Cigarette jammer S1.1 with Helix antenna

Power or power range

Min: 0.0316 W
Max: 0.316 W

Test bands/constellation

7L1’

Transmitter equipment

'S1.1°

1.23.2 Jammer S1.1 with 10dB gain at 100 meters above ground

Cigarette jammer S1.1 with Helix antenna

Power or power range

Min: 0.0316 W
Max: 0.316 W

1 Jamming 85



Test bands/constellation

7L17

Transmitter equipment

S1.1

1.23.3 Jammer H1.1, L1, L2, CHIRP. HIGH PWR with 10dB gain at 50
meters above ground

Handheld jammer H1.1 with Helix antenna

Power or power range
Min: 0.1 W

Max: 1 W

Test bands/constellation

LU, L2’

Transmitter equipment

'H1.1

1.23.4 Jammer H1.1, L1, L2, CHIRP. HIGH PWR with 10dB gain at 100
meters above ground

Handheld jammer H1.1 with Helix antenna

Power or power range
Min: 0.1 W

Max: 1 W

Test bands/constellation

7L1’, L2

Transmitter equipment

'H1.1

1.23.5 Jammer H1.1, L1, L2, WB. LOW PWR with 10dB gain at 50 meters
above ground

Handheld jammer H1.1 with Helix antenna

Power or power range

Min: 0.001 W
Max: 0.00316 W
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Test bands/constellation

7L1’, 1.2

Transmitter equipment

'H1.1

1.23.6 Jammer H1.1, L1, L2, WB. LOW PWR with 10dB gain at 100 meters
above ground

Handheld jammer H1.1 with Helix antenna

Power or power range

Min: 0.001 W
Max: 0.00316 W

Test bands/constellation

7L17, 7L27

Transmitter equipment

'H1.1

1.23.7 Jammer S1.1 at 50 meters above ground

Cigarette jammer S1.1

Power or power range

Min: 0.01 W
Max: 0.0316 W

Test bands/constellation

7L17

Transmitter equipment

‘S1.T

1.23.8 Jammer S1.1 at 100 meters above ground

Cigarette jammer S1.1

Power or power range
Min: 0.01 W

Max: 0.0316 W

Test bands/constellation

7L1’
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Transmitter equipment

S1.1

1.23.9 Jammer H1.1, L1, L2, CHIRP. LOW PWR at 50 meters above ground

Handheld jammer H1.1

Power or power range
Min: 0.000316 W

Max: 0.001 W

Test bands/constellation

7L1’, L2

Transmitter equipment

'H1.1

1.23.10 Jammer H1.1, L1, L2, CHIRP. LOW PWR at 100 meters above

ground

Handheld jammer H1.1

Power or power range
Min: 0.000316 W

Max: 0.001 W

Test bands/constellation

7L17, 7L27

Transmitter equipment

'H1.1

1.23.11 Jammer H1.1, L1, L2, WB. LOW PWR at 50 meters above ground

Handheld jammer H1.1

Power or power range
Min: 0.000316 W

Max: 0.001 W

Test bands/constellation

7L17, 7L27

Transmitter equipment

'H1.1
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1.23.12 Jammer H1.1, L1, L2, WB. LOW PWR at 100 meters above ground

Handheld jammer H1.1

Power or power range
Min: 0.000316 W

Max: 0.001 W

Test bands/constellation

7L17, 7L27

Transmitter equipment

'H1.1
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2 Spoofing

2.1: Incoherent position spoofing from stationary spoofer using
synthetic ephemerides

Rationale

The idea is to test equipment and systems when exposed to false and misleading GNSS-PNT infor-
mation, with a focus on position. These are very basic attacks that can be performed with easily
available software and hardware. These attacks can give an indication to the receivers’ resiliency to
spoofing attacks. Most receivers will probably see these attacks as noise initially, effectively working
as a jamming signal.

Test description

Simulated signals will be transmitted from a stationary antenna. Generated spoofing scenarios will
use satellite ephemerides different from live sky satellites. Simulated signals may use one or more
constellations and one or more signal bands.

Initial positions are either False (e.g. 70 N, 10 E) or True (target location, normally close to the at
transmitter antenna location). Initial time is either False (e.g. a jump in time) or True (less than 100
ns timing error for a receiver at target location). Some test scenarios may be started with jamming
(lasting for 5 min, one or several test bands, before the spoofing transmission is activated). Some
spoofing scenarios may be accompanied by continuous jamming (one or several test bands).

Static scenarios are a fixed position, while dynamic scenarios are a drive around the area. For each
dynamic test, the motion is first spoofed to a fixed start position for 5 minutes before the dynamic
motion starts.

There will be a break between each test to allow receivers to reacquire fix onto real satellite signals.
When max and min powers are indicated, this refers to spoofing power.

Additional information

Expected (least) range/power of spoofing signals: A radius of approximately 1.5 kilometre from the
transmitter, depending on terrain and building signal shielding.

Tests within this test group

2.1.1 Large position and time jump, with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5 E6

No jamming.

Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power will be ramp up from -35 dBm to 25 dBm in 5 dB steps, with each step lasting 3 minutes.

Power or power range

Min: 3.16e-07 W
Max: 0.316 W
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Test bands/constellation

L1, 'L2’, 'L5’, 'E1’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.1.2 Large position and time jump. GPS L1 C/A only

Signals: GPS L1 C/A

No jamming.

Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.
Power or power range

Min: 0.316 W

Max: 0.316 W

Test bands/constellation

7L17

Transmitter equipment

7S7

2.1.3 Large position and time jump. Galileo E1 only

Signals: Galileo E1.
No jamming.
Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7E17

Transmitter equipment

7S7

2.1.4 Large position and time jump. GPS L1 and Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.
No jamming.
Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power or power range

Min: 0.316 W
Max: 0.316 W
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Test bands/constellation

7L1” 7E17

Transmitter equipment

7S’

2.1.5 Large position and time jump. GPS and Galileo.

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5a, E5b, E6.
No jamming.
Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'EL’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S3

2.1.6 Large position and time jump. GPS L1 only, with initial and contin-
uous jamming

Signals: GPS L1 C/A.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L1’

Transmitter equipment

7S’

2.1.7 Large position and time jump. Galileo E1 only, with initial and con-
tinuous jamming

Signals: Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.
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Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7E17

Transmitter equipment

7S)

2.1.8 Large position and time jump. GPS and Galileo , with initial and
continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5a, E5b, E6.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S)

2.1.9 Simulated driving (route 1). GPS L1 C/A and Galileo E1, with initial
jamming

Signals: GPS L1 C/A. Galileo E1.
5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission.
Simulated start position: Bleik community house parking lot. Simulated start time: 01.10.2025 12:00.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L17 7E17

Transmitter equipment

7S7
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2.1.10 Simulated driving (route 1), with initial jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.
5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission.
Simulated start position: Bleik community house parking lot. Simulated start time: 01.10.2025 12:00.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'E1l’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.1.11 Simulated driving, true reference time (route 1), with initial jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission.
Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation
‘L1, °’L2’, °L5’, ’E1’, "Eba’, "E5b’, "E6’

Transmitter equipment

7S7

2.1.12 Large position and time jump

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.
No jamming.
Simulated position: 70 N, 10 E. Simulated start time: 01.10.2025 12:00.

Power or power range

Min: 3.16 W
Max: 3.16 W

Test bands/constellation

L1, L2, L5, 'E1’, 'E5a’, 'E5b’, 'E6’
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Transmitter equipment

7S7

2.2: Incoherent position spoofing from stationary spoofer using
broadcast(true) ephemerides

Rationale

The idea is to test equipment and systems when exposed to false and misleading GNSS-PNT infor-
mation, with a focus on position. These spoofing tests use ephemerides (navigation data) identical
to those broadcasted by the actual satellites, but the transmitted spoofing signals do not align with
those received from actual satellites (incoherent). Receivers using the spoofed signals will (most likely)
generate jumps in the navigation solution, either in position, time and/or velocity.

Test description

Simulated signals will be transmitted from a stationary antenna. Generated spoofing scenarios will
use broadcast satellite ephemeris data. Simulated signals may use one or more constellations and one
or more test bands.

Initial positions are either False (e.g. 70 N, 10 E) or True (target location, normally close to the
transmitter antenna location). Initial time is either False (e.g. a jump in time/date) or True (less
than 100 ns timing error for a receiver at target location). Some test scenarios may be started with
jamming (lasting for 5 min, one or several test bands, before the spoofing transmission is activated).
Some spoofing scenarios may be accompanied by continuous jamming (one or several test bands). The
indicated ”Test bands / constellation” refers to which signals are spoofed.

Static scenarios are a fixed position, while dynamic scenarios are a simulated drive around the area.
For each dynamic test, the motion is first spoofed to a fixed start position for 5 minutes before the
dynamic motion starts.

There will be a break between each test to allow receivers to reacquire fix onto real satellite signals.
When max and min powers are indicated, this refers to spoofing power.

Additional information

Expected (least) range/power of spoofing signals: A radius of approximately 1.5 kilometre from the
transmitter, depending on terrain and building signal shielding.

Tests within this test group

2.2.1 Large position jump, with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated position: 70 N, 10 E. Simulated start time: Referenced to live GPS-signals.

Power will be ramp up from -35 dBm to 25 dBm in 5 dB steps, with each step lasting 3 minutes.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, L2, L5, 'E1’, 'E5a’, 'E5b’, 'E6’
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Transmitter equipment

7S’

2.2.2 Small position jump, with initial and continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated position: North end of the football field - 69.27701401, 15.969328354, 45 m hae (Height
Above Ellipsoid). Simulated start time: Referenced to live GPS-signals.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.2.3 Position jump

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated position: Cemetery - 69.2824699, 15.9906568, 48 m hae. Simulated start time: Referenced
to live GPS-signals.

Power or power range
Min: 0.316 W

Max: 0.316 W

Test bands/constellation

L1°,’L2, 'L, 'El’, "E5a’, "E5b’, "E6’

Transmitter equipment

7S’

2.2.4 Large position jump #2

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.
No jamming.
Simulated position: 69.25 N, 14,9 E. Simulated start time: Referenced to live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W
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Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.2.5 Small position jump

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated position: North end of the football field - 69.27701401, 15.96932835, 45 m hae. Simulated
start time: Referenced to live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, L2, 'L5, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.3: Coherent position spoofing from stationary spoofer using
broadcast(true) ephemerides

Rationale

The idea is to test equipment and systems when exposed to false and misleading GNSS-PNT infor-
mation, with a focus on position. These spoofing tests use ephemerides (navigation data) identical to
those broadcasted by the actual satellites. The transmitted spoofing signals are intended to align (to
within a few 100 ns) with those received from actual satellites at the target location (coherent). Re-
ceivers using the spoofed signals at rest at the target location will initially generate no major changes
in the navigation solution, either in position, time and/or velocity, compared to the solution estimated
from actual satellite signals.

Test description

Simulated signals will be transmitted from a stationary antenna. Generated spoofing scenarios will
use broadcast satellite ephemeris data. Simulated signals may use one or more constellations and one
or more signal bands.

Initial positions are True (target location, normally close to the transmitter antenna location). Initial
time is True (less than 100 ns timing error for a receiver at target location). Some test scenarios may
be started with jamming (lasting for 5 min, one or several test bands, before the spoofing transmission
is activated). Some spoofing scenarios may be accompanied by continuous jamming (one or several
test bands). The indicated ”Test bands / constellation” refers to which signals are spoofed.

Static scenarios are a fixed position, while dynamic scenarios are a simulated drive around the area.
For each dynamic test, the motion is first spoofed to a fixed start position for 5 minutes before the
dynamic motion starts.

There will be a break between each test to allow receivers to reacquire fix onto real satellite signals.
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For all tests in this group, spoofing transmission will be corrected for signal delay to simulated start
position.
When max and min powers are indicated, this refers to spoofing power.

Additional information

Expected (least) range/power of spoofing signals: A radius of approximately 1.5 kilometre from the
transmitter, depending on terrain and building signal shielding.

Tests within this test group

2.3.1 Coherent power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5a and E5b, E6.

No jamming.

Simulated position: Bleik community house parking lot. Simulated start time: Referenced to live
GPS-signals.

Power will be ramped up from -35 dBm to 25 dBm in 5 dB steps, with each step lasting 3 minutes.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, L2, L5, 'E1’, E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.3.2 Small position jump with initial and continuous jamming

Equivalent to 2.2.2

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated position: North end of the football field - 69.27701401, 15.969328354, 45 m hae (Height
Above Ellipsoid). Simulated start time: Referenced to live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

17, 'L2, 'L, 'E1’, 'E5a’, "E5b’, "E6’

Transmitter equipment

7S’
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2.3.3 Small position jump

Eqivalent to 2.2.5

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated position: North end of the football field - 69.27701401, 15.96932835, 45 m hae. Simulated
start time: Referenced to live GPS-signals.

Power or power range
Min: 0.316 W

Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.3.4 Simulated driving (route 1). GPS L1 C/A only

Signals: GPS L1 C/A.

No jamming.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L1’

Transmitter equipment

7S7

2.3.5 Simulated driving (route 1). GPS only

Signals: GPS L1 C/A, L2C, L5.

No jamming.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L].’, 7L2’, Ly
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Transmitter equipment

7S’

2.3.6 Simulated driving (route 1). GPS L1 C/A only, with initial and con-
tinuous jamming.

Signals: GPS L1 C/A.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L17

Transmitter equipment

7S7

2.3.7 Simulated driving (route 1). GPS only, with initial and continuous
jamming.

Signals: GPS L1 C/A, L2C, L5.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L1’, 7L2’, Ly

Transmitter equipment

7S3

2.3.8 Simulated driving (route 1). Galileo only

Signals: Galileo E1, E5, E6.

No jamming.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.
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Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.3.9 Simulated driving (route 1). Galileo only, with initial and continuous
jamming.

Signals: Galileo E1, E5, E6

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range
Min: 0.316 W
Max: 0.316 W

Test bands/constellation

'E1’, E5a’, 'E5b’, 'E6’

Transmitter equipment

7S3

2.3.10 Simulated driving (route 1)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range
Min: 0.316 W

Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7
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2.3.11 Simulated driving (route 1) with initial and continuous jamming.

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, E6, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Simulated start position: Bleik community house parking lot. Simulated start time: Referenced to
live GPS-signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, L2, L5, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.3.12 Flying (route 4) - ”drone scenario” GPS L1 C/A only

Signals: GPS L1 C/A.

No jamming.

Simulated start position: 69.277014014, 15.969328354, 40 m hae. Simulated start time: Referenced
to live GPS-signals.

Spoofing transmission will be corrected for signal delay to simulated start position. Drones at start
position (victim position) should see coherent signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

7L1’

Transmitter equipment

7S’

2.3.13 Flying (route 4) - ”drone scenario”

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated start position: 69.277014014, 15.969328354, 40 m hae. Simulated start time: Referenced
to live GPS-signals.

Spoofing transmission will be corrected for signal delay to simulated start position. Drones at start
position (victim position) should see coherent signals.

Power or power range

Min: 0.316 W
Max: 0.316 W
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Test bands/constellation

L1, ’L2’, 'L5, 'E1’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S)

2.3.14 Sailing (route 5) - ”ship scenario”

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated start position: Bleik harbour. Simulated start time: Referenced to live GPS-signals.
Spoofing transmission will be corrected for signal delay to simulated start position. Ships at start
position (victim position) should see coherent signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.3.15 Flying (route 2) - ”helicopter scenario”

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated start position: Over the sea 1 km N (Midnattskjeeran) at 200 m hae. Simulated start time:
Referenced to live GPS-signals.

Spoofing transmission will be corrected for signal delay to simulated start position. Helicopter at start
position (victim position) should see coherent signals.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7
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2.3.16 Long duration with slowly drifting position and time spoofing

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated start position: 69.277014014, 15.969328354, 40 m hae. Simulated start time: Referenced
to live GPS-signals.

5 minutes static position, then gradual change in position and time. Modified signal transmission
rate.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, ’L2’, 'L5, 'E1’, 'E5a’, 'E5b’, "E6’

Transmitter equipment

7S’

2.3.17 Longer period with drifting position and time spoofing

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Simulated start position: 69.277014014, 15.969328354, 40 m hae. Simulated start time: Referenced
to live GPS-signals.

5 minutes static position, then gradual change in position and time. Change in psuedorange values.

Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'E1’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.4: Incoherent time spoofing from stationary spoofer using
synthetic ephemerides

Rationale

The idea is to test equipment and systems when exposed to false and misleading GNSS-PNT in-
formation, with a focus on timing. These are synchronized spoofing scenarios in the sense that the
navigation solution (position, velocity and clock bias) should not initially change significantly for a
receiver at the target location. The scenarios are incoherent in the sense that spoofing signals are
different from (not aligned with) those received from the actual satellites.
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Test description

Simulated signals will be transmitted from a stationary antenna. Generated spoofing scenarios will
use satellite ephemerides different from live sky satellites. Simulated signals may use one or more
constellations and one or more signal bands.

Initial positions are True (target location, normally close to the transmitter antenna location). Some
test scenarios may be started with jamming (lasting for 5 min, one or several test bands). Some
spoofing scenarios may be accompanied by continuous jamming (one or several test bands). The
indicated ”Test bands / constellation” refers to which signals are spoofed.

There will be a small break between each test and a larger break after the test group is over to allow
receivers to reacquire fix onto real satellite signals.

When max and min powers are indicated, this refers to spoofing power.

Additional information

Expected (least) range/power of spoofing signals: A radius of approximately a few hundred metres
from the transmitter, depending on terrain and building signal shielding.

Tests within this test group

2.4.1 Time offset 15 minutes from real time. GPS L1 and Galileo E1 only,
with power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so "into the future”.

The spoofing power will be ramped from -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

7L17, ’El)

Transmitter equipment

7S’

2.4.2 Time offset 15 minutes from real time, with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so ”into the future”.

Spoofing power ramp -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W
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Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.4.3 Time offset -3 minutes from real time, with power jump

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is - 3 minutes (180 seconds),
so ”back into the past”.

Spoofing power will start at -20 dBm and be stepped up to 15 dBm in one step after 10 minutes.

Power or power range

Min: 1e-05 W
Max: 0.0316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.4.4 Static + Frequency step. GPS L1 only

Signals: GPS L1 C/A.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17

Transmitter equipment

7S’
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2.4.5 Static 4+ Frequency step. GPS L1 and Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17, ’El)

Transmitter equipment

7S7

2.4.6 Static 4+ Frequency step. GPS L1 and Galileo E1 only, with initial
and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range
Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17) 7E17

Transmitter equipment

7S7

2.4.7 Static + Frequency step

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 0.001 W
Max: 0.001 W
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Test bands/constellation

L1, ’L2’, 'L5, 'E1’, 'Eba’, 'E5b’, "E6’

Transmitter equipment

7S7

2.4.8 Static + Frequency step, with initial and continous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.4.9 Static + Pseudorange error. GPS L1 only

Signals: GPS L1 C/A.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied pseudorange error should equal a drift of x ns/s.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17

Transmitter equipment

7S’

2 Spoofing 109



2.4.10 Static + Pseudorange error. GPS L1 and Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17, ’El)

Transmitter equipment

787

2.4.11 Static + Pseudorange error. GPS L1 and Galileo E1 only, with initial
and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range
Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17) 7E17

Transmitter equipment

7S)

2.4.12 Static + Pseudorange error

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range

Min: 0.001 W
Max: 0.001 W
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Test bands/constellation

L1, L2, L5, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.4.13 Static + Pseudorange error, with initial and continous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5: Coherent time spoofing from stationary spoofer using broad-
cast(true) ephemerides

Rationale

The idea is to test equipment and systems when exposed to false and misleading GNSS-PNT in-
formation, with a focus on timing. These are synchronized spoofing scenarios in the sense that the
navigation solution (position, velocity and clock bias) should not initially change significantly for a
receiver at the target location. The scenarios are coherent in the sense that spoofing signals are sim-
ilar (aligned with) those received from the actual satellites. Scenarios in these tests are intended to
not alter the navigation solution at all for receivers at the target position for position and velocity
estimates. Clock bias estimates should be affected by the frequency step in test 1 - 3, but not in 4 - 7.

Test description

Simulated signals will be transmitted from a stationary antenna. Generated spoofing scenarios will
use broadcast satellite ephemeris data. Simulated signals may use one or more constellations and one
or more signal bands.

Initial positions are True (target location, normally close to the transmitter antenna location). Initial
time is True (less than 100 ns timing error for a receiver at target location). Some test scenarios may
be started with jamming (lasting for 5 min, one or several test bands). Some spoofing scenarios may
be accompanied by continuous jamming (one or several test bands). The indicated ”Test bands /
constellation” refers to which signals are spoofed.

There will be a short break between each test and a larger break after the test group is over to allow
receivers to reacquire fix onto real satellite signals.

When max and min powers are indicated, this refers to spoofing power.
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Additional information

Expected (least) range/power of spoofing signals: A radius of approximately a few hundred metres
from the transmitter, depending on terrain and building signal shielding.

Tests within this test group

2.5.1 Time offset 15 minutes from real time. GPS L1 and Galileo E1 only,
with power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so ”into the future”.

The spoofing power will be ramped from -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

7L17, 7E1?

Transmitter equipment

7S7

2.5.2 Time offset 15 minutes from real time, with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so ”into the future”.

Spoofing power ramp -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

L1, L2, L5, 'El’, "E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7
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2.5.3 Time offset -3 minutes from real time, with power jump

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is - 3 minutes (180 seconds),
so ”back into the past”.

Spoofing power will start at -20 dBm and be stepped up to 15 dBm in one step after 10 minutes.

Power or power range
Min: 1e-05 W
Max: 0.0316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.5.4 Time offset 15 minutes from real time. GPS L1 C/A

Signals: GPS L1 C/A.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so "into the future”.

Power or power range
Min: 3.16e-07 W

Max: 0.0316 W

Test bands/constellation

7L1’

Transmitter equipment

787

2.5.5 Time offset 15 minutes from real time. Galileo E1

Signals: Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so "into the future”.

Power or power range
Min: 3.16e-07 W

Max: 0.0316 W

Test bands/constellation

7E1’
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Transmitter equipment

7S7

2.5.6 Time offset 15 minutes from real time

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is + 15 minutes (900
seconds), so ”into the future”.

Power or power range
Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.7 Time offset -3 minutes from real time

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae. Time offset is - 3 minutes (180 seconds),
so "back into the past”.

Power or power range
Min: 1e-05 W
Max: 0.0316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

787

2.5.8 Static + Frequency step. GPS L1 and Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 1e-05 W
Max: 1le-05 W
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Test bands/constellation

7L17, 7E17

Transmitter equipment

7S3

2.5.9 Static 4+ Frequency step. GPS L1 and Galileo E1 only, with initial
and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17, 7E17

Transmitter equipment

787

2.5.10 Static + Frequency step

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range
Min: 1e-05 W
Max: 1le-05 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’
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2.5.11 Static + Frequency step, with initial and continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, L2, L5, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.12 Static 4+ Frequency step, with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Frequency steps means here spoofing signal transmission rate change. Frequency steps are added (10
ns/s) and starts five minutes after the spoofing starts.

Spoofing power ramp -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Power or power range
Min: 0.001 W
Max: 0.001 W

Test bands/constellation

‘L1, °’L2’, °L5’, ’E1’, "Eba’, "Ebb’, "E6’

Transmitter equipment

7S7

2.5.13 Static + Pseudorange error. GPS L1 and Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range

Min: 1e-05 W
Max: 1le-05 W
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Test bands/constellation

7L17, 7E17

Transmitter equipment

7S3

2.5.14 Static + Pseudorange error. GPS L1 and Galileo E1 only, with initial
and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L17, 7E17

Transmitter equipment

787

2.5.15 Static + Pseudorange error

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range
Min: 1e-05 W
Max: 1le-05 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’
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2.5.16 Static + Pseudorange error, with initial and continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, L2, L5, 'El’, "E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.17 Static + Pseudorange error, with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The pseudorange error is applied to all satellites, starting five minutes after the spoofing starts. The
applied error should equal a drift of x ns/s.

Spoofing power ramp -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Power or power range
Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.18 Static + Nav data manipulation (clock/frequency related). GPS L1
and Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The navigation data manipulation starts five minutes after the spoofing starts.

Power or power range

Min: 1e-05 W
Max: 1le-05 W
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Test bands/constellation

7L1’, E1

Transmitter equipment

7S3

2.5.19 Static + Nav data manipulation (clock/frequency related). GPS L1
and Galileo E1 only, with initial and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.

The navigation data manipulation starts five minutes after the spoofing starts.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

7L17, 7E17

Transmitter equipment

7S’

2.5.20 Static + Nav data manipulation (clock/frequency related). GPS L1
and Galileo E1 only, with power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
The navigation data manipulation starts five minutes after the spoofing starts.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

7L17, 7E17

Transmitter equipment

7S’
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2.5.21 Static + Nav data manipulation (clock/frequency related)

Signals: Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The navigation data manipulation starts five minutes after the spoofing starts.

Power or power range

Min: 1e-05 W
Max: 1e-05 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S)

2.5.22 Static + Nav data manipulation (clock/frequency related), with ini-
tial and continuous jamming.

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The navigation data manipulation starts five minutes after the spoofing starts.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.23 Static + Nav data manipulation (clock/frequency related), with
power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
The navigation data manipulation starts five minutes after the spoofing starts.

Power or power range

Min: 3.16e-07 W
Max: 0.0316 W

].20 2.5: COHERENT TIME SPOOFING FROM STATIONARY SPOOFER USING BROADCAST(TRUE) EPHEMERIDES



Test bands/constellation

L1, ’L2’, 'L5, 'E1’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

787

2.5.24 Static 4+ UTC-parameter nav. data manipulation (adding leap sec-
onds)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The UTC-paramter nav. data manipulation consists of the spoofing signal saying that back in 2016,
there was 19 leap seconds instead of 18.

Power or power range

Min: 1e-05 W
Max: 1e-05 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.25 Static + UTC-parameter nav. data manipulation (adding leap sec-
onds), with initial and continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The UTC-paramter nav. data manipulation consists of the spoofing signal saying that back in 2016,
there was 19 leap seconds instead of 18.

Power or power range
Min: 1e-05 W

Max: 1le-05 W

Test bands/constellation

L1, L2, 'L5, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’
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2.5.26 Static + UTC-parameter nav. data manipulation (removing leap
seconds). GPS L1 C/A

Signals: GPS L1 C/A

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The UTC-paramter nav. data manipulation consists of the spoofing signal saying that back in 2016,
there was counter-factual extra amount of -127 leap seconds, which in total means that there is
removed -145 leap seconds.

Power or power range

Min: 1le-05 W
Max: 1e-05 W

Test bands/constellation

7L17

Transmitter equipment

7S7

2.5.27 Static + UTC-parameter nav. data manipulation (removing leap
seconds)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The UTC-paramter nav. data manipulation consists of the spoofing signal saying that back in 2016,
there was counter-factual extra amount of -127 leap seconds, which in total means that there is
removed -145 leap seconds.

Power or power range

Min: 1e-05 W
Max: 1e-05 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.5.28 Static + UTC-parameter nav. data manipulation (removing leap
seconds), with initial and continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The UTC-paramter nav. data manipulation consists of the spoofing signal saying that back in 2016,
there was counter-factual extra amount of -127 leap seconds, which in total means that there is
removed -145 leap seconds.
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Power or power range
Min: 1le-05 W

Max: 1le-05 W

Test bands/constellation

L1, L2, 'L5, 'E1’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.5.29 Time offset 15 minutes from real time - "harbour scenario”

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: Bleik harbour. Time offset is + 15 minutes (900 seconds), so ”into the future”.
Power or power range

Min: 0.316 W
Max: 0.316 W

Test bands/constellation

L1, L2, L5, 'El’, "E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.5.30 Time offset 15 minutes from real time - ”helicopter scenario”

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, EG.

No jamming.

Simulated start position: Over the sea 1 km N (Midnattskjeeran) at 200 m hae. Time offset is + 15
minutes (900 seconds), so ”into the future”.

Power or power range
Min: 1 W

Max: 1 W

Test bands/constellation

L1, L2, L5, 'E1’, "E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’
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2.6: Incoherent GPS position and time spoofing from mobile
spoofer

Rationale

The objective is to simulate a vehicle-borne spoofing device "out in the wild”, so that attendees can
experience how a mobile spoofing source affects their (stationary or mobile) equipment and systems.

Test description

A SDR spoofer will be employed in different ways in and around vehicles. During the first 5 minutes
there will be simultanious spoofing and jamming on L1, G1, and B1. After 5 minutes, jamming will
stop only spoofing will continue on L1, G1, and B1. There will be continuous jamming on L2, L5,
E5b, and E6. Jamming will be at 1W max and spoofing will be done with "1 mW. The indicated
"Test bands / constellation” refers to which signals are spoofed.

There will be a break between each test to allow receivers to reacquire fix onto real satellite signals.

Additional information

Starting position will be approximately at either 69.212409N,15.858314E (Stave community house) or
69.144068N, 15.758476E (cross roads between FV7702 and KV71206) in all scenarios (might change
due to operational requests). Spoofed time will be approximately true (depends on the latest update
of satellite data), usually within synch of UTC (1us~300m)

Tests within this test group

2.6.1 Spoofing: Motorcade is stationary with dynamic spoofed position mov-
ing south

Spoofer placed inside of a stationary vehicle with the transmitting antennae on the roof. After
the spoofing is activated, the spoofed position starts to move directly south with constant speed (35
km/h), while the motorcade stays stationary. There will be 4 min of initial jamming during which
stationary spoofing has already started. After 4 min jamming will stop and the spoofing remains
stationary. After further 1 min the dynamic spoofing phase starts.

Power or power range
Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7]5))177 ’L17’ 7E1” ’Gl?

Transmitter equipment

'M1.1°

2.6.2 Spoofing: Motorcade moving with fixed spoofed position

Spoofer placed on the roof of a vehicle that moves south along Stavedalsveien (FV7702) to the
intersection with KV71206 (in the following tests, this location will be referred to as Crossroads) at
35 km/h. There will be no initial jamming. The spoofing will start 10 seconds after the vehicles have
begun to move. Spoofing will be a sudden jump to a fixed position at 70.00 N, 10.00 E.
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Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7]_3)177 3L17’ 7E17, 7G17

Transmitter equipment

'M1.1’

2.6.3 Spoofing: Motorcade is driving while the spoofed position is moving
south

Spoofer placed inside of a driving vehicle with the transmitting antennae on the roof. After spoofing
is activated, the spoofed position starts to move directly south with constant speed (35 km/h). There
will be 4 min of initial jamming during which stationary spoofing has already started. After 4 min
jamming will stop and the spoofing remains stationary. After further 1 min the dynamic spoofing
phase starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1’, LU, 'El’, 'GI’

Transmitter equipment

'M1.1

2.6.4 Spoofing: Motorcade is driving while the spoofed position is driving in
the terrain next to the road. Spoofing route will be route 8 (See appendix
F)

Spoofer placed inside of a driving vehicle with the transmitting antennae on the roof. After spoofing
is activated, the spoofed position starts to move in the side terrain next to the road, with constant
speed (35 km/h. The spoofed position will continue to drift toward the west diverging more and more
from the road). There will be 4 min of initial jamming during which stationary spoofing has already
started. After 4 min jamming will stop and the spoofing remains stationary. After further 1 min the
dynamic spoofing phase starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1’, °L1’, ’E1’, °Gl’
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Transmitter equipment

'M1.17°

2.6.5 Spoofing: Motorcade moving from Crossroads northbound to Stave,
while the spoofed position moves southbound towards Nordmela

Spoofer placed on the roof of a vehicle. Vehicle speed is at 35 km/h. While the motorcade is driving
north, the spoofed position is driving south to Nordmela. There will be 4 min of initial jamming
during which stationary spoofing has already started. After 4 min jamming will stop and the spoofing
remains stationary. After further 1 min the dynamic spoofing phase starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1,L1,E1,G1’

Transmitter equipment

'M1.1’

2.6.6 Spoofing: Motorcade moving with fixed spoofed position

Spoofer placed on the roof of a vehicle. Vehicle speed is at 35 km/h. After the spoofing is activated,
the position will be spoofed to a fixed location at 69.212321, 15.858171 (close to the motorcade starting
position). There will be 4 min of initial jamming during which stationary spoofing has already started.
After 4 min jamming will stop and the spoofing remains stationary. After further 1 min the dynamic
spoofing phase starts.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1,L1,E1,G1’

Transmitter equipment

'M1.1

2.6.7 Spoofing: Motorcade is driving from Crossroads to Stave, while the
spoofed location is following the road at a higher speed 100km/h

Spoofer placed on the roof of a vehicle. Motorcade speed is at 35 km/h. After the spoofing is
activated, the spoofed position starts moving at 100km/h northbound along the road to Stave. There
will be 4 min of initial jamming during which stationary spoofing has already started. After 4 min
jamming will stop and the spoofing remains stationary. After further 1 min the dynamic spoofing
phase starts. In the dynamic phase the spoofing accelerates from stationary to 100km/h in 50 seconds.

].26 2.6: INCOHERENT GPS POSITION AND TIME SPOOFING FROM MOBILE SPOOFER



Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1,L1,E1,G1’

Transmitter equipment

'M1.1’

2.6.8 The motorcade is stationary at Stave. The clock will jump forward in
time by 1 hour and 15 minutes

Spoofer placed on the roof of a vehicle. Motorcade is stationary at Stave. The clock will jump forward
in time by 1 hour and 15 minutes. There will be 5 min of initial jamming during which stationary
spoofing has already started.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1,L1,E1,G1’

Transmitter equipment

'M1.1’

2.6.9 The motorcade is stationary at Stave. The clock will jump forward in
time by 13 years (to the year 2038)

Spoofer placed on the roof of a vehicle. Motorcade is stationary at Stave. The clock will jump forward
in time by 13 years (to the year 2038). If the equipment is using 32 bit signed integers to represent
time, this will cause an overflow and the clock will jump back to 1970. There will be 5 min of initial
jamming during which stationary spoofing has already started.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

'B1,L1,E1,G1’

Transmitter equipment

'M1.1’
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2.7: Stationary coherent spoofing with extreme timeshifts (+ /-
years)

Rationale

Some equipment will use GNSS to provide time or to synchronize time dependent systems. The
equipment and subsystems being fed this timing information can use this time for for example checking
validity of licences, certificates, etc. This test can be used to check for unintended effects of large time
shifts on equipment and subsystems.

Test description

Providing a date 2 years back in time or 2 years ahead can cause denial of service for some down-
stream services. The test will move the date 2 years back or forth from the day that the test is being
executed at.

Additional information

The effect on subsystems is not known and hence care should be taken to limit the range of the
transmission to include (as best as possible) only DUT eqipment and systems.

Tests within this test group

2.7.1 Static + Time manipulation (2 years backwards). GPS L1 and Galileo
E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.
Time jumps 2 years into the past.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L1’, E1

Transmitter equipment

7S7

2.7.2 Static + Time manipulation (2 years backwards). GPS L1 and Galileo
E1 only, with initial and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the past.
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Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L1’7 E1’

Transmitter equipment

7S’

2.7.3 Static + Time manipulation (2 years backwards). GPS L1 and Galileo
E1 only, with power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the past.

Power or power range

Min: 0.0316 W
Max: 0.0316 W

Test bands/constellation

7]'_1177 7E17

Transmitter equipment

7S’

2.7.4 Static + Time manipulation (2 years backwards)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.
Time jumps 2 years into the past.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, L2, 'L5, 'E1’, E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2 Spoofing 129



2.7.5 Static + Time manipulation (2 years backwards), with initial and
continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the past.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.7.6 Static + Time manipulation (2 years backwards), with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the past.

Power or power range

Min: 0.0316 W
Max: 0.0316 W

Test bands/constellation

‘L1, °’L2’, ’L5’, ’E1’, "Eba’, "Ebb’, "E6’

Transmitter equipment

7S7

2.7.7 Static + Time manipulation (2 years forwards). GPS L1 and Galileo
E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.
Time jumps 2 years into the future.

Power or power range

Min: 0.001 W
Max: 0.001 W
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Test bands/constellation

7L17, 7E17

Transmitter equipment

7S’

2.7.8 Static + Time manipulation (2 years forwards). GPS L1 and Galileo
E1 only, with initial and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the future.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L1” 7E17

Transmitter equipment

7S7

2.7.9 Static + Time manipulation (2 years forwards). GPS L1 and Galileo
E1 only, with power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the future.

Power or power range

Min: 0.0316 W
Max: 0.0316 W

Test bands/constellation

7L17, 7E17

Transmitter equipment

7S’
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2.7.10 Static + Time manipulation (2 years forwards)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.
Time jumps 2 years into the future.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.7.11 Static + Time manipulation (2 years forwards), with initial and con-
tinuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the future.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.7.12 Static 4+ Time manipulation (2 years forwards), with power ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Time jumps 2 years into the future.

Power or power range

Min: 0.0316 W
Max: 0.0316 W
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Test bands/constellation

T1°,’L2, 'L, 'E1’, "E5a’, "E5b’, "E6’

Transmitter equipment

7S7

2.7.13 Static + Time manipulation (April 2019). GPS L1 and Galileo E1
only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Start time: 01.04.2019 12:00. This takes us back before the 2019 GPS week rollover.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L1’, E1’

Transmitter equipment

7S’

2.7.14 Static + Time manipulation (April 2019). GPS L1 and Galileo E1
only, with initial and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Start time: 01.04.2019 12:00. This takes us back before the 2019 GPS week rollover.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

7L1” 7E17

Transmitter equipment

7S’
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2.7.15 Static + Time manipulation (April 2019)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Start time: 01.04.2019 12:00. This takes us back before the 2019 GPS week rollover.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

‘L1, °’L2’, °L5’, ’E1’, "Eba’, "Ebb’, "E6’

Transmitter equipment

787

2.7.16 Static + Time manipulation (April 2019), with initial and continuous
jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

Start time: 01.04.2019 12:00. This takes us back before the 2019 GPS week rollover.

Power or power range

Min: 0.001 W
Max: 0.001 W

Test bands/constellation

L1, L2, L5, 'E1’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S7

2.8: Stationary SBAS spoofing with ”Do Not Use GPS” com-
mands

Rationale

On the 9th of October 2023, the European SBAS system EGNOS erroneously made the satellites
broadcast a GIC-information that declared all GPS satellites as unusable, which caused a lot of
problems for EGNOS users, ranging from no effect at all to rapid fluctuations in GPS availability
to no GPS service at all (variations probably caused by different impelemtations in user equipment).
This test is to replicate that EGNOS phenomenon. For more information on this event, see EGNOS
Service Notice Number: 028 (10/10/2023).
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Test description

The test will only transmit EGNOS signals, that should be as close to real signals as possible, only
with a different GIC information, that now tells the EGNOS boradcasted signal recipient to not use
GPS.

Tests within this test group

2.8.1 EGNOS with ”Do Not Use GPS” commands

Signals: EGNOS L1.

No jamming.

The transmission of false SBAS signals will start immediately upon test start.
Power or power range

Min: 1 W

Max: 1 W

Test bands/constellation

"EGNOS L1’

Transmitter equipment

787

2.8.2 EGNOS with ”"Do Not Use GPS” commands and normali spoofing

Signals: EGNOS L1.

No jamming.

The transmission of false SBAS signals will start immediately upon test start. Test will also include
coherent spoofing of GPS L1 C/A, L2, L5, E1 and E5 to ensure compliance between SBAS corrections
and the GNSS signals. This spoofing will be coherent and the sppofed position will be in front of the

HQ.

Power or power range

Min: 1 W
Max: 1 W

Test bands/constellation

"EGNOS L1’, 'L1’, 'L2’, L5, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.9: Stationary coherent spoofing with invalid ephemerids

Rationale

Additional information

The effect on subsystems is not known and hence care should be taken to limit the range of the
transmission to include (as best as possible) only DUT eqipment and systems.
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Tests within this test group

2.9.1 Static + Nav. data manipulation (invalid ephemerids). GPS L1 and
Galileo E1 only

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The data manipulation starts five minutes after the spoofing starts, which will introduce an invalid
ephemerids parameter.

Power or power range

Min: 0.1 W
Max: 0.1 W

Test bands/constellation

7L1’7 E1

Transmitter equipment

7S7

2.9.2 Static + Nav. data manipulation (invalid ephemerids). GPS L1 and
Galileo E1 only, with initial and continuous jamming

Signals: GPS L1 C/A. Galileo E1.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The data manipulation starts five minutes after the spoofing starts, which will introduce an invalid
ephemerids parameter.

Power or power range

Min: 0.1 W
Max: 0.1 W

Test bands/constellation

7L].’, E1’

Transmitter equipment

7S7

2.9.3 Static + Nav. data manipulation (invalid ephemerids). GPS L1 and
Galileo E1 only, power ramp

Signals: GPS L1 C/A. Galileo E1.

No jamming.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.
Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.
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The data manipulation starts five minutes after the spoofing starts, which will introduce an invalid
ephemerids parameter.

Power or power range

Min: 0.0316 W
Max: 0.0316 W

Test bands/constellation

7L1’7 E1’

Transmitter equipment

7S’

2.9.4 Static + Nav. data manipulation (invalid ephemerids)

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The data manipulation starts five minutes after the spoofing starts, which will introduce an invalid
ephemerids parameter.

Power or power range

Min: 0.1 W
Max: 0.1 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

7S’

2.9.5 Static + Nav. data manipulation (invalid ephemerids), with initial
and continuous jamming

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

5 minutes of initial jamming (L1, G1, B1I, L2, E5b, L5 with 2 W) prior to spoofing transmission,
then continuous on other bands than the ones spoofed.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The data manipulation starts five minutes after the spoofing starts, which will introduce an invalid
ephemerids parameter.

Power or power range

Min: 0.1 W
Max: 0.1 W

Test bands/constellation

L1, L2, L5, 'E1’, 'E5a’, 'E5b’, 'E6’
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Transmitter equipment

7S7

2.9.6 Static + Nav. data manipulation (invalid ephemerids), with power
ramp

Signals: GPS L1 C/A, L2C, L5. Galileo E1, E5, E6.

No jamming.

Spoofing power wil be ramped -35 dBm to +15 dBm in steps of 5 dB every two minutes.

Fixed spoofed position: 69.27547832, 15.96832496, 35 m hae.

The data manipulation starts five minutes after the spoofing starts, which will introduce an invalid
ephemerids parameter.

Power or power range

Min: 0.0316 W
Max: 0.0316 W

Test bands/constellation

L1, 'L2’, 'L5’, 'El’, 'E5a’, 'E5b’, 'E6’

Transmitter equipment

787

2.10: Stationary coherent spoofing with circle of jammers

Rationale

This testgroup is relevant for CRPA antenna testing and TDOA detection equipment, as well as
drone testing. The main objective is saturate the CRPA nulling channels with jamming from many
directions and then bring in a low powered coherent spoofer between the nulls that will get passed the
CRPA electronics to the protected receivers. Three Novatel jammers of the same type are placed in a
circle 120 degrees a part. Distance from center is 50 meters (A50, B50 and C50). A coherent spoofer
is placed nearby, and will spoof you away from the center position (LOK2_ORIG) onto a given route.
For the first test the spoofing signal will be shown. For the second test the cirle of jammers will start,
and then the same spoofing route will come on air again. The testgroup will further expand with
more jammers for each test, repeating the same spoofing route. You might want to set your protected
receiver to use L1/E1 only for these tests. The spoofing route is called ”Cirle of Fire”, and it runs
clockwise circular movement at 3 m/s.

Test description

Spoofing route will be route 7 (See appendix F)

Tests within this test group

2.10.1 Spoofing route GPS L1 and Galileo E1 only

Spoofing route that start at LOK2-ORIG, and goes out forming a spoofing cirle above position A150,
B150 and C150. Spoofing signal will perfom power ramp from 1 uW to 1 mW during the first 30
minutes of the test. Signals: GPS L1 C/A. Galileo E1. No initial jamming. Spoofing route duration
is 40 minutes.
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Power or power range

Min: 0.0001 W
Max: 0.001 W

Test bands/constellation

7L1” 7E17

Transmitter equipment

"Spoofer M1.1 Winnie-the-Spoof’

2.10.2 Circle of 3 stationary jammers, L1, L2 and spoofing route GPS L1
and Galileo E1 only

Jamming from A50, B50 and C50, with jammer H1.1, H1.4 and H1.5, L1, L2, CHIRP. HIGH PWR.
The Jammers are connected to RHCP antennas to boost the power. 5 minutes of initial jamming
first. Then spoofing starts. Spoofing route will start at LOK2-ORIG, and goes out forming a spoofing
cirle above position A150, B150 and C150. Spoofing signal will perfom power ramp from 1 uW to 1
mW during the first 10 minutes of the test. Spoofing signals: GPS L1 C/A. Galileo E1. Spoofing
route duration is 40 minutes. 20 minutes into the test jammer, H1.1, H1.4 and H1.5 we will reduce
the jammers to CHRIP LOW PWR.

Power or power range

Min: 1 W
Max: 3 W

Test bands/constellation

'JAM L1, L2", 'SPOOF L1 C/A, EI’

Transmitter equipment

'H1.1’, ’H1.4’, "H1.5’, 'Spoofer M1.1 Winnie-the-Spoof’

2.10.3 Circle of 3 stationary jammers, 2 moving jammers L1, L2 and spoofing
route GPS L1 and Galileo E1 only

Jamming from A50, B50 and C50, with jammer H1.1, H1.4 and H1.5, L1, L2, CHIRP. HIGH PWR.
The Jammers are connected to RHCP antennas to boost the power. Two additional mobile jammers
will be added H1.6 and H1.7 with L1, L2 NB, HIGH PWR. 5 minutes of initial jamming first. Then
spoofing starts. Spoofing route will start at LOK2-ORIG, and goes out forming a spoofing cirle above
position A150, B150 and C150. Spoofing signal will perform power ramp from 1 uW to 1 mW during
the first 10 minutes of the test. Spoofing signals: GPS L1 C/A. Galileo E1. Spoofing route duration
is 40 minutes. All jammers will stay on HIGH PWR for the duration of the test.

Power or power range
Min: 1 W

Max: 4 W

Test bands/constellation

"JAM L1, L2’, 'SPOOF L1 C/A, EV’
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Transmitter equipment

"H1.1°, "H1.4°, "H1.5°, "H1.6", "H1.7’, Spoofer M1.1 Winnie-the-Spoof’

2.10.4 Circle of 3 stationary jammers, 5 moving jammers and spoofing route
GPS L1 and Galileo E1 only

Jamming from A50, B50 and C50, with jammer H1.1, H1.4 and H1.5, L1, L2, CHIRP. HIGH PWR.
The Jammers are connected to RHCP antennas to boost the power. Five additional mobile jammers
will be added H1.6 and H1.7 with L1, L2 NB, HIGH PWR, and H6.3, H6.4 and H6.5, L1, L2. 5
minutes of initial jamming first. Then spoofing starts. Spoofing route will start at LOK2-ORIG, and
goes out forming a spoofing cirle above position A150, B150 and C150. Spoofing signal will perform
power ramp from 1 uW to 1 mW during the first 10 minutes of the test. Spoofing signals: GPS L1
C/A. Galileo E1. Spoofing route duration is 40 minutes. All jammers will stay on their initial power
level for the duration of the test.

Power or power range
Min: 1 W
Max: 5 W

Test bands/constellation

'JAM L1, L2’, 'SPOOF L1 C/A, EI’

Transmitter equipment

'H1.1, 'H1.4’, 'H1.5’, 'H1.6’, 'H1.7, "H6.4’, "H6.5’, "H6.6’, 'Spoofer M1.1 Winnie-the-Spoof’
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3 Meaconing

3.1: Stationary meaconing from single receiver

Rationale

Meaconing is to record live navigation signals and rebroadcast them with higher power to deceive
GNSSS receivers to take the position of the meaconing system. The objective of these tests is to observe
how equipment and systems behave under meaconing from a single receiver, with and without initital
jamming. Attendees may observe PNT changes and/or loss of PNT, and monitor the changes when
their equipment and systems are exposed to different power levels. It might be interesting to move
around to see how your equipment behave when receiving the (static) meaconed position. If your
equipment has countermeasures against jamming/spoofing a meaconed signal can be a challenging
test. Some tests might be repeated to allow for e.g. comparison of static vs dynamic positioning of
your equipment.

Test description

GNSS retransmission of real live sky signals from one receiver, where the goal is that GNSS user
equipment calculates a wrong position using real satellite data, only slightly time delayed. The test
will retransmit on the L1 and L2 bands, where the employed antennas for the receivers RX1 and RX2
have cut-off frequencies at 1562 — 1588 MHz (L1) & 1216 — 1240 MHz (L2) and 1564 — 1586 MHz (L1)
& 1218 — 1238 MHz (L2), respectively. This means that GPS L1 and L2, Galileo E1, and BeiDou
B1C should be visible in the retransmitted data stream, that GLONASS G1 should not be visible,
and that B1I signals from some BeiDou satellites might be visible, especially on RX1. There is also
a possibility that G2 signals from some GLONASS satellites might be visible. Please note that the
filter’s frequency cut-offs are not perfect, so some other signals might ”leak” through.

The tests are performed with constant transmission power, some with initial jamming and some
without. A 10-minute break between each test is planned. The meaconed position is for RX1:
(TBD1) and for RX2: (TBD2).

Additional information

The meaconing setup employed is F1.1 ”"Porcellus”.The jammer employed is F8.1 ”Porcus Maior”, see
Appendix G for more information about the equipment.

Tests within this test group

3.1.1 Meaconing with F1.1: RX1 at 1 W

1 W meaconing from receiver RX1

Power or power range

Min: 1 W
Max: 1 W
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Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

F1.1

3.1.2 Meaconing with F1.1: RX1 at 1 W with initial jamming

1 W meaconing from receiver RX1 preceded by 5 min. jamming: PRN L1, L2, L5 and G1 at 50 W)
Power or power range

Min: 1 W

Max: 1 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

"F1.1°, 'F8.1’

3.1.3 Meaconing with F1.1: RX1 at 10 W

10 W meaconing from receiver RX1

Power or power range
Min: 10 W

Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

F1.1

3.1.4 Meaconing with F1.1: RX1 at 10 W with initial jamming

10 W meaconing from receiver RX1 preceded by 5 min. jamming (PRN L1, L2, L5, G1, E6 and E5b
at 50 W)

Power or power range

Min: 10 W

Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’
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Transmitter equipment

F1.1, "F8.1°

3.1.5 Meaconing with F1.1: RX2 at 10 W

10 W meaconing from receiver RX2

Power or power range

Min: 10 W
Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

'F1.1

3.2: Stationary meaconing from two receivers

Rationale

Meaconing is to record live navigation signals and rebroadcast them with higher power to deceive
GNSS receivers to take the position of the meaconing system. The objective of these tests is to
observe how equipment and systems behave under meaconing from two receivers, with and without
initital jamming. Attendees should try to observe PNT changes and/or loss of PNT, and monitor the
changes when their equipment and systems are exposed to two different meaconed signals. If your
equipment has countermeasures against jamming/spoofing a meaconed signal can be a challenging
test. Some tests might be repeated to allow for e.g. comparison of static vs dynamic positioning of
your equipment. When RX1 and RX2 are transmitting simultaneously, you should pay attention to
the uncertainty of your equipment’s position estimates.

Test description

GNSS re-transmission of real live sky signals from one receiver, where the goal is that GNSS user
equipment calculates a wrong position using real satellite data, only slightly time delayed. The test
will re-transmit on the L1 and L2 bands, where the employed antennas for the receivers RX1 and
RX2 have cut-off frequencies at 1562 — 1588 MHz (L1) & 1216 — 1240 MHz (L2) and 1564 — 1586
MHz (L1) & 1218 — 1238 MHz (L2), respectively. This means that GPS L1 and L2, Galileo E1, and
BeiDou B1C should be visible in the retransmitted data stream, that GLONASS G1 should not be
visible, and that B1I signals from some BeiDou satellites might be visible, especially on RX1. There
is also a possibility that G2 signals from some GLONASS satellites might be visible. Please note that
the filter’s frequency cut-offs are not perfect, so some other signals might ”leak” through.

The tests are performed with constant power outputs, some with initial jamming and some without.
A 10-minute break between each test is planned.

Additional information

The meaconing setup employed is F1.1 ”Porcellus”.The jammer employed is F8.1 ”Porcus Maior”, see
Appendix G for more information about the equipment.
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Tests within this test group

3.2.1 Meaconing with F1.1: RX1 and RX2 at 10 W

10 W meaconing from receivers RX1 and RX2, activated at the same time.

Power or power range
Min: 10 W

Max: 10 W

Test bands/constellation

L1, 'E1’, 'B1C7, L2’

Transmitter equipment

'F1.1

3.2.2 Meaconing with F1.1: RX1 and RX2 at 10 W with initial jamming

10 W meaconing from receivers RX1 and RX2, activated at the same time, preceded by 5 min.
jamming (PRN L1, L2, L5 and G1 at 50 W)
Power or power range
Min: 10 W
Max: 10 W
Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

'F1.1°, 'F8.1’

3.2.3 Meaconing with F1.1: RX1 and RX2 at 10 W turned on and off at
different times

10 W meaconing from receivers RX1 and RX2, activated at different times. RX2 is turned on 5
minutes after RX1 is activated. RX1 is turned off after another 10 minutes and RX2 is turned off
after the test has lasted 20 minutes.

Power or power range
Min: 10 W

Max: 10 W

Test bands/constellation

L1, 'E1’, 'B1C7, L2’

Transmitter equipment

'F1.1
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3.2.4 Meaconing with F1.1: RX1 and RX2 at 10 W alternating

10 W meaconing from receivers RX1 and RX2, alternating continuously. RX1 is activated first, then
turned off after 1 minute while RX2 is being turned on. RX2 is then turned off after 1 more minute
and RX1 is turned on. The cycle is repeated for as long as the test is set up (for example 5 cycles).

Power or power range
Min: 10 W

Max: 10 W

Test bands/constellation

L1, "E1’, 'B1C?, L2’

Transmitter equipment

F1.17

3.2.5 Meaconing with F1.1: RX1 and RX2 at 10 W alternating with breaks

10 W meaconing from receivers RX1 and RX2, alternating with breaks. RX1 is activated first and
left on for 1 minute, before being turned off. Nothing is then transmitted for 1 minute (transmission
break). After the minute, RX2 is turned on and left on for 1 minute before being turned off. After
another transmission break of 1 minute, repeat the cycle. The cycle is repeated for as long as the test
is set up (for example 5 cycles).

Power or power range
Min: 10 W
Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C, L2’

Transmitter equipment

F1.1

3.2.6 Meaconing with F1.1: RX1 and RX2 at 10 W alternating with de-
creasing durations without breaks

10 W meaconing from receivers RX1 and RX2, alternating more and more rapidly. RX1 is activated
first and left on for 4 minutes, before switching to RX2 for 4 minutes. Then, 2 minutes RX1, 2
minutes RX2, 1 minute RX1, 1 minute RX2 and continues with halving durations until approximately
16 minutes has passed.

Power or power range
Min: 10 W

Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’
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Transmitter equipment

'F1.1

3.2.7 Meaconing with F1.1: RX1 and RX2 at 10 W alternating with different
switching frequencies.

10 W meaconing from receivers RX1 and RX2. Test consists of sets of two minutes, with different
switching frequencies between RX1 and RX2 for each session. Example: First session: switch after 1
minute, second session: switch every 30 seconds, third session: switch every 15 seconds, etc.

Power or power range

Min: 10 W
Max: 10 W

Test bands/constellation

L1, "E1’, 'B1C?, L2’

Transmitter equipment

F1.1°

3.2.8 Meaconing with F1.1: RX1 and RX2 at 10 W alternating with breaks
and jamming in breaks

10 W meaconing from receivers RX1 and RX2, alternating with breaks. RX1 is activated first and
left on for 1 minute, before being turned off. Jamming (PRN L1, L2, L5 and G1 at 50 W) is then
transmitted for 1 minute (in the break from the meaconing). After the minute of jamming, RX2 is
turned on and left on for 1 minute before being turned off. After another jamming break of 1 minute,
repeat the cycle. The cycle is repeated for as long as the test is set up (for example 5 cycles).

Power or power range

Min: 10 W
Max: 10 W

Test bands/constellation

L1, "E1’, 'B1C7, L2’

Transmitter equipment

F1.1

3.2.9 Meaconing with F1.1: RX1 and RX2 at 10 W alternating with de-
creasing durations without breaks and with jamming

10 W meaconing from receivers RX1 and RX2, alternating more and more rapidly. RX1 is activated
first and left on for 4 minutes, before switching to RX2 for 4 minutes. Then, 2 minutes RX1, 2
minutes RX2, 1 minute RX1, 1 minute RX2 and continues with halving durations until approximately
16 minutes has passed. All is done while jamming (PRN G1 at 50 W) is active continuously.
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Power or power range

Min: 10 W
Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

F1.1

3.2.10 Meaconing with F1.1: RX1 and RX2 at 10 W alternating with dif-
ferent switching frequencies and with jamming

10 W meaconing from receivers RX1 and RX2. Test consists of sets of two minutes, with different
switching frequencies between RX1 and RX2 for each session. Example: First session: switch after
1 minute, second session: switch every 30 seconds, third session: switch every 15 seconds, etc. All is
done while jamming (PRN G1 at 50 W) is active continuously.

Power or power range

Min: 10 W
Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

F1.1

3.3: Stationary meaconing from a single or two receivers with
ramping power

Rationale

Meaconing is to record live navigation signals and rebroadcast them with higher power to deceive
GNSS receivers to take the position of the meaconing system. The objective of these tests is to
observe how equipment and systems behave under varying meaconing tranmission power levels. It
might be interesting to see when or if your device jumps from an existing PNT fix to a meaconed
signal with a higher power level.

Test description

GNSS re-transmission of real live sky signals from one receiver, where the goal is that GNSS user
equipment calculates a wrong position using real satellite data, only slightly time delayed. The test
will re-transmit on the L1 and L2 bands, where the employed antennas for the receivers RX1 and
RX2 have cut-off frequencies at 1562 — 1588 MHz (L1) & 1216 — 1240 MHz (L2) and 1564 — 1586
MHz (L1) & 1218 — 1238 MHz (L2), respectively. This means that GPS L1 and L2, Galileo E1, and
BeiDou B1C should be visible in the retransmitted data stream, that GLONASS G1 should not be
visible, and that B1I signals from some BeiDou satellites might be visible, especially on RX1. There
is also a possibility that G2 signals from some GLONASS satellites might be visible. Please note that
the filter’s frequency cut-offs are not perfect, so some other signals might ”leak” through.
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Additional information

The meaconing setup employed is F1.1 ”Porcellus”.The jammer employed is F8.1 ”Porcus Maior”, see
Appendix G for more information about the equipment.

Tests within this test group

3.3.1 Meaconing with F1.1: RX1 with ramping power

Meaconing from receiver RX1, with ramping power. Power is ramped up from 0.001 W to 10 W and
then back down again to 0.001 W in 5 dB steps, with each step lasting for 2 minutes.

Power or power range
Min: 0.001 W
Max: 10 W

Test bands/constellation

L1, 'E1’, 'B1C, L2’

Transmitter equipment

'F1.1

3.3.2 Meaconing with F1.1: RX1 at constant 5 W and RX2 with ramping
power

1 W meaconing from receiver RX1, with receiver RX2 ramping power. Power for RX1 is kept constant,
while power for RX2 is ramped up from 0.001 W to 10 W and then back down again to 0.001 W in 5
dB steps, with each step lasting for 2 minutes.

Power or power range
Min: 0.01 W
Max: 10 W

Test bands/constellation

L1, 'E1’, 'B1C7, L2’

Transmitter equipment

F1.1

3.3.3 Meaconing with F1.1: RX1 at less than 1 W, adding RX2 at 10 W
after 5 minutes

Meaconing from receiver RX1 with low power for 5 minutes, then adding RX2 with more than 10dB
higher power for 15 minutes

Power or power range

Min: 0.01 W
Max: 10 W
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Test bands/constellation

L1, 'E1’, 'B1C", L2’

Transmitter equipment

1.1

3.4: Meaconing and spoofing from multiple transmitters

Rationale

Meaconing is to receive live navigation signals and rebroadcast them with higher power to deceive
GNSS receivers to take the position of the meaconing system. In addition, multiple spoofing signals
will be transmitted from different directions. The objective of these tests is to observe how equipment
and systems behave during combined meaconing and spoofing scenarios.

Test description

This test group is about transmission of a combination of meaconing and spoofing signals from several
emitters, either at the same time or by switching between them. This should create a challenging
signal environment for affected receivers to navigate. The participants will experience deceptive signals
from multiple directions. The tests in this group are purposefully vague to allow for ad hoc tweaks
and scenarios.

Additional information

The meaconing setup employed is F1.1 ”Porcellus”.The jammer employed is F8.1 ”Porcus Maior”, see
Appendix G for more information about the equipment.

Tests within this test group

3.4.1 Meaconing and spoofing at the same time from different locations.

Meaconing from RX1, combined with spoofing signal from other location. Meaconing will contains
both L1 and L2 bands while spoofing is only L1 band. Meaconing from Ramnan (mountain top) and
cemetery. Spoofing from cemetery and Bleik. Spoofing route will be route 6 (See appendix F)
Power or power range
Min: 10 W
Max: 10 W
Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

'F1.1

3.4.2 Switching between meaconing and spoofing signals from different lo-
cations.

E.g. meaconing from Ramnan and spoofing from the cemetery and/or community house, but not
simultaneously.
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Power or power range
Min: 10 W

Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

F1.1

3.4.3 Meaconing with F1.1 and S: RX1 and meaconing from the community
house

Meaconing from RX1 combined with meaconing from community house. RX1 power level is constant
10W, while the community house signal power level is ramped up

Power or power range

Min: 0.001 W

Max: 10 W

Test bands/constellation

L1, 'El’, 'B1C7, L2’

Transmitter equipment

T1.1,°S’

3.4.4 Meaconing and spoofing from four emitters in three locations in se-
quence.

Meaconing and spoofing from four emitters located at Ramnan, the cemetery and the community
house. 5 minutes per emitter, then 2 minutes each with 10 second overlapping. The order of trans-
missions is as follows: Meaconing Ramnan (mountain top). Meaconing Cemetery. Spoofing from
Cemetery. Spoofing from Bleik. Break for two minutes. Then repeat the cycle with 2 minute interval.

Power or power range
Min: 0.001 W

Max: 10 W

Test bands/constellation

L1, "E1’, 'B1C, L2’

Transmitter equipment

F1.1°,°S’
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Survey points

Notice: Geodetic reference frame is EUREF89.
Differences between EUREF89 and WGS84 (equations from Appendix H):

North: N wessa epoch2025.7 = NEUREFsoUTM33epochissa.0 + AN where AN=0.652m

East: E wessa epoch2025.7 = ErurEFsouTM3zepochisse.o + AE where AE = 0.472m

Latitude: O WGSsa epoch2025.7 = (PEUREF8OUTM33epochi1989.0 + ALat where ALat =0.000005777°
Longitude: A WS84 epoch2025.7 = NEUREF89UTM33epochi9s9.0 + ALong where ALong= 0.000012236

Seven significant decimal digits for latitude and longitude will ensure cm-precision.

Table 1: Coordinates from Jammertest 2025 (Physical height = heights in The Norwegian NN2000 height system)

Physical Ellipsoidal
Point-ID UTM33-North UTM33-East height | Latitude Longitude height
JAKO-REC 7687950.292 539243.637 11.695 69.2983636  15.9947664  47.50 Receiver
JAKO-1 7686190.775 539112.689  15.778 | 69.2826058  15.9907263  51.59 Sender
JAKO-2 7686191.349 539112.348 15.754  69.2826109  15.9907179 51.57 Sender
RX-2 7685779.526 540153.947 322.206 69.2787653 16.0169234 357.97 Antenna FFI
SAMF 7685398.515 538262.827 15.943  69.2756237  15.9688858 51.79 Lift antenna
SENDER  7685781.138 539725.355  361.265 69.2788432  16.0060716  397.05 FFI Jammer
SPOOFT  7685383.702 538230.922  5.246 69.2754954  15.9680720  41.10 Antenna rig
11 7685387.093 538230.784 5.134 69.2755258  15.9680698  40.98 Antenna rig
12 7685386.642 538229.871  5.057 69.2755219  15.9680466  40.91 Antenna rig
13 7685386.141 538229.009 5.049 69.2755175  15.9680246  40.90 Antenna rig
14 7685385.635 538228.140 5.036 69.2755131  15.9680024  40.89 Antenna rig
21 7685386.252 538231.246  5.062 69.2755182  15.9680814  40.91 Antenna rig
22 7685385.758 538230.377 5.068 69.2755139  15.9680592  40.92 Antenna rig
23 7685385.266 538229.503 5.054 69.2755097  15.9680367  40.90 Antenna rig
24 7685384.766 538228.630  4.980 69.2755053  15.9680145  40.89 Antenna rig
31 7685385.339 538231.770  5.209 69.2755100  15.9680942  41.06 Antenna rig
32 7685384.878 538230.890 5.039 69.2755060  15.9680717  40.89 Antenna rig
33 7685384.382 538230.015 5.057 69.2755016  15.9680495  40.91 Antenna rig
34 7685383.883 538229.164  5.052 69.2754973  15.9680275  40.90 Antenna rig
41 7685384.546 538232.232  5.064 69.2755028  15.9681055  40.91 Antenna rig
42 7685384.042 538231.360  5.050 69.2754984  15.9680833  40.90 Antenna rig
43 7685383.547 538230.499  5.048 69.2754941  15.9680613  40.90 Antenna rig
44 7685383.040 538229.633 5.044 69.2754897  15.9680391  40.89 Antenna rig
B-L2 7685391.362 538263.503 6.734 69.2755595  15.9688999  42.58 Ericsson Bleik
B-L4 7685391.773 538264.495 6.705 69.2755630  15.9689251  42.55 Ericsson Bleik
B-R2 7685392.352 538263.080 6.719 69.2755684  15.9688897  42.57 Ericsson Bleik
B-R6 7685393.160 538264.947 6.694 69.2755754  15.9689374  42.54 Ericsson Bleik
A50 7679501.865 536949.186  29.738 | 69.2229328  15.9333533  65.62 Tree stick top
A100 7679550.533 536960.850 29.818 69.2233676  15.9336665  65.70 Tree stick top
A150 7679599.058 536972.552  29.739 | 69.2238011  15.9339807 65.62 Tree stick top
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B50
B100
B150
S2-ORIG
C50
C100
C150
D50
D100
D150
ESO0
E100
E150
F50
F100
F150
301
302
303
304
305
306
JAM-S3

7679418.905
7679384.449
7679350.055
7679453.277
7679439.113
7679424.877
7679410.700
7679467.432
7679481.647
7679495.848
7679404.753
7679356.100
7679307.500
7679502.204
7679529.409
7679556.671
7670668.615
7670680.369
7677529.277
7677547.576
7678210.998
7678203.811
7678284.284

536973.788
537010.067
537046.308
536937.520
536889.548
536841.664
536793.771
536985.437
537033.357
537081.292
536925.903
536914.217
536902.524
536889.820
536847.921
536805.978
530198.748
530212.300
534164.531
534161.777
534007.445
534010.272
533996.471

30.131
30.997
32.009
31.037
28.525
28.187
27.856
30.981
30.896
34.431
29.761
28.025
29.144
28.597
28.102
27.602
8.408
8.494
8.165
8.091
6.021
6.108
7.472

69.2221856
69.2218716
69.2215582
69.2224987
69.2223782
69.2222571
69.2221365
69.2226191
69.2227400
69.2228608
69.2220652
69.2216305
69.2211963
69.2229439
69.2231936
69.2234437
69.1445606
69.1446644
69.2056106
69.2057751
69.2117434
69.2116786
69.2124019

15.9339426
15.9348456
15.9357476
15.9330398
15.9318229
15.9306079
15.9293930
15.9342555
15.9354713
15.9366873
15.9327277
15.9324140
15.9320999
15.9318539
15.9308061
15.9297573
15.7600883
15.7604330
15.8623208
15.8622579
15.8585974
15.8586663
15.8583464

66.02
66.88
67.89
66.92
64.41
64.08
63.75
66.87
66.78
70.31
65.65
63.91
65.03
64.49
63.99
63.50
44.52
44.61
44.16
44.08
42.02
42.10
43.47

Tree stick top
Tree stick top
Tree stick top
Origo Site2

Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Tree stick top
Painted mark
Painted mark
Painted mark
Painted mark
Painted mark
Painted mark
Jammer site 3
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Description of Test Area 1

Overview of survey points
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Description of Test Area 2

Test Area 2 is the parking lot at the end of a dirt road. (Position N 69.2225°, @ 15.9335°)
Most of the testing will be conducted at the parking lot, or the surrounding area.
The setup is based around known positions, distances and controlled RF power levels

for the tests.
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Test Area 2, directions for where we place the jammers and several new directions (2025) that will work as visual markers
from the air as “drone waypoints”.

The test setup at location 2

A, B and C axis are positions used for placement of jammers, or spoofing equipment, as shown in

figure 1. A, B and C axis is separated 120 degrees apart will be marked with “wood sticks” (trelekter).

D and E axis are continuations of C and A axis. They will be marked wit drone waypoints visual from
the air. The F axis is approximately 5m perpendicular to the edge of the road coming into Test Area

2. The purpose of the F - markers is to make drone landing platforms available for attendees.

D, E and F- axis will have this black and white drone markers, which should be visible at 100 meters
above ground level.

Distances from LOK2-ORIG to drone platform markers along the F-axis:

LOK2-ORIG - F50: 68.36m

LOK2-ORIG - F100: 117.62m

LOK2-ORIG - F100: 167.38m
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Example: drone marker/ visual waypoint. (Dimensions 50 cm x 50 cm)

Fiducial marks added to drone markers for Test Area 2.

Axis marked with color and distance marked with squares.

Red = D - direction
Blue = E - direction
Green = F - direction
1 square = 50 meters

2 squares = 100 meters

3 squares = 150 meters

4 squares = 200 meters

Example: D — direction @ 150 meters.
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Description of motorcade route(s) on Andgya, Test Area 3

The start is as Stave community house (69.212187 North ,15.858559 East), the small jammers can be
used the intersection between county road 7702 and communal road “Oklveien” (69.14409 North,
15.75847 East). The figure below shows the stretch that can be used for the motorcade (Red line).
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The road is quite narrow 5.1 meters with a speed limit of 80 km/h. The traffic volume is low with
about 1000 vehicles per day. For some tests where reduced speed is need there will be a NPRA
vehicle in front and at the back of motorcade. Communication to the vehicles will be via FM radio.
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Calibration Control Marks (New at Jammertest 2025)

In a straight, open road section, three pairs of control marks (301-306) will be painted in center of
the dotted white line at the right-hand side. The marks will be positioned so that vehicles can align
with them as follows:

e The front right wheel is placed directly on the painted mark.
e The rear right wheel is aligned with the center of the white line.
This arrangement provides a precise and repeatable reference for the forward right wheel position

relative to the vehicle’s facing direction.
The coordinates of the control marks will be averaged from several time independent RTK-
measurements and distributed in Appendix A Table 1. These marks are intended for calibrating on-

board GNSS and inertial navigation equipment against a known reference point.

The marked reference point on the
road is where the front right tire
should be placed. This ensures a

consistent and documented
starting position for calibration.

By aligning both the front and back right
ires along the road marking, the car
establishes a known direction of travel.

be used to calibrate antennas or
measuring devices mounted anywhere
, on the car.
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Example, one pair of calibration points
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Appendix B - GNSS systems overview with signal notation and
frequency
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Appendix B - GNSS systems overview with signal notation and

frequency

GNSS band acronym Frequency band

L1 = GPS band L1,

1563 — 1587 MHz

L2 = GPS band L2,

1215-1240 MHz

L5 = GPS band L5,

1164 - 1189 MHz

G1 = GLONASS band G1

1593 - 1610 MHz

G2 = GLONASS band G2

1237 - 1254 MHz

G3 = GLONASS band G3

1189 -1214 MHz

B1l = BeiDou legacy band B1l

1559 - 1563 MHz

B1C = BeiDou band B1C

1559 - 1592 MHz

B2a = BeiDou band B2a

1166 — 1187 MHz

B2b = BeiDou band B2b

1197 -1217 MHz

B3l = BeiDou band B3

1258 — 1279 MHz

E5a = Galileo band E5a

1164 - 1189 MHz

E5b = Galileo band E5b

1189 -1214 MHz

E1l = Galileo band E1

1559 —-1591 MHz

E6 = Galileo band E6

1260 - 1300 MHz

Disclaimers:

When GNSS bands are proclaimed in a given test, the transmissions will be somewhere in the above-

mentioned frequency bandwidth.

We annotate a GNSS band as affected by GNSS RFl, if the jammer, spoofer or meaconing signal
covers the centre frequency of the given GNSS band. Whether the GNSS band reception is affected is

largely dependent on reception conditions, and the receiver equipment itself.
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GNSS System Signal Notation Signal Frequency (MHz)
L1C/A 1575.42
Lic 1575.42
GPS L2C 12276
L2p 12276
LS N76.45
L1 C/A 1598.0625-1609.3125
L2¢C 1242,9375-1251.6875
L2pP 1242.9375-1251.6875
L3 OC 1202.025
El 1575.42
E5a 1176.45
Galileo ESb 120714
E5 AltBOC 191.795
E6 1278.75
Bl 1561.098
B2I 120714
e B3I 1268.52
BIC 1575.42
B2a 1176.45
BZb 120714
NAVIC L5 1176.45
L1 1575.42
SBAS
LS 176.45
L1C/A 1575.42
Lic 1575.42
azss L1s 1575.42
L2C 12276
L5 1176.45
L6 1278.75
— e L ower L-Band 3 €— UpporL-Band =)

NE4 MHz
1176.45 MHz

189 MHz
1207.140 MHz

1214 MHz

[]eps Banas

ARNS: Aviation Radio Navigation Service

] NN NN

4 I I e = 4

H = =X

;] w

] g 28
-—E -

[ sLonAss Bands

1278.75 MHz

1)

1300 MHz
1544 MHz
1545 MHz
1559 MHz
1563 MHz
1587 MHz
1581 MHz
1593 MHz

1575.42 MHz

[l cAuLEO Bands [ ] GALILEO SAR Downlink

RNSS: Radic Mavigation Satellite Service

1610 MHz
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B2a-P(0S)

Ls5-0
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BOC{105) et
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Appendix C - Timing and RF signal distribution at Bleik com-
munity house
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Appendix C - Timing and RF signal distribution at Bleik community
house

Updated 2024-08-26

Main hall
(lunch + meetings)

- S D .
‘ ' £ () Shared GNSS RF
Approx 10 m @ 1 PPS distribution
@ 10 MHz sine or square
O White rabbit switch (available ports)
© Undisturbed GNSS RF (very limited availability)

Club room

Reference timing signals will be available in the ‘Celebration hall’ and ‘Club room’ at Bleik

community house. RF signals from a shared antenna

GNSS RF distribution
Reference antenna: Novatel GNSS-750 positioned outside the community house (exact position
TBD). The antenna gain is approx. 41 dB. Cable loss is approx. 5-6 dB (dependent on antenna

location).

The distribution system consists of a Tallysman 4 port active splitter, with a net gain of 0 dB on each
port. The RF signal is further split into 4 16-port passive splitters, with a net loss of 12 dB per port.
Net gain per port will be approximately 24 dB from the Novatel antenna in ‘celebration hall’. In ‘club

room’ the gain will be reduced a few dB more from cable loss (TBD).

There will be 38 ports available in ‘celebration hall’, and 16 ports available in ‘club room’. All unused
ports will be terminated with a 50 ohm dummy load. The splitter connector is of type N female. TNC
and SMA adapters could be provided if critical. All ports available are DC blocked, and terminated

internally with a 200 ohm resistor to simulate a GNSS antenna preamplifier load.
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Timing sources

‘a Remote timing d Simulated GNSS signal (spoofing)

generation site o
- GNSS : GNSS Timing o
firewall simulator distribution ! | 3

ePRTC (Cs + GNSS)
IEEE1588 PTP Grandmaster

IEEE1588 PTP e
Telecom profile { 9
> 100 km

RF-to-optical

Device
under
test

clock

lPPS 110 MHz

‘ White Rabbit Grandmaster

IEEE1588 PTP boundary ‘

Timing ==
distribution ™=t
1

fppsfm Hz ' f

wama
wama

Y Alienh .. . 5km -

420 km production 7T darkfiper T
Remote timing distribution site network Proximate node with GNSS antenna Jammertest location Bleik
and DWDM network node shielded from Jammertest interference

There are two sources of timing available at Bleik community house:
(1) ePRTC class timing over a combination of standard IEEE1588 and White Rabbit PTP. The timing
source is a Cs-clock backed ePRTC made available by Telenor. Timing is transported over standard
PTP in Telenor’s sync backbone and over White Rabbit PTP in the Norwegian national research
DWDM network (Sikt) and finally over a dedicated CWDM bidirectional channel to Bleik community
house. Anticipated ePRTC performance is within +/- 30 ns from UTC (after calibration). Performance
in 2023 was likely within +/- 10 ns (albeit without a careful calibration).

(2) GNSS timing using RF signals over optical fiber from an antenna at a nearby location
shielded from Jammertest RF interference. The remote GNSS signal is fed to a prototype disciplined
OCXO using the Fugro AtomiChron PPP timing service. Anticipated timing performance is within +/-

5 ns from UTC after calibration.

Timing signal distribution
Timing signals will be distributed as electrical signals: pulse-per-second, 10 MHz sine and 10 MHz

square. There are also opportunities to connect to available ports on White Rabbit switches.

Physical signal distribution characteristics

Distribution amplifiers: Microsemi 9611

Connectors: BNC female

PPS: 0 —2 V into 50 Ohm with a rise time of approx 20 ns
10 MHz square: 0 — 2 V into 50 Ohm with a rise time of approx 20 ns
10 MHz sine: 3 Vp-p into 50 Ohm

This appendix will be updated with pulse delay calibration values for the rising edge of PPS signals

for the distribution amplifiers deployed.
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Connection to White Rabbit switches

There is opportunity to connect PTP devices (standard or White Rabbit) to available ports on White
Rabbit switches in the Celebration Hall and the Club room. The organizers cannot offer extensive
support for this, but we will do our best. Please bring your own SFPs and (rugged) fiber cables,
preferable something already known to work. Consult the list of tested SFPs and fiber types here:

https://ohwr.org/project/white-rabbit/-/wikis/sfp.

‘Celebration Hall’ — timing signal availability
e Two or three racks with physical timing signal distribution with a total of 84 outputs
configurable in blocks of 12.
e PPS from ePRTC and Fugro AtomiChron
e 10 MHzsine
e 10 MHz square
e Available ports on White Rabbit switch(es)

‘Club room’ - timing signal availability
e One rack (possibly two) with physical timing signal distribution with a total of 48 outputs
configurable in blocks of 12
e PPS from White Rabbit switch (following either ePRTC or AtomiChron timing source)
e 10 MHz square from White Rabbit switch ((following either ePRTC or AtomiChron timing

source)

e Available ports on the White Rabbit switch
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Appendix D - Overview of inside of Bleik community house
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Appendix D - Overview of inside of Bleik community house

Figure D 1 gives an overview of the layout of Bleik community house with evacuation exits indicated.

D 1: Floor plan of Bleik samfunnshus (‘Bleik community house’).

The organizers will set up a shared WiFi network in the building that the participants will be able to
use. In addition wired access is possible but the one has to bring cable to hook into our switches
(RJ45 Ethernet). The uplink from the community house is shared hence download/upload speeds are
dependant on other users. For EU residents Norway is part of EU Roam-at-home hence you should

be able to use data on your phone without extra cost (but do check)

There are three rooms that we used in the house, the kitchen room (to the left, with number 1). The

mess hall (in the middle, number 2). And the youth club the invers L shaped room to the right.

Figure D 2 gives an overview of RF and timing distribution points indicated.
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Celebration hall

Main hall
(lunch + meetings)

Reserved
organizers

(O Shared GNSS RF
® 1 PPS distribution

® 10 MHz sine or square
10 (12 output) PPS/frequency @ White rabbit switch (available ports)

distribution amplifiers (9611) Undisturbed GNSS RF (very limited availability)

Approx 10 m

D 2: Floor plan of Bleik community house with RF and timing distribution points indicated.
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Appendix E - Overview of Bleik and HQ
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Appendix E - Overview of Bleik and HQ

Figure E 1 gives a bird eye view Bleik community house (‘HQ’) and the close surrounding areas, with
the areas intended use indicated. E.g. where to park test vehicles when used in a test (in front of the

HQ) and where to place antennas (in front of and ENE of HQ).

Note that parking is strictly enforced. Note also that indications of where to set up antennas and

where to land/control UAVs are suggestive.

Non-test vehicles
parking

Workshop
(for-equipment
fixing)

N

AN
Usful Uav
grourfd statjon

” ~__ . // . g .
o S : Test vehicle parking

Participant
antenna
placements
Test vehicle
parking ;
Test vehicle parking
&

Participant antenna
RF-feed antenna placements

&
Anténna rack

E 1: Bleik community house (‘HQ’) and the close surrounding areas, with intended use indicated. Aerial photo from norgeskart.no
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Figure E 2 gives a bird eye view of the village of Bleik with important locations indicated.

7
Main road ~

-

S

z \K.

Bleik harbour

HQ
(Community
House)

Local store;ar)d'
> gafe
{Joker)

E 2: The village of Bleik and the surrounding areas, with useful locations indicated. Aerial photo from norgeskart.no
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Figure E 3 and E 4 shows the areas from figures E 1 and E 2, respectively, without indications.

E 4: Overview of Bleik village and surrounding areas. Aerial photo from norgeskart.no
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Appendix F - Overview of spoofed routes
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Appendix F - Overview of spoofed routes

Route 1

Route 2

TBD
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Route 3

Route 4

© OpenStreetMap contributors

Route 5

TBD
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Route 6 (Bleik valley tour)

‘© OpensStreetMap contributors.
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Route 8 (Stave diverging track)
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Appendix G - Technical details on jammer equipment

Introduction

The following section provides technical details on the jammer equipment used in the experiments.
The jammers are categorized according to the following scheme:

1st Letter (Norwegian / English)

1St digit

2nd digit

S = Sigarett / Cigarette

H = Handholdt / Handheld

U = USB / USB stick

F = Fastmontert / Permanently installed (Fixed)

M = Mobil / Mobile (Car mounted)

Number of antennas

# jammer within same category

Exempli gratia: S1.2, is a cigarette type jammer, that has 1 antenna, and is unit nr.2 in this category.

Additional information:

e Each chapter gives an overview of each jammer brought to Jammertest. As far as possible, it

gives information on

Centre frequency [MHz]

Bandwidth [MHz]

— Power Spectral Density (PSD) [dBm/MHz] for the entire bandwidth

Total output power (TX total) [dBm] for the entire bandwidth

— CF max [dBm] (maxhold power at the centre frequency)

— Sweep rate [us] (if applicable)

— Modulation

e Indicators such as “L1, L2, L5” etc. are used to indicate main bands of attack, used for conve-
nience to distinguish between jammers’ modus operandi

e 2023 measurements

— Technical details on low power jammers given in this appendix are from uncalibrated mea-
surements. They are rough estimates given for both the frequency and time domain. Power
levels are not correctly displayed on the chart, because of external attenuators used during
measurements with a signal analyser. There may also have been some constraints in the
measurement device, causing fast frequency components to not be correctly displayed.

e 2024 measurements

— Measurements done with a R&S FSW. All measurements were performed connected directly
to the jammers’ antenna port, with the other antennas disconnected and (if applicable) DIP
switches for the other antenna ports disabled. Powe levels etc. should be as close to reality
as possible for output power at the antenna port.

— Throughout the measurements, bandwidth is defined as 3 dB from local (identifiable) max-

ima along the maxhold’s descent.

— TX power is measured within said bandwidth. Note that TX total is measured over the
entire bandwidth, so that peak output power is not equal to TX total.
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Technical details on low-power jammer ’S1.1’

The jammer S1.1 belongs to the ’Cigarette jammer’ category of jammers. Such jammers are of-
ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given
radius around the car.

S1.1 is an one-antenna, so-called 'L1-only’, jammer, disrupting only the upper L-band.

Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz| [dBm] [dBm] [ns]
1577.40 29.96 7.58 22.34 7.89 37.1 Sawtooth

Table 5.1: Technical characteristics of S1.1 jammer

Multiview Spectrum n Analog Demod n Real-Time Spectrum n .

Ref Level 15.00 dBm RBW 1 MHz
® Att 15dB SWT 1.0l ms VBW 1MHz Mode Auto Sweep
1 ACLR ® 1 AP Clrw @2Pk Max
i | m3[2] | 7.89 dBm
10 dBm 2 T I/577 4005 GHzZ
" it Y M1[2] 3,73 dBm

1,5624215 GHz

- ing
-30 dem /1] _-/ I | L \
LI A

o | ]
i | Il 011 oL T L 1l|.|.lM.|J|nnh|m

ISU “L, |||“

I

1

CF 1.577400 5 GHz 1001 pts (;.09 MHz Span 60.9 MHz
2 Result Summal None Power Max Hold
| Tx1 (Ref) 29.957 MHz 7.58 dBm/MHz |
l Tx Total 22.34 dBm |

M1 2 1.562421 5 GHz 3.73 dBm

D2 M1 2 29.957 MHz 1.54 dB

M3 2 1.577 4005 GHz 7.89 dBm

: - 2024-07-02
measuring... [INENENEER =5 T iamas

11:38:48 AM  07/02/2024

Figure 5.1: Frequency and power measurement of jammer S1.1
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MultiView Spectrum Analog Demod n Real-Time Spectrum .

Ref Level 15.00 dBm RBW 1 MHz SGL
Att 15dB  SWT 30.1 ms Dwell Time 30.1 ms

YIG Bypass — —

1 Persistence Spectrum 1Pk 5% 10% _____ 20% _30%

[ \

-20 dem
L/ ; )

-60 dBm

A 8 S it AR
o Ay R T ER ey ST el v
S bt ol vl b : ey
CF 1.579633 GHz 6.48 MHz/ Span 64.8 MHz

2 Spectrogram @1Pk Clrw
2

CF 1.579633 GHz Span 64.8 MHz Jul-02 11:43:45.61506
: ey m—— 00

11:43:53 AM 07/02/2024

Figure 5.2: Real-time persistence and spectrogram measurement of jammer S1.1

MultiView Spectrum u Analog Demod n Real-Time Spectrum .
Ref Level 15,00 dBm SGL
@ Att 15dB AQT 100us DBW 40MHz Freq 1.579633 GHz
YIG Bypass
1 FM Time Domain DC Ref:0 Hz
D2[1] -108.080 000 000 kHz
37.1000 ps
20 MH MI[1]  12.590382 000 MHz
38.1000 ps

15 MH T

- v %

| Y

L u"
-20 MHz:
CF 1.579633 GHz 1001 pts 10.0 ps/
4 Result Summary
Carrier Power 8.12 dBm Carrier Offset -1.754492 MHz

12.701 MHz -16.8 MHz 14.751 MHz 8.8025 MHz 26.87539 kHz - - -

< - 2024-07-02
Ready  NNNNNRNEN == Titazia

11:43:14 AM 07/02/2024

Figure 5.3: Time domain (analog demod) measurement of jammer S1.1
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Technical details on low-power jammer ’S1.2’

The jammer S1.2 belongs to the ’Cigarette jammer’ category of jammers. Such jammers are of-
ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given

radius around the car.
S1.2 is an one-antenna, so-called 'L1l-only’, jammer, disrupting only the upper L-band.

Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz| [MHz] [dBm/MHz| [dBm] [dBm] [ns]
1582.56 40.03 12.38 29.01 12.61 21.56 Sawtooth

Table 5.2: Technical characteristics of S1.2 jammer

MultiView = Spectrum H Analog Demod u Real-Time Spectrum H -

Ref Level 18.90 dBm RBW 1 MHz
& ALt 30dB SWT 1.0l ms VBW 1 MHz Mode Auto Sweep
1 ACLR ®1AP Clrw @ 2Pk Max

M3[2] | 12.61dBm
1,582 5645 GHz

02
™ M1[2]——11.28 dBm

1,559 5505 GHz

10 dBm:-

\

-10 dB

@

-20 deém f \‘”—
—
-30 de \
-40 dB W i \
5o beml 1|} UI + ! j Ly
CF 1.582 5645 GHz 1001 pts 9.35 MHz/ Span 93.5 MHz
2 Result Summal None Power Max Hold
Txi (Ref) 46.029 MHz 12.38 dBm/MHz

| Tx Total 29.01 dBm |
3 Marker Table

M1 2 1.559 5505 GHz 11.28 dBm

D2 M1 2 46.029 MHz -1.87 dB

M3 2 1.582 564 5 GHz 12.61 dBm

measuring... NENNNNENN = 20240702

11:57:55 AM 07/02/2024

Figure 5.4: Frequency and power measurement of jammer S1.2
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MultiView ~ Spectrum Analog Demod Real-Time Spectrum -

Ref Level 18.90 dBm RBW 1 MHz

Att 30dB SWT 30.1 ms Dwell Time 30 ms
Y1G Bypass
1 Persistence Spectrum

-20 dBm-

2 Spectrogram @1Pk Clrw

Jul-02 12:08:00.93637

CF 1.582 564 5 GHz Span 93.5 MHz
2024-07-02
© veasuring... NNNNNNENN - 20230702

-

Figure 5.5: Real-time persistence and spectrogram measurement of jammer S1.2

MultiView * Spectrum Analeg Demod Real-Time Spectrum .
SGL

Ref Level 15.00 dBm
& Att 15dB  AQT 70us DBW 40 MHz Freq 1.5825645 GHz

VIG Bypass
rw DC Ref:0 Hz

1 FM Time Domain
M1[1] 22.914372000 MHz

12.0400
12,0400 ps:

. D2[1] ©3.570000000 kHz
D2 21,5600 ps

30 MHz:

" Va
e V4 / V4

-10 MHz
-20 MH:
(o o g
-30 MH:
CF 1.5825645 GHz 1001 pts 7.0 ps/
4 Result Summary
Carrier Offset -303.132 kHz

Carrier Power 14.53 dBm

23.008 MHz -22.744 MHz 22.876 MHz 13,888 MHz 46,461 08 kHz —
2024-07-02
. Ready I 5 1505123

.

Figure 5.6: Time domain (analog demod) measurement of jammer S1.2
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Technical details on low-power jammer ’S1.3’

The jammer S1.3 belongs to the ’Cigarette jammer’ category of jammers. Such jammers are of-
ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given
radius around the car.

S1.3 is an one-antenna, so-called ’L1-only’, jammer, disrupting only the upper L-band.

Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz| [dBm] [dBm] [ns]
1579.63 31.88 7.56 22.60 7.93 37.5 Sawtooth

Table 5.3: Technical characteristics of S1.3 jammer

MultiView = Spectrum -

Ref Level 15.00 dBm RBW 1 MHz
& Att 15dB  SWT 1.0l ms VBW 1MHz Mode Auto Sweep
1 ACLR ®14P Clrw @2Pk Max |
1 D2[2] 8.65 dB
10 dl - T 31,8800 MHzZ
[ Ea 2 M1[2] -3.65 dBm
1,563 6930 GHz

i \
N \

-50[dem

_ﬂwfh—-—’ﬂz

|
i LA L |

| [ T |
CF 1.579633 GHz 1001 pts 6.48 MHz/ Span 64.8 MHz |

2 Result Summa None Power Max Hold
Txl (Ref) 31.880 MHz 7.56 dBm/MHz
| Tx Total 22.60 dBm |
3 Marker Table
| Type |
2 1.563 693 GHz -3.65 dBm
D2 M1 2 31.88 MHz 8.65 dB
M3 2 1.579633 GHz 7.93 dBm

measuring... [INNNENNEN o e

Figure 5.7: Frequency and power measurement of jammer S1.3
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MultiView = Spectrum Analog Demod Real-Time Spectrum -

Ref Level 15.00 dBm RBW 1 MHz SGL
Att 15dB  SWT 30.1 ms Dwell Time 30.1 ms
Y15 Bypass
1 Persistence Spectrum

-20 dem-

! [ | 'l ol 2
CF 1.579633 GHz Span 64.8 MHz
2 Spectrogram @ 1Pk Clrw B _—10dBm

CF 1.579 633 GHz Span 64.8 MHz Jul-02 11:04:56.28206
2024-07-02
= > Ready  NNNNNNENN gy A

Figure 5.8: Real-time persistence and spectrogram measurement of jammer S1.3

MultiView * Spectrum Analog Demod

Ref Level 15.00 dBm SGL
& Att 15d8 AQT 100ps DBW 40 MHz Freq 1.579633 GHz
1G5 Bypass
1 FM Time Domain

D2[1]
37.5000 ps

20 MH MI1[1] 15.753 344 000 MHz

le o2 25.1000 ps
15 MH; / e}
10 / / \ /

/ e \ g
. A e
0 H
v pd |
10 Mk
v

=15 MH;
-20 MHz
CF 1.579633 GHz 1001 pts 10.0 ps/

4 Result Summary

Carrier Power 8.12 dBm Carrier Offset 1.368091 MHz

15.753 MHz -15.033 MHz 15.393 MHz 0,271 2 MHz 26.63257 kHz —
2024-07-02
- - ready  INNNENEEN 5 T 9101:45

Figure 5.9: Time domain (analog demod) measurement of jammer S1.3
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Technical details on low-power jammer ’S2.1°

The jammer S2.1 belongs to the ’Cigarette jammer’ category of jammers.

Such jammers are of-

ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given

radius around the car.
S2.1 is a two-antenna, so-called "L1+L2’, jammer, disrupting both the upper and lower L-band.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
L1 1581.59 85.41 13.36 32.68 16.64 40.63 Sawtooth+burst
L2 1198.05 96.58 13.92 33.75 17.30 42.1 Sawtooth+burst
Table 5.4: Technical characteristics of S2.1 jammer
MultiView Spectrum H Analog Demod n Real-Time Spectrum -
Ref Level 2520 dBm Offset 1883 dB RBW 2 MHz
@ Att 22dB  SWT 1.01 ms VBW 2MHz Mode Auto Sweep
14P Clrw - 2Pk Max
M3[2] 16.64 dBm
20 dem: T I.581 590 GHZ
Ma + e M1[2] 13.57 dBm
| 1 1.538890 GHz
10 dBm-
Pl b
/ | |
’MMM/‘II \M\\\ T

CF 1.581 59 GHz 1001 pts 17.4 MHz/ Span 174.0 MHz

2 Result Summa None Power Max Hold
Txl (Ref) 85,410 MHz 13.36 dnan']glMHZ
]

| Tx Total 32.68 dBm
3 Marker Table

M1 2 1.538 89 GHz 13.57 dBm
D2 M1 2 85.41 MHz -0.06 dB
M3 2 1.581 59 GHz 16.64 dBm

= 2024-07-03
o 202

Measuring...

Figure 5.10: Frequency and power measurement of jammer S2.1 on antenna ‘L1’
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MultiView = Spectrum Analog Demod Real-Time Spectrum n -

Ref Level 26.37 dBrm  Offset 20.00 dB RBW 2 MHz
® Att 22dB  SWT 1.01 ms VBW 2MHz Mode Auto Sweep

1A4P Clrw - 2Pk Max

m3[2]|  17.30 dBm

20 dam ! 2 1.198055 GHz
W 1 mi[zl|  14.33 dBm
| 5&? 1.150 495 GHz

Iﬂ |
e \

-10 dBm- / \1\
-20 dBm- A a3
MM N
-30|dBm-
CF 1.198054 5 GHz 1001 pts 19.5 MHz/ Span 195.0 MHz
2 Result Summa None Power Max Hold
Txl (Ref) 96.010 MHz 13.92 dBm/MHz
| Tx Total 33.75dBm |
'3 Marker Table ‘
ML 2 1.150 494 GHz 14.33 dBm
D2 M1 2 96.58 MHz -2.57 dB
M3 2 1.198 055 GHz 17.30 dBm

© veasuing.. NENNNNENE .. 20240703

Figure 5.11: Frequency and power measurement of jammer S2.1 on antenna 'L2’

MultiView ® Spectrum Analog Demod Real-Time Spectrum n
Ref Level 2520 dBm Offset 1883 dB RBW 2 MHz
Att 22dB SWT  30.1ms Dwell Time 30 ms

VIG5 Bypass

|CF 1.581 59 GHz 17.4 MHz/ Span 174.0 MHz

2 Spectrogram @ 1Pk Clrw

Span 174.0 MHz Jul-03 09:34:37.85693
2024-07-03
© veasuring... NENNENNNN . 0240703

CF 1.581 59 GHz

-

Figure 5.12: Real-time persistence and spectrogram measurement of jammer S2.1 on antenna 'L1’
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MultiView = Spectrum Analog Demod Real-Time Spectrum .

Ref Level 26.37 dBm Offset 20.00 dB  RBW 2 MHz

Att 22dB  SWT 30 ms Dwell Time 30 ms
Y1G Bypass
1 Persistence

20 dém:

Al (ef=15

|CF 1.198 054 5 GHz 17.4 MHz/ Span 174.0 MHz
2 Spectrogram @1Pk Clrw

CF 1.198 0545 GHz Span 174.0 MHz Jul-03 10:21:12.77541
- - measuring... [TNNRNNANR e Zui:'gi-l:?

Figure 5.13: Real-time persistence and spectrogram measurement of jammer S2.1 on antenna '1.2’
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Figure 5.14: Time domain (analog demod) measurement of jammer S2.1 on antenna 'L1’
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Figure 5.15: Time domain (analog demod) measurement with wider span of jammer S2.1 on antenna
7L1’
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Figure 5.16: Time domain (analog demod) measurement of jammer S2.1 on antenna 'L2’
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Technical details on low-power jammer ’S2.2’

The jammer S2.2 belongs to the ’Cigarette jammer’ category of jammers. Such jammers are of-

ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given

radius around the car.
S2.2 is a two-antenna, so-called 'L1+4L2’, jammer, disrupting both the upper and lower L-band.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [s]
L1 1580.86 87.69 12.82 32.25 16.17 40.7 Sawtooth+burst
L2 1207.55 102.04 11.95 32.04 17.02 41.0 Sawtooth+burst
Table 5.5: Technical characteristics of S2.2 jammer
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Figure 5.17: Frequency and power measurement of jammer S2.2 on antenna ‘L1’
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Figure 5.18: Frequency and power measurement of jammer S2.2 on antenna ’'L.2’
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Figure 5.19: Real-time persistence and spectrogram measurement of jammer S2.2 on antenna 'L1’
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Figure 5.20: Real-time persistence and spectrogram measurement of jammer S2.2 on antenna '1.2’
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Figure 5.21: Time domain (analog demod) measurement of jammer S2.2 on antenna 'L1’
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Figure 5.22: Time domain (analog demod) measurement of jammer S2.2 on antenna 'L2’

Technical details on low-power jammer ’S2.3’

The jammer S2.3 belongs to the ’Cigarette jammer’ category of jammers.

Such jammers are of-

ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given
radius around the car.
S2.3 is a two-antenna, so-called 'L1+L2’, jammer, disrupting both the upper and lower L-band.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
L1 1586.65 93.19 14.30 34.0 17.40 46.7 Sawtooth+burst
L2 1204.33 102.05 12.01 32.1 17.06 50.5 Sawtooth+burst
Table 5.6: Technical characteristics of S2.3 jammer
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Figure 5.23: Frequency and power measurement of jammer S2.3 on antenna L1’
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Figure 5.24: Frequency and power measurement of jammer S2.3 on antenna '1L.2’
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Figure 5.25: Real-time persistence and spectrogram measurement of jammer S2.3 on antenna 'L1’

MultiView * Spectrum n Analog Demod Real-Time Spectrum .

Ref Level 26.37 dBm Offset 20.00dB RBW 2 MHz
Att 22dB  SWT 30 ms Dwell Time 30 ms

CF 1.204332 GHz - - 17.4MHz/ _ — - Span 174.0 MHz |
‘2 Spectrogram @ 1Pk Clrw

Span 174.0 MHz Jul-03 11:26:33.52161
2024-07-03
measuring...  [IRENNAREN atx 1126:59

CF 1.204 332 GHz

11:26:33 AM 07/03/2024

Figure 5.26: Real-time persistence and spectrogram measurement of jammer S2.3 on antenna '1L.2’
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Figure 5.27: Time domain (analog demod) measurement of jammer S2.3 on antenna 'L1’
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Figure 5.28: Time domain (analog demod) measurement of jammer S2.3 on antenna 'L2’
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Technical details on low-power jammer ’S2.4’

The jammer S2.4 belongs to the ’Cigarette jammer’ category of jammers. Such jammers are of-
ten installed in the cigarette lighter outlet in cars. They are intended to cover the car, and a given

radius around the car.
S2.4 is a two-antenna, so-called 'L1+L2’°, jammer, disrupting both the upper and lower L-band.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [s]
L1 1582.09 86.35 12.42 31.78 15.91 43.5 Sawtooth+burst
L2 1202.90 96.56 13.63 33.48 17.03 47.3 Sawtooth+burst

Table 5.7: Technical characteristics of S2.4 jammer
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Figure 5.29: Frequency and power measurement of jammer S2.4 on antenna 'L1’
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Figure 5.30: Frequency and power measurement of jammer S2.4 on antenna 1.2’
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Figure 5.31: Real-time persistence and spectrogram measurement of jammer S2.4 on antenna 'L1’
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Figure 5.32: Real-time persistence and spectrogram measurement of jammer S2.4 on antenna ’L2’
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Figure 5.33: Time domain (analog demod) measurement of jammer S2.4 on antenna 'L1’
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Figure 5.34: Time domain (analog demod) measurement of jammer S2.4 on antenna 'L.2’

Technical details on low-power jammer Ul.1 to Ul1.4’

USB jammers is category of jammers that is often installed in the USB outlet. The are intended
to cover a small radius. These particular jammers suggest in the LED screen that they jam two
bands, although this is not the case

Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz| [MHz] [dBm/MHz| [dBm] [dBm] [ns]
1590-1600 70-80 N/A N/A N/A 5-8 Sawtooth

Table 5.8: Technical characteristics of U1.1-U1.4 jammer

202 APPENDIX G - TECHNICAL DETAILS ON JAMMER EQUIPMENT



>
MultiView [Spectrum 7 @I Analog Demod ! @1 v
Ref Level 0.00 dBm RBW 3 MHz
Att 7dB  SWT 1.0l ms VBW 3 MHz Mode Auto Sweep

1 ACLR @1AP Cirw
D2[1] -2.74 dB
20d8 Tt 71.690 MHz
mi[1]] -80.09 dBm
-40 dey 1.560920 GHzZ
-60 dBm

b 1] bl el 1 aab i el Db i s b Ll "
CF 1.596910373 GHz 1001 pts 24.0 MHz/ Span 240.0 MHz
2 Result Summary None
Channel | Bandwidth | Offset | Power | |
Txi (Ref) 80.000 MHz -58.24 dBm
Tx Total -58.24 dBm
Anal D d Ref Level 0.00 dBm SGL
H2I0GIeMACY A 10dB  AQT 20 us DBW 80 MHz Freq 1.597 GHz
& D DC Re
L L R’ D2[1] _ 7.138556000 Mfiz
16400 ps
| "l 1l i | &1 1

i) | v
M1[117-38:0762 12000 Ml
200 Mtz

| 9600 us

CF 1.597 GHz 1001 pts 2.0ps/
4 Result Summary
Carrier Power -60.56 dBm Carrier Offset -5.83 MHz
+Peak | -Peak | +Peak/2 | RMS | Mod. Freq. | SINAD | THD |
M | 62.067 MHz -63.191 MHz 62.629 MHz 21.466 MHz -— -— -—

Ready  [NNNNNNNN Lod U'E',Jﬂal: ;,!gu:,lg

08:49:17 06.09.2023

Figure 5.35: Example measurement of a Ul.1 - Ul.4 jammer

Technical details on low-power jammer 'H1.1’

The jammer H1.1 belongs to the '"Handheld category’ of jammers. It is a medium weight battery
driven jammer with a configuration panel for operation: multi-frequency and multi-modulation for
both low and high output power. Its commercially available for military training purposes as Novatel’s
NEAT-jammer. Antenna has TNC-connector.

H1.1 is a one-antenna, yet multi-frequency, jammer, therefore a so-called 'L1+L2’, disrupting parts of
both the upper and lower L-band. Jammer (H1.4, H1.5, H1.6 and H1.7) are the same type as H1.1,
but the measuremensts are all done on H1.1.

Configuration choices are (as provided by the producer):
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- Centre frequency: 1575.42 MHz and 1227.6 MHz
- Estimated output power: low power -5 dBm, high power 20 dBm

- Type of modulation: narrow band (NB), wide band (WB), continuous wave (CW), chirp/sweep and

other (optional to program)

In the 2024 measurements below, bandwidth is defined as

- main lobe in PRN signal

- 3 dB from local (identifiable) maxima

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate
configuration [MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
L1. NB. HIGH PWR 1575.42 2.05 17.52 20.63 11.07 N/A (s
L1. WB. HIGH PWR 1575.40 20.03 8.20 21.25 11.43 N/A (s
L1. CW. HIGH PWR 1575.42 0.103 22.50 12.62 13.67 N/A
L1. CHIRP. HIGH PWR 1575.60 18.75 3.10 15.83 -5.73 10.42
L1. NB. LOW PWR 1575.42 2.05 -12.84 -9.73 -19.35 N/A (s
L1. WB. LOW PWR 1575.40 19.93 -21.66 -8.66 -17.91 N/A (s
L1. CW. LOW PWR 1575.42 0.10 -7.55 -17.46 -16.37 N/A
L1. CHIRP. LOW PWR 1575.60 18.75 -27.03 -14.31 -35.65 10.46
L2. NB. HIGH PWR 1227.42 2.049 18.73 21.84 12.17 N/A (s
L2. WB. HIGH PWR 1227.36 20.30 9.27 22.34 12.09 N/A (st
L2. CW. HIGH PWR 1227.42 0.10 23.96 14.13 15.17 N/A
L2. CHIRP. HIGH PWR 1227.22 18.79 4.98 17.72 -4.11 10.4
L2. NB. LOW PWR 1227.42 2.05 -11.20 -8.09 -17.79 N/A (s
L2. WB. LOW PWR 1227.36 20.30 -20.39 -7.32 -17.41 N/A (s
L2. CW. LOW PWR 1227.42 0.10 -5.98 -15.81 -14.77 N/A
L2. CHIRP. LOW PWR 1227.22 18.76 -24.97 -12.23 -33.98 10.4

Table 5.9: Technical characteristics of H1.1 jammer
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Figure 5.36: Frequency and power measurement of jammer H1.1 with antenna configuration L1 Narrow
band High Power (NB HIGH PWR)
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Figure 5.37: Frequency and power measurement of jammer H1.1 with antenna configuration L1 Wide
band High Power (WB HIGH PWR)
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Figure 5.38: Frequency and power measurement of jammer H1.1 with antenna configuration L1 Con-
tinuous Wave band High Power (CW HIGH PWR)
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Figure 5.39: Frequency and power measurement of jammer H1.1 with antenna configuration L1 Chirp
High Power (CHIRP HIGH PWR)
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Figure 5.40: Real-time persistence and spectrogram measurement of jammer H1.1 with antenna con-
figuration L1 Narrow band High Power (NB HIGH PWR)
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Figure 5.41: Real-time persistence and spectrogram measurement with wider span of jammer H1.1
with antenna configuration L1 Narrow band High Power (NB HIGH PWR)
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Figure 5.42: Real-time persistence and spectrogram measurement of jammer H1.1 with antenna con-
figuration L1 Wide band High Power (WB HIGH PWR)
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Figure 5.43: Real-time persistence and spectrogram measurement with wider span of jammer H1.1
with antenna configuration L1 Wide band High Power (WB HIGH PWR)

208 APPENDIX G - TECHNICAL DETAILS ON JAMMER EQUIPMENT



MultivView ~ Spectrum Analog Demod n Real-Time Spectrum n -

Ref Level 17.00 dBm Offset 18.83dB RBW 100 kHz
Att 7dB SWT 30.1ms Dwell Time 30 ms
YIG Bypass

1 Persistence Spectrum 1Pk Clrw

-10 dem-

-20 dp

-30 dém-

-40 dB
[ . L

-50 dem-

-50 dBm.

CF 1.575397 1 GHz 10.0 MHz/ Span 100.0 MHz
2 Spectrogram @ 1Pk Clrw -10dBm

CF 1.575397 1 GHz Span 100.0 MHz Jul-04 08:05:18.57341
E - Measuring... TRERRREER a5 20243:2;2;

08:05:18 AM 07/04/2024

Figure 5.44: Real-time persistence and spectrogram measurement with wider span of jammer H1.1
with antenna configuration L1 Continuous Wave band High Power (CW HIGH PWR)
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Figure 5.45: Real-time persistence and spectrogram measurement of jammer H1.1 with antenna con-
figuration L1 Chirp High Power (CHIRP HIGH PWR)
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Figure 5.46: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L1 Narrow band High Power (NB HIGH PWR)
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Figure 5.47: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L1 Wide band High Power (WB HIGH PWR)
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Figure 5.48: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L1 Continuous Wave band High Power (CW HIGH PWR)
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Figure 5.49: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L1 Chirp High Power (CHIRP HIGH PWR)
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Figure 5.50: Frequency and power measurement of jammer H1.1 with antenna configuration L.2 Narrow
band High Power (NB HIGH PWR)
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Figure 5.51: Frequency and power measurement of jammer H1.1 with antenna configuration L2 Wide
band High Power (WB HIGH PWR)
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Figure 5.52: Frequency and power measurement of jammer H1.1 with antenna configuration L2 Con-
tinuous Wave band High Power (CW HIGH PWR)
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Figure 5.53: Frequency and power measurement of jammer H1.1 with antenna configuration L2 Chirp
High Power (CHIRP HIGH PWR)
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Figure 5.54: Real-time persistence and spectrogram measurement of jammer H1.1 with antenna con-
figuration L2 Narrow band High Power (NB HIGH PWR)
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Figure 5.55: Real-time persistence and spectrogram measurement with wider span of jammer H1.1
with antenna configuration L2 Narrow band High Power (NB HIGH PWR)
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Figure 5.56: Real-time persistence and spectrogram measurement of jammer H1.1 with antenna con-
figuration L2 Wide band High Power (WB HIGH PWR)
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Figure 5.57: Real-time persistence and spectrogram measurement with wider span of jammer H1.1
with antenna configuration L2 Wide band High Power (WB HIGH PWR)
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Figure 5.58: Real-time persistence and spectrogram measurement with wider span of jammer H1.1
with antenna configuration L2 Continuous Wave band High Power (CW HIGH PWR)
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Figure 5.59: Real-time persistence and spectrogram measurement of jammer H1.1 with antenna con-
figuration L2 Chirp High Power (CHIRP HIGH PWR)
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Figure 5.60: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L2 Narrow band High Power (NB HIGH PWR)
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Figure 5.61: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L2 Wide band High Power (WB HIGH PWR)
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Figure 5.62: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L2 Continuous Wave band High Power (CW HIGH PWR)
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Figure 5.63: Time domain (analog demod) measurement of jammer H1.1 with antenna configuration
L2 Chirp High Power (CHIRP HIGH PWR)
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Technical details on low-power jammer "H1.2’

The jammer H1.2 belongs to the 'Handheld category’ of jammers. It is a small and light battery
driven jammer with an easy operation, just an on/off-button with a LED-light to indicate activation.
H1.2 is an one-antenna, so-called 'L1-only’, jammer, disrupting only the upper L-band.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
L1 1575.22 21.99 14.35 27.78 9.36 6.08 Sawtooth
Table 5.10: Technical characteristics of H1.2 jammer
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Figure 5.64: Frequency and power measurement of jammer H1.2

12:29:14
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Figure 5.65: Real-time persistence and spectrogram measurement of jammer H1.2
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Figure 5.66: Time domain (analog demod) measurement of jammer H1.2
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Technical details on low-power jammer 'H1.3’

H1.3 is a small, handheld and battery driven jammer using frequency hopping (normally commer-
cially available jammers employ chirp signals, making this jammer an oddity).
H1.3 is an one-antenna, so-called 'L1-only’, jammer, disrupting only the upper L-band.

Type of modulation: frequency hopping

- Jumping between 6 separated frequencies. Every 50 ms the frequency increases 200 kHz, starting
with 1574.62 MHz. After approximately 1 MHz the frequency jumps back to the start frequency at
1574.62 MHz.

Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
1575 1 N/A N/A N/A 5-8 Frequency hopping

Table 5.11: Technical characteristics of H1.3 jammer
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Ref Level -30.00 dBm ® RBW 100 Hz
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Figure 5.67: Example measurement of H1.3 jammer

Technical details on low-power jammer "H1.4’

Jammer H1.4 is assumed more or less identical to jammer H1.1 (originating from the same source and
built by the same producer).

Technical details on low-power jammer 'H1.5’

Jammer H1.5 is assumed more or less identical to jammer H1.1 (originating from the same source and
built by the same producer).

Technical details on low-power jammer 'H1.6’

Jammer H1.6 is assumed more or less identical to jammer H1.1 (originating from the same source and
built by the same producer).

Technical details on low-power jammer "H1.7’

Jammer H1.7 is assumed more or less identical to jammer H1.1 (originating from the same source and
built by the same producer).
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Technical details on low-power jammer 'H2.1 and H2.2’

H2.1 and H2.2 are small and light handheld, battery driven jammers with built-in antennas.
They are two-antenna, so-called 'L1+4-L2’; jammers, disrupting both the upper and lower L-band.

Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz| [MHz| [dBm/MHz| [dBm] [dBm] [ms]
1580 20 N/A N/A N/A 9 Sawtooth
1227 20 N/A N/A N/A 9 Sawtooth

Table 5.12: Technical characteristics of H2.1-H2.2 jammer

Ref Level -20.00 dBm
Att 0dB  AQT 100ps DBW 28 MHz _Freq 1.57542 GHz

D2[1]

12 .-.r:A A A A A A

A

A

SGL

9.002767250 MHz
3.1894 ps

3.56811K750 MHz
572.5 ns

/

/

I,

|
1/

|

e [l ]
| /
IV

/

|
|
w
AVERVARLVEN VIRV \

/

|/
|/

R v

LY

CF 1.57542 GHz 1001 pts 10.0 ps/]
4 Result Summary
Carrier Power -39.39 dBm Carrier Offset 3.71 MHz
— +Peak | -Peak |
M|  13.665 MHz -5.8727 MHz 9.7689 MHz  6.5458 MHz 112.29 kHz --- ---
J Ll v 12:39:57
Figure 5.68: Example measurement of H2.1 and H2.2 jammer
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Technical details on low-power jammer 'H3.1’

The jammer H3.1 belongs to the 'Handheld category’ of jammers. It is a small and light battery
driven jammer with an easy operation, just an on/off-button with a LED-light to indicate activation.

H3.1 is a three-antenna, so-called 'multi-frequency’, jammer, but not a ’multi-GNSS-jammer’.

It

jams three different bands, but only one channel is relevant for GNSS bands ("L1-only’), so disrupting
only the upper L-band.

Relevant GNSS antenna is marked: 'GPS’

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
'GPS’ 1577.93 28.29 17.34 31.86 16.17 6.16 Sawtooth
Table 5.13: Technical characteristics of H3.1 jammer
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Figure 5.69: Frequency and power measurement of jammer H3.1 on antenna 'GPS’
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Figure 5.70: Real-time persistence and spectrogram measurement of jammer H3.1 on antenna *GPS’
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MultiView * Spectrum Analog Demod -
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Figure 5.71: Time domain (analog demod) measurement of jammer H3.1 on antenna 'GPS’

Technical details on low-power jammer 'H3.2’

The jammer H3.2 belongs to the 'Handheld category’ of jammers. It is a small and light battery
driven jammer with an easy operation, just an on/off-button with a LED-light to indicate activation.

H3.2 is a three-antenna, so-called 'multi-frequency’, jammer, but not a ’multi-GNSS-jammer’. It
jams three different bands, but only one channel is relevant for GNSS bands ("L1-only’), so disrupting
only the upper L-band.
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Relevant GNSS antenna is marked: "GPS’

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
'GPS’ 1579.52 30.81 17.97 32.86 16.65 6.44 Sawtooth
Table 5.14: Technical characteristics of H3.2 jammer
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Figure 5.72: Frequency and power measurement of jammer H3.2 on antenna 'GPS’
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Figure 5.73: Real-time persistence and spectrogram measurement of jammer H3.2 on antenna 'GPS’
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Figure 5.74: Time domain (analog demod) measurement of jammer H3.2 on antenna 'GPS’
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Technical details on low-power jammer 'H3.3’

The jammer H3.3 belongs to the 'Handheld category’ of jammers. It is a small and relatively light
battery driven jammer with an easy operation, just an on/off-button with a LED-light to indicate
activation.

H3.3 is a three-antenna, so-called 'L1+L2+4L5’, jammer, disrupting both the upper and lower L-
band.

The three antennas are marked with white lines of different length: short=L1, medium=L2, long=L5

The jammer has additional noise in several other (non GNSS) frequency bands,but with significant
lower power.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz| [MHz] [dBm/MHz| [dBm] [dBm] [ns]

'short’ (L1) 1575.35 19.93 26.37 39.36 23.56 12.96 Sawtooth

‘medium’ (L2) 1228.06 14.36 27.38 38.95 22.44 12.51 Sawtooth

'long’ (L5) 1176.24 17.45 28.62 41.04 25.83 12.51 Sawtooth

Table 5.15: Technical characteristics of H3.3 jammer
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Figure 5.75: Frequency and power measurement of jammer H3.3 on antenna ’short’ (L1)
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Figure 5.76: Frequency and power measurement of jammer H3.3 on antenna 'medium’ (L2)
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Figure 5.77: Frequency and power measurement of jammer H3.3 on antenna 'long’ (L5)
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Figure 5.78: Real-time persistence and spectrogram measurement of jammer H3.3 on antenna ’short’
(L1)
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Figure 5.79: Real-time persistence and spectrogram measurement of jammer H3.3 on antenna
‘'medium’ (L2)
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Figure 5.80: Real-time persistence and spectrogram measurement of jammer H3.3 on antenna ’long’
(L5)
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Figure 5.81: Time domain (analog demod) measurement of jammer H3.3 on antenna ’short’ (L1)
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Figure 5.82: Time domain (analog demod) measurement of jammer H3.3 on antenna 'medium’ (L2)
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Figure 5.83: Time domain (analog demod) measurement of jammer H3.3 on antenna ’long’ (L5)

Technical details on low-power jammer 'H4.1’

The jammer H4.1 belongs to the 'Handheld category’ of jammers. It is a small and relatively light
battery driven jammer with a relatively easy operation, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

H4.1 is a four-antenna, so-called 'L1+L2+L5+E6’, jammer, disrupting both the upper and lower
L-band.

234 APPENDIX G - TECHNICAL DETAILS ON JAMMER EQUIPMENT



The four antennas are marked with numbers: ’1’ (L1), 2’ (E6), ’3’ (L2) and '4’ (L5)

The jammer has additional noise (harmonics) in several other (non GNSS) frequency bands.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]

17’ (L1) 1548.02 102.67 21.14 41.25 25.20 8.82 Sawtooth

2" (E6) 1261.92 48.80 22.38 39.26 22.33 8.86 Sawtooth

'3’ (L2) 1220.34 47.88 21.08 37.88 20.29 8.82 Sawtooth

4’ (L) 1182.32 39.66 22.87 38.85 22.83 8.84 Sawtooth

Table 5.16: Technical characteristics of H4.1 jammer
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Figure 5.84: Frequency and power measurement of jammer H4.1 on antenna '1’ (L1)
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Figure 5.85: Frequency and power measurement with wider span of jammer H4.1 on antenna ’1’ (L1)
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Figure 5.86: Frequency and power measurement of jammer H4.1 on antenna ’2’ (E6)
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Figure 5.87: Frequency and power measurement with wider span of jammer H4.1 on antenna 2’ (E6)
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Figure 5.88: Frequency and power measurement of jammer H4.1 on antenna '3’ (L2)
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Figure 5.89: Frequency and power measurement with wider span of jammer H4.1 on antenna '3’ (L2)
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Figure 5.90: Frequency and power measurement of jammer H4.1 on antenna '4’ (L5)
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Figure 5.91: Frequency and power measurement with wider span of jammer H4.1 on antenna ’4’ (L5)
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Figure 5.92: Real-time persistence and spectrogram measurement of jammer H4.1 on antenna ’1’ (L1)
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Figure 5.93: Real-time persistence and spectrogram measurement of jammer H4.1 on antenna ’2’ (E6)
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Figure 5.94: Real-time persistence and spectrogram measurement of jammer H4.1 on antenna ’3’ (L2)
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Figure 5.95: Real-time persistence and spectrogram measurement of jammer H4.1 on antenna ’4’ (L5)
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Figure 5.96: Time domain (analog demod) measurement of jammer H4.1 on antenna ’1’ (L1)
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Figure 5.97: Time domain (analog demod) measurement of jammer H4.1 on antenna ’2’ (E6)
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Figure 5.98: Time domain (analog demod) measurement of jammer H4.1 on antenna '3’ (L2)
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Figure 5.99: Time domain (analog demod) measurement of jammer H4.1 on antenna ’4’ (L5)

Technical details on low-power jammer 'H6.1’

The jammer H6.1 belongs to the '"Handheld category’ of jammers. It is a larger but relatively light
battery driven jammer with a relatively easy operation, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

H6.1 is a six-antenna, so-called 'multi-frequency’, jammer, but technically not a 'multi-GNSS-jammer’.
It jams six different bands, but only two channels are relevant for GNSS bands, both in the upper
L-band (so 'L1-only’), thus only disrupting the upper L-band.

The most relevant GNSS antenna is marked '6’. The periphery antenna is marked '4’. To avoid
disrupting non-GNSS services, use only antenna ’6’.
Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate .
Antenna [MHz] MHz] | [dBm/MHz] | [dBm] | [dBm] s | eduliion
iy 1621.23 87.50 2.89 22.31 5.57 5.9 Sawtooth
6’ (L1) 1581.18 22.24 24.60 38.07 24.37 5.86 Sawtooth
Table 5.17: Technical characteristics of H6.1 jammer
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Figure 5.100: Frequency and power measurement of jammer H6.1 on antenna ’6’ (L1)
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Figure 5.101: Frequency and power measurement of jammer H6.1 on antenna ’4’
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Figure 5.102: Real-time persistence and spectrogram measurement of jammer H6.1 on antenna ’6’
(L1)
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Figure 5.103: Real-time persistence and spectrogram measurement of jammer H6.1 on antenna 4’
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Figure 5.104: Time domain (analog demod) measurement of jammer H6.1 on antenna ’6’ (L1)
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Figure 5.105: Time domain (analog demod) measurement of jammer H6.1 on antenna ’4’
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Technical details on low-power jammer 'H6.2’

The jammer H6.2 belongs to the "Handheld category’ of jammers. It is a larger but relatively light
battery driven jammer with a relatively easy peration, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

H6.2 is a six-antenna, so-called multi-frequency’, jammer. It jams six different bands, but only three
channels are relevant for GNSS bands ("L1+L2+L5’), thus disrupting the upper and lower L-band.

The relevant antennas are marked with numbers: ’4’ (L1), ’5’ (L5) and 6’ (L2). The jammer has
additional noise in several other (non GNSS) frequency bands, but with significant lower power.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
4’ (L1) 1581.51 30.00 26.50 41.27 25.99 7.0/28.2 Sawtooth modulated u
5 (L5) 1154.62 110.77 19.98 40.42 24.57 7.14 Sawtooth
6’ (L2) 1247.94 113.14 21.85 42.39 26.78 7.1 Sawtooth
Table 5.18: Technical characteristics of H6.2 jammer
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Figure 5.106: Frequency and power measurement of jammer H6.2 on antenna ’4’ (L1)
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Figure 5.107: Frequency and power measurement with wider band of jammer H6.2 on antenna ’4’
(L1)
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Figure 5.108: Frequency and power measurement of jammer H6.2 on antenna ’5’ (L5)
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Figure 5.109: Frequency and power measurement of jammer H6.2 on antenna ’6’ (L2)
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Figure 5.110: Real-time persistence and spectrogram measurement of jammer H6.2 on antenna ’4’
(L1)
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Figure 5.111: Real-time persistence and spectrogram measurement with wider span of jammer H6.2
on antenna 4’ (L1)
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Figure 5.112: Real-time persistence and spectrogram measurement of jammer H6.2 on antenna ’5’

(L5)
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Figure 5.113: Real-time persistence and spectrogram measurement of jammer H6.2 on antenna ’6’
(L2)
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Figure 5.114: Time domain (analog demod) measurement with wider sweep of jammer H6.2 on antenna
4’ (L1)
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Figure 5.115: Time domain (analog demod) measurement of jammer H6.2 on antenna ’5’ (L5)
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Figure 5.116: Time domain (analog demod) measurement of jammer H6.2 on antenna 6’ (L2)

252 APPENDIX G - TECHNICAL DETAILS ON JAMMER EQUIPMENT



Technical details on low-power jammer 'H6.3’

The jammer H6.3 belongs to the "Handheld category’ of jammers. It is a larger but relatively light
battery driven jammer with a relatively easy peration, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

H6.2 is a six-antenna, so-called multi-frequency’, jammer. It jams six different bands, but only three
channels are relevant for GNSS bands ("L1+L24L5’), thus disrupting the upper and lower L-band.

The relevant antennas are marked with numbers: ’4’ (L1), ’5’ (L5) and ’6’ (L2).

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
4’ (L1) 1581.37 26.50 25.54 39.77 25.46 7.1 Sawtooth
5 (L5) 1152.73 112.05 19.50 39.99 24.36 7.06 Sawtooth
6’ (L2) 1248.65 111.06 21.80 42.25 26.65 7.08 Sawtooth
Table 5.19: Technical characteristics of H6.3 jammer
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Figure 5.117: Frequency and power measurement of jammer H6.3 on antenna ’4’ (L1)
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Figure 5.118: Frequency and power measurement of jammer H6.3 on antenna ’5’ (L5)
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Figure 5.119: Frequency and power measurement of jammer H6.3 on antenna ’6’ (L2)
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Figure 5.120: Real-time persistence and spectrogram measurement of jammer H6.3 on antenna ’4’
(L1)
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Figure 5.121: Real-time persistence and spectrogram measurement with wider span of jammer H6.3
on antenna 4’ (L1)
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Figure 5.122: Real-time persistence and spectrogram measurement of jammer H6.3 on antenna ’5’
(L5)
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Figure 5.123: Real-time persistence and spectrogram measurement of jammer H6.3 on antenna ’6’
(L2)
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Figure 5.124: Time domain (analog demod) measurement of jammer H6.3 on antenna 4’ (L1)
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Figure 5.125: Time domain (analog demod) measurement with wider sweep of jammer H6.3 on antenna

4 (L1)
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Figure 5.126: Time domain (analog demod) measurement of jammer H6.3 on antenna ’5’ (L5)
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Figure 5.127: Time domain (analog demod) measurement of jammer H6.3 on antenna ’6’ (L2)
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Technical details on low-power jammer 'H6.4’

The jammer H6.4 belongs to the "Handheld category’ of jammers. It is a larger but relatively light
battery driven jammer with a relatively easy peration, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

H6.4 is a six-antenna, so-called multi-frequency’, jammer. It jams six different bands, but only three
channels are relevant for GNSS bands ("L14+L2+L5’), thus disrupting the upper and lower L-band.

The relevant antennas are marked with numbers:

1’ (L5), 3’ (L2) and ’5’ (L1).

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
17 (L5) 1176.66 17.23 16.54 28.91 19.30 10.62 Triangle
'3’ (L2) 1248.01 85.41 23.54 42.86 26.15 10.3 Triangle
5" (L1) 1593.36 81.28 22.82 41.92 25.63 11 Triangle
Table 5.20: Technical characteristics of H6.4 jammer
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Figure 5.128: Frequency and power measurement of jammer H6.4 on antenna ’1’ (L5)
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Figure 5.129: Frequency and power measurement of jammer H6.4 on antenna ’3’ (L2)
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Figure 5.130: Frequency and power measurement of jammer H6.4 on antenna ’5’ (L1)
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Figure 5.131: Real-time persistence and spectrogram measurement of jammer H6.4 on antenna ’1’
(L5)
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Figure 5.132: Real-time persistence and spectrogram measurement of jammer H6.4 on antenna '3’
(L2)
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Figure 5.133: Real-time persistence and spectrogram measurement of jammer H6.4 on antenna ’5’
(L1)
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Figure 5.134: Time domain (analog demod) measurement of jammer H6.4 on antenna ’1’ (L5)
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Figure 5.135: Time domain (analog demod) measurement of jammer H6.4 on antenna ’3’ (L2)
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Figure 5.136: Time domain (analog demod) measurement of jammer H6.4 on antenna ’5’ (L1)

Technical details on low-power jammer 'H6.5’

The jammer H6.5 belongs to the "Handheld category’ of jammers. It is a larger but relatively light
battery driven jammer with a relatively easy peration, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

HG6.5 is a six-antenna, so-called multi-frequency’, jammer. It jams six different bands, but only three
channels are relevant for GNSS bands ("L1+L2+L5’), thus disrupting the upper and lower L-band.

The relevant antennas are marked with numbers: ’1’ (L5), '3’ (L2) and ’5” (L1).
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Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
1’ (L5) 1180.33 24.28 24.73 38.58 27.66 10.26 Triangle
'3’ (L2) 1247.05 82.22 23.22 42.37 25.77 10.32 Triangle
5" (L1) 1595.60 80.12 22.62 41.65 25.41 10.30 Triangle
Table 5.21: Technical characteristics of H6.5 jammer
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Figure 5.137: Frequency and power measurement of jammer H6.5 on antenna ’1’ (L5)
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Figure 5.138: Frequency and power measurement of jammer H6.5 on antenna ’3’ (1.2)
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Figure 5.139: Frequency and power measurement of jammer H6.5 on antenna ’5’ (L1)
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Figure 5.140: Real-time persistence and spectrogram measurement of jammer H6.5 on antenna ’1’
(L5)
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Figure 5.141: Real-time persistence and spectrogram measurement of jammer H6.5 on antenna ’3’
(L2)
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Figure 5.142: Real-time persistence and spectrogram measurement of jammer H6.5 on antenna ’5’
(L1)
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Figure 5.143: Time domain (analog demod) measurement of jammer H6.5 on antenna ’1’ (L5)
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Figure 5.144: Time domain (analog demod) measurement of jammer H6.5 on antenna ’3’ (L2)
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Figure 5.145: Time domain (analog demod) measurement of jammer H6.5 on antenna ’5’ (L1)
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Technical details on low-power jammer 'H6.6’

The jammer H6.6 belongs to the "Handheld category’ of jammers. It is a larger but relatively light
battery driven jammer with a relatively easy peration, just an on/off-button with a LED-light to
indicate activation and DIP switches to change between channels.

H6.6 is a six-antenna, so-called multi-frequency’, jammer. It jams six different bands, but only three
channels are relevant for GNSS bands ("L14+L2+L5’), thus disrupting the upper and lower L-band.

The relevant antennas are marked with numbers:

1’ (L5), 3’ (L2) and ’5’ (L1).

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]
17 (L5) 1178.53 21.01 24.93 38.15 27.94 10.00 Triangle
'3’ (L2) 1247.30 88.06 23.65 43.10 26.28 9.92 Triangle
5" (L1) 1592.48 73.60 22.84 41.51 25.60 10.46 Triangle
Table 5.22: Technical characteristics of H6.6 jammer
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Figure 5.146: Frequency and power measurement of jammer H6.6 on antenna ’1’ (L5)
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Figure 5.147: Frequency and power measurement of jammer H6.6 on antenna ’3’ (L2)
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Figure 5.148: Frequency and power measurement of jammer H6.6 on antenna ’5’ (L1)
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Figure 5.149: Real-time persistence and spectrogram measurement of jammer H6.6 on antenna ’1’
(L5)
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Figure 5.150: Real-time persistence and spectrogram measurement of jammer H6.6 on antenna ’3’
(L2)
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Figure 5.151: Real-time persistence and spectrogram measurement of jammer H6.6 on antenna ’5’
(L1)
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Figure 5.152: Time domain (analog demod) measurement of jammer H6.6 on antenna ’1’ (L5)
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Figure 5.153: Time domain (analog demod) measurement of jammer H6.6 on antenna ’3’ (L2)
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Figure 5.154: Time domain (analog demod) measurement of jammer H6.6 on antenna ’5’ (L1)
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Technical details on low-power jammer ’F6.1’

The jammer F6.1 belongs to the 'Permanently installed (Fixed)’ of jammers. It is a large and heavy
tabletop type of jammer, in need of constant power supply with a relatively easy operation, just an
on/off-button with a LED-light to indicate activation and DIP switches to change between channels.

F6.1 is a six-antenna, so-called 'multi-frequency’, jammer. It jams six different bands, but only four
channels are relevant for GNSS bands ("L1+L24L5’), thus disrupting the upper and lower L-band.

The relevant antennas are marked with letters and numbers: 'F2’ (L1), 'F3’ (L1), '’F4’ (L2) and
'F6” (L5)

This jammer has the possibility to adjust the output power, with a power control knob for each
antenna. The measurements below are all done at maximum power.

Antenna Centre frequency | Bandwidth PSD TX total | CF max | Sweep rate Modulation
[MHz] [MHz] [dBm/MHz] [dBm] [dBm] [ns]

'F2' (L1) 1592.59 66.55 31.49 49.72 34.85 6.46/98.50 | sinus / FM-modulert

'F3 (L1) 1589.40 73.75 27.45 46.13 29.14 6.24 sinus

F4 (L2) 1243.65 76.22 25.42 44.24 26.94 | 6.20/155.00 | sinus / FM-modulert

F6” (Lb) 1177.93 16.58 24.93 37.13 18.51 5.96 sinus

Table 5.23: Technical characteristics of F6.1 jammer
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Figure 5.155: Frequency and power measurement of jammer F6.1 on antenna 'F2’ (L1)

MultiView Spectrum u Real-Time Spectrum Analog Demod n .
Ref Level 45.00 dBm Offset 18.83d8 RBW 2 MHz
= Att 40 dB SWT 101 ms VBW 2MHz Mode Auto Sweep
D2[2] 0.15 dB

40 dBm - ‘
| 73.750 MHz

o i ~ i T M1[2]] 32,03 dBm)
’f ' |\ 1.552 520 GHz

20 di / |

10 d ’. \

0 dBm /‘ 1

=10 cB ‘k\"

e ot .

I Y 1 AL '

II||
1001 pts 15.0 MHz/ Span 150.0 MHz

CF 1.5894 GHz
2 Result Summai None
| Txl (Ref) 73.750 MHz 27.45 !lm’MHz
1 Tx Total 46.13 dBm |
3 Marker Table
M1 2 1.552 52 GHz 32.03 dBm
D2 ML 2 73.75 MHz 0.15 dB
M3 2 1.5894 GHz 29.14 dBm

- . 2024-08-19
Measuring... [NNEEREER 25 T ar3z

10:47:38 AM 08/19/2024

Figure 5.156: Frequency and power measurement of jammer F6.1 on antenna 'F3’ (L1)
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Figure 5.157: Frequency and power measurement of jammer F6.1 on antenna 'F4’ (L2)
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Figure 5.158: Frequency and power measurement of jammer F6.1 on antenna 'F6’ (L5)
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Figure 5.159: Real-time persistence and spectrogram measurement of jammer F6.1 on antenna 'F2’
(L1)
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Figure 5.160: Real-time persistence and spectrogram measurement of jammer F6.1 on antenna 'F3’
(L1)

Appendices 281



- R

MultiView * Spectrum Real-Time Spectrum Analog Demod
Ref Level 30.00 dBm  Offset 20.00 dB8 RBW 2 MHz

ALt 40d6 SWT 30.1ms Dwell Time 30.1 ms

YIG Bypass

1 Persistence Spectrum

‘2 Spectrogram @ 1Pk Clrw

CF 1.24365 GHz Span 155.0 MHz Aug-1911:01:15.30893

B 2024-08-19
L e

11:01:15 AM 08/15/2024

Figure 5.161: Real-time persistence and spectrogram measurement of jammer F6.1 on antenna 'F4’
(L2)

282 APPENDIX G - TECHNICAL DETAILS ON JAMMER EQUIPMENT



- R

MultiView “ Spectrum Real-Time Spectrum Analog Demod
RefLevel 39.00 dBm Offset 20.00 d8 RBW 500 kHz
Att 40d8 SWT 30.1ms Dwell Time 30 ms

—— ..—J‘

CF 1.1779295 GHz 3.37 Miiz/
2 Spectrogram @1Pk Clrw

CF 1.1779295 GHz Span 33.7 MHz Aug-19 11:15:23.74043
2024-08-19
o Mg I 0050

11:15:23 RM 08/15/2024

Figure 5.162: Real-time persistence and spectrogram measurement of jammer F6.1 on antenna 'F6’
(L5)
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Figure 5.163: Time domain (analog demod) measurement of jammer F6.1 on antenna 'F2’ (L1)
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Figure 5.164: Time domain (analog demod) measurement with wider span of jammer F6.1 on antenna
'F2’ (L1)
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Figure 5.165: Time domain (analog demod) measurement of jammer F6.1 on antenna 'F3’ (L1)
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Figure 5.166: Time domain (analog demod) measurement with wider span of jammer F6.1 on antenna
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Figure 5.167: Time domain (analog demod) measurement of jammer F6.1 on antenna 'F4’ (L2)
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Figure 5.169: Time domain (analog demod) measurement of jammer F6.1 on antenna 'F6’ (L5)
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Table 5.24: Technical characteristics of H8.1 jammer
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Figure 5.171: Frequency and power measurement of jammer H8.1 on antenna ’6’
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Figure 5.172: Real-time persistence and spectrogram measurement of jammer H8.1 on antenna ’6’
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Figure 5.173: Time domain (analog demod) measurement of jammer H8.1 on antenna 6’

Technical details on the meaconing setup ’Porcellus’ / "F1.1°

The meaconing setup consists of two GNSS antennas "E1’ and "E2’ at two respective locations some
distance from the transmitting antenna. Real live sky signals from the receivers are (after travelling
through long cables) retransmitted with a directional antenna "E3’ pointing towards the community
house in Bleik. The locations of the receiving antennas are outside of the line-of-sight to the transmitter
antenna to avoid a feedback loop. The setup allows for switching between the two receiving antennas,
ramping power and simultaneous transmission of both signals.

o Coax B Coax Fiber to [ Fiber RFto A
l N RF | fiver |

Switch A Coax Fiber to | Fiber RFto N
N RF N fiber |

Figure 5.174: Diagram of the meaconing setup
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Technical details on the high-power jammer "Porcus Maior’/ 'F8.1°

The high-power jammer provides jamming signals with up to 50 W EIRP simultaneously on eight
GNSS bands, where the maximum available power depends on the signal modulations. Figure 5.175
is a block diagram of the high-power jammer that shows how it works in principle. The jammer uses
two USRP X410 SDR from Ettus Research as exciters. Each SDR have four output channels covering
the frequency range of 1 MHz to 7.2 GHz, with maximum 400 MHz instantaneous bandwidth. The
SDRs have an internal gain range of 60 dB in 1 dB steps. Each of the exciter output signals are
fed to the corresponding channel of the programmable step-attenuator. The jammer can also utilize
other signal generators. The attenuator has an attenuation range of 95 dB in 0.25 dB steps. The
output signal from the attenuators is then fed to the power amplifiers. The amplifiers connect to eight
individual antennas via a 10 m coax. The antennas are directional helical antennas with right hand
circular polarization (RHCP) and 10 dB gain.

CW PRN Frequency sweep
Frequency R Center B'PSK Center Sheer meiies Freque.ncy
band name (MHz) frequency | chiprate | frequency (kHz) bandwidth
(MHz) (MHz) (MHz) (MHz)

L1 1575.42 1575.42 10 1575.42 1-100 20

L2 1227.6 1227.6 10 1227.6 1-100 20

L5 1176.45 1176.45 10 1176.45 1-100 20

G1 1602 1602 5 1602 1-100 10

G2 1246 1246 10 1246 1-100 20

E5b 1207.14 1207.14 10 1207.14 1-100 20

E6 1278.75 1278.75 10 1278.75 1-100 20

B1I 1561.098 1561.098 1 1561.098 1-100 2

Table 5.25: Overview of the signal modulations employed by "Porcus Maior’

A PC controls the high-power jammer, that is both exciters and the step-attenuators. Software allows
for the jammer to automatically execute individual tests described for the high-power jammer and
supports all jamming signals described therein. The high-power jammer is connected to Internet and
time synchronized using Network Time Protocol (NTP). After a jamming activity, it can upload the
activity log to the central server.
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Figure 5.175: Diagram of the high-power jammer

Technical details on software defined radio mobile SDR spoofer ’F1.2’

A software defined radio (SDR) of type BladeRF x115 from Nuand is used for the mobile spoofing
tests. The output signal is amplified 45 dB through an AA MCS 800 — 2200MHz amplifier, so that
the maximum total EIRP is about 10 dBm. This signal is transmitted by a dipole antenna on the top
of the vehicle, see ds1036-080410.pdf (european-antennas.co.uk).

Figure 5.176: Picture of the SDR without casing

The spoofed signals are GPS C/A only and may be combined with Glonass jamming (G1).
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Technical details on software defined radio mobile SDR spoofer ’Winnie-
the-spoof’ / "M1.1’

Winnie-the-spoof is vehicle based high-power mobile jammer and spoofer that can provide signals up to
50 W EIRP simultaneously between three and six different GNSS bands, where the maximum available
power depends on the signal modulations. Figure 5.177 is a block diagram of the vehicle’s equipment.
To generate the signals it uses an Orolia GSG-8 simulator with four Dektec DAT-2115B SDR-cards.
Each SDR has one output covering the frequency range from 32 MHz to 2.1 GHz, with maximum
72 MHz instantaneous bandwidth. The SDRs have an internal gain range of 60 dB in 1 dB steps.
Final power output is controlled using step-attenuators and high power amplifiers. Each amplifier is
connected to its own antenna via a 6m coax cable. The antennas are directional helical antennas with
right hand circular polarization (RHCP) and 10 dB gain, vertical horn antennas (13dB gain) or an
isotropic vertical radiator (0dB gain) for the spoofing, depending on the scenario. The system can
simultaneously jam and spoof most combinations of bands, limited only by the intermodulation of the
final amplifiers.

Monitoring

Low power
Omni-antenna +3 dBi
Time Server GNSS Spectrum 2’;;:5?
Rubidium (in hold-over) receiver analyzer {spoofing/jamming)

1PPS, 10MHz, TOD
High power RHCP

Helix antennas
+10 dBi

GNSS

Location
4 ch SDR simulator

IRS .
Gain 60-0dB - 10W PA LPF/HPF
1 +24 Ve 1100-1600 MHz

Combiner =l y 50 W ERP
_____ LPF/HPF 2 signals
tNA HIOWPA 1100-1600 MHz
50 W ERP
Combiner LPF/HPF 2 signals
LR L20WES 1100-1600 MHz
50 W ERP
LPF/HPF 2 signals

LNA 120W PA

1100-1600 MHz

Figure 5.177: Diagram of the mobile jammer

Technical details on the ’Jako’ meaconing setup 'F5.1’

The Jako system is used to retransmit GNSS signals in the L-band to cause a misdirection of
GNSS/GPS receivers. The receiving antenna captures the GNSS signals at one location, converts
them to an analog optical signal and sends them into an optical fiber cable to the Jako control unit.
The receiving antenna is located at a great distance from the retransmitter to avoid feedback/looping.
The Jako control unit is placed in a rack together with power amplifiers. The control unit converts
the optical signal back to RF, amplifies and filters the GNSS signal. In the control unit, the level
can be adjusted and the signal quality assessed with a built-in GNSS receiver. Outputs with different
bandwidths can be selected for the current test. The following table gives an overview of the main
frequency bands and bandwidths available with the Jako system.

Channel name | Frequency range (MHz) | Bandwidth (MHz) GNSS Bands in range
L-Lower 1154 1314 161 L5, G3, E5, E6, L2, G2
L-Upper 1554 1615 61 L1, G1, El

L2 1210-1243 33 L2
L1 1557-1594 37 L1, El
WB 1154-1314; 1554-1595 WB L1, G1, B1, L5, G3, E5, B6, L2, G2

Table 5.26: Overview of the main frequency bands and bandwidths available with the Jako system

A diagram of the Jako meaconing setup is shown in Figure 5.178.
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Appendix H

Reference frame offsets for ground truth markers at Jammertest 2025

1. Introduction
The Norwegian Public Roads Administration will establish ground truth markers at Jammertest, ref. Appendix A of the
Test Catalogue. Ground truth markers are well marked points on ground (or tied to ground), for which accurate
coordinates have been computed. We provide this document to inform the Jammertest participants about the
differences between the most used geodetic reference frames in Norway. The document also provides the necessary
information to perform simple horizontal transformations between these reference frames, and some information
about the differences between ellipsoidal heights (“GNSS heights”) and physical heights (“heights above mean sea
level”) in the test areas.

2. Reference systems and reference frames
The terms “reference system” and “reference frame” are often used somewhat interchangeably, which might be
confusing. The difference between these terms is that a reference system is the theoretical definition of a coordinate
system and its relation to a geophysical or geometrical model of the earth, whereas a reference frame consists of a
set of physical points with computed coordinates that indirectly defines the “invisible” reference system. Therefore, a
reference frame is called a realization of a reference system. For example, ETRF89 (European Terrestrial Reference
Frame 1989) is a realization of ETRS89 (European Terrestrial Reference System 1989). In practice, each European
country has its own realization of ETRS89, and they may differ by a few centimeters with respect to each other.

3. EUREF89
EUREF89 is a Norwegian realization of ETRS89 and is the official reference frame for Norwegian maps. EUREF89 is
considered a static 3D reference frame with the fixed reference epoch 1989 Jan. 1. The term “static” means that the
reference frame is tied to the stable part of the Eurasian tectonic plate, so that the horizontal coordinates of a point
do not change with time (as a general rule) even though the Eurasian continent is moving. This property differs from
global reference frames, ref. section 5.

The ground truth coordinates for the ground truth markers at Jammertest (the surveyed points in Appendix A of the
Test Catalogue) are given in EUREF89.

4. Some coordinate forms in a reference frame
Coordinates for a point P at the surface of the Earth can be given in various forms, e.g.

e (Cartesian coordinates X, Y, Z (Figure 1)
e Ellipsoidal coordinates ¢ (latitude), A (longitude), h (height above ellipsoid) (Figure 1)
e Ina map projection, e.g. UTM33 as North, East and height (above ellipsoid) (Figure 2)
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Figure 1: From [1] GNSS — Global Navigation Satellite Systems

For equations to convert between the coordinate forms, see e.g. [1].

The Norwegian Mapping Authority (NMA) operates a nationwide Network RTK service which is named CPOS.
Coordinates for the permanent GNSS stations used in CPOS refer to EUREF89.

Note: Coordinates computed by measurements done by a GNSS receiver that is using correction data from CPOS, will
refer to EUREF89. More detailed information in the NMA report [3] (in Norwegian language only).

If we look at Figure 2, we observe that we can pick a representation point with convenient round numbers in
EUREF89 UTM zone 33, close to the Jammertest test areas:

e The UTM33 coordinates are North N=7,690,000 and East E=540,000.
e The ellipsoidal coordinates are Latitude = 69.316631093° and Longitude = 16.014796031°.

/ Andenes

- 7690000mN-———— |-y

3 3W §‘I’onon

Andoya lufthavn
Andenes

530000m E
3 W0000SS
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' 7680000m N
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Figure 2: The UTM33 grid for EUREF89 at Andgya
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/
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5. Global 4D reference frames
In a global reference frame, the coordinates of a point change as a function of time, as the continents move mainly
due to the plate tectonics. To achieve unambiguity in such a frame, the time (epoch) to which the coordinates refer
must be specified. ITRF2014, 1GS14 and WGS84 are all global reference frames and very similar to each other.

Note: Coordinates computed by a GPS receiver without using any external corrections, will refer to WGS84, current
epoch of time (the moment of measurement).

6. Reference frame differences at Andgya, September 2025
A transformation of the representation point mentioned in section 4 (N=7,690,000 and E=540,000) with the NMA
software SkTrans from EUREF89 to ITRF2014 (very similar to WGS84) epoch 2025.7 (2025 Sep. 12%") gives:

e UTM33: N =7,690,000.6522 and E = 540,000.4716

e Ellipsoidal coordinates: Lat = 69.316636870° and Long = 16.014808267°.

Hence, approximate transformation equations from EUREF89 epoch 1989.00 to ITRF2014=WGS84 epoch 2025.7 for
all points in the test areas at Andgya around 2025 September 12 become:

N wessa epochz2025.7 = NEUREF8OUTM33 0pocioge0 T AN where AN =0.652 m

E wessa epocn2025.7 = EEUREF89UTM330p0cn10800 T AF where AE=0.472m

® WGss4 epoch2025.7 = PEUREFS9UTM33epoch1onoo T ALAL where ALat =0.000005777°
A WGss4 epoch2025.7 = AEUREF89UTM33 epochiogeo T ALOTG where ALong =0.000012236°

Seven significant decimal digits for latitude and longitude will ensure cm-precision.

Annual drift parameters are:
e UTM33: AN=0.0165 m/y and AE=0.0136 m/y
e Ellipsoidal coordinates: ALat=0.000000146°/y and ALong=0.000000352°/y
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7. Vertical coordinates (heights)
Vertical coordinates (heights) computed by GNSS receivers refer to a rotational ellipsoid which is a simplified model
of the earth. These heights are called ellipsoidal heights, or heights above ellipsoid. On the other hand, the mean sea
level roughly aligns to the geoid, which is an equipotential surface in the earth’s gravity field (ref. Figure 3). To
translate ellipsoidal heights into physical heights (heights above mean sea level), a geoid model must be applied.
Geoid models originate from gravimetric measurements. If high accuracy of the physical heights is required, height
reference models (which are geoid models adjusted by a combination of GNSS measurements and levelling) must be
used. Many GNSS receivers have built-in geoid models or height reference models.

Orthometric Heignt | | Elipscidal Height
1 [}

Geoid Height
v

The Earth's Surface / Topography

Figure 3: Ellipsoid and geoid. Credit: https://support.virtual-surveyor.com/

The differences [ellipsoidal heights minus physical heights] (N in Figure 3) in the Jammertest areas vary from about
+35.6 meters at Andenes to about +36.2 meters at Nordmela just south of test area 3.
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