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Jammertest 2024: Record high interest with more
than 250 participants from all over the world
registered

Photo: David Jensen
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What to expect
from the test
week
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Health, safety
and environment
(HSE)

Testing under real world conditions on open public roads can be
dangerous!

In order to make Jammertest 2024 as safe as possible a few simple
requirements are laid down:

* High visibility clothing

« Only registered participants are allowed on site - name badge is required
« Zero tolerance for driving under the influence of alcohol and drugs

« Existing speed limits are in force during test

» Listen and conform to the organizer's requests

* Photography is allowed if you ask first

* Respect of the environment and the local community




High visibility clothing is MANDATORY
and shall be used at all times when
outside!

Safety
High visiblility clothing

We recommend full jacket with .
logo, helps the organizer 4%

A ,;'
You are at 69 degrees north - weather matters. \b“;?/

We also recommend that

you bring warm clothes, a scarf, cap,
robust shoes (some gravel and grass areas)

and gloves.




Test equipment

Find what you need,
find spares and finish
off with gathering
even more cables
and connectors!

(You are going to the top of the
globe)

Andgya is a remote location, bring the equipment you need.
There is power at Bleik samfunnshus (230 Volt), but you may need extension cords.

Network
« normal mobile 4G coverage network is good

« There is WiFi and Ethernet available in Bleik samfunnshus (Base camp) but this is
shared so your milage may vary.

« Timing — have their own setup — more on that later

GNSS antenna cables can be stretched from the outside to inside

Batteries, power generators can be sourced locally, but you must contact Erik at Testnor in advance:
erik@testnor.com

We have to help each other, don’t be afraid to ask for help and plead lend a hand to those in need
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Logistics assistance

« If you are in need of assistance regarding storage, shipping or other
logistical questions, please contact Testnor: erik@testnor.com

» Storage capacity is available close to the testing area.

» Be aware that this is a paid service upon request and availability — more
information on https://jammertest.no/logistics/

Logistics
Other important links
« Customs: https://www.toll.no/en/corporate/

» Export controlled goods: https://www.regjeringen.no/en/topics/foreign-
affairs/export-control/id754301/

Deadline for booking of logistics assistance: August 15th 2024
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Monday

09.00 — 11.00 Arrival, registration and equipment deployment
11.00 — 13.00 Welcome and safety brief

13.00 — 14.00 Lunch at HQ (Bleik)

14.00 — 18.00 Afternoon test block

18.10 — 18.30 Evening debrief; safety and potentially sharing results

U 0 0 0 0 O

20.00 — 22.00 Networking dinner

Program
overview

Tuesday, Wednesday, Thursday

08.00 — 08.30 Morning safety brief

09.00 — 13.00 Morning test block

13.00 — 14.00 Lunch at HQ (Bleik) and Stave

Time Schedule

14.00 — 18.00 Afternoon test block

o 0 0 O O

18.10 — 18.30 Evening debrief; safety and potentially sharing results
Friday

O 08.00 — 08.30 Morning safety brief

09.00 — 13.00 Morning test block

a
0 13.00 —14.00 Lunch at HQ (Bleik) and potentially sharing results
a

14.00 — 16.00 Down rigg of equipment, goodbyes and departure
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Networking event, Monday September 9th at 20.00, Fyrvika, Andenes
SOClaI Pizza buffet NOK 300 (approx. €25) per person, pay at the door.

gatherings

Tapas evening & sharing of results, Thursday September 12th at 18.30,
Bleik communal house




Program
overview

Test block view of
transmission plan

Monday

Tuesday

Wednesday

Thursday*

Friday

High power stationary jamming

Meaconing
High power unintentional RFI

Long-time high-power jamming
(evening)

Stationary spoofing

(mainly position, navigation)

SBAS spoofing

Stationary spoofing
(mainly timing)

Repetitions, variations of
previous tests, special attacks

Low power stationary jamming

Circular multi-jammer scenarios

Drone scenarios

Book time slots on hourly basis

TBD

Circular multi-jammer scenarios
(repetition)

Low power stationary jamming

Repetitions

Book time slots on hourly
basis

Book time slots on hourly
basis

Motorcade (with low-power
jammers)

Motorcade (with low-power
jammers)

Mobile spoofing (SDR)
(mainly position, navigation)

TBD

Book time slots on hourly
basis

*Thursday’s morning test block also has airport jamming transmissions
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Test areas

Three locations, where we can work in
parallel:

Test area 1: Main test area
Test area 2: Sand box

Test area 3: Motorcade

Additional transmissions done at
airport, DUTs must be helicopter,
ship or airplane
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Test area 1.
Main test area
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Test area 1.
Main test area

Test area 1
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HQ antennas
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High power jammer

Signal modulation:

« CW - Continuous Wave (unmodulated
signal)

* PRN - Pseudo Random Noise
» Chirp (frequency sweep)

Power ramping

Different combinations of frequency bands
 Up to 8 channels

Max 200 W EIRP at each channel with
directional RHCP-antennas

P

a - )
FF‘ 10{3“\\!\95"1\31“%
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M =00 -1500[ 130.0-360
B 700-300 [1240-300

B s00-700
High power jammer — Range ek
B 440 -550
B 36.0 -44.0
Jamming-to-Signal-ratio (J/S) considerations Jamming-to-Signal-ratio (J/S) considerations
with a 200 W source at Ramnan at 40 000 ft with a 200 W source at Ramnan at 5 ft
above mean sea level (MSL) above ground level (AGL)

JAMMERTEST 2022 — September 19th-23rd




Spoofing

» Spoofing different combinations of frequency
bands

« Jamming different combinations of
frequency bands (before and/or during
spoofing transmission)

* Power ramping

* Range: several hundred metres

GNSS over fiber GMNSS over fiber
Yb{ T ]—»[ RY u-Blox M8T }

Skydel

USRP X300

Photo: David JegSen

Amplifier
USRP X300

[ Reference timing Rb-oscillator v
Jammlng signal
generator Amplifier
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Test area 2.
Sand box
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Photo: David Jensen
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Test area 2
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Small handheld jammers
(Nkom and FFI)

« Small, handheld jammers with 1 — 6
channels

« Up to about 1 W output power
« Mainly produced in China

« Cover GNSS bands and
other frequencny bands

* Modulation mostly sawtooth chirp

» Advanced jammer (with buttons)
from NovAtel (Canada)
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Test area 3:

Motorcade

Photo: David Jensen
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Test area 3:

Centrally planned

motorcade tests
+

Sand box bookings

Exact details on motorcade
tests will be given in the
startup brief on Monday
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Two documents are very important for participants at Jammertest 2024: a
test catalogue and a transmission plan.

Test catalogue

Te St Catal Og U e » A catalogue of tests (grouped together into test groups) with technical

descriptions of transmissions, ideas for set up and rationale for tests.
* Annexes with technical details on for example all the jammers .
V. S . Transmission plan

» Specific test groups or tests are picked from the test catalogue and used
to build a plan for the Jammertest week.

Transm ISSIOﬂ plan « The transmission plan tells one what test is done at what time and at

which test location.

After the Jammertest week, a detailed time log will be distributed to all
participants. Logging will be best practice
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@ationary high-power jamming with PRN

o R =Y ole o Ve Fa o o =Y o HE-Y= 1< T SRR

@ TESE: 20 W PRI L1 e oovee oo oo oo oo oo eeess oo eee e ees oo ee s e e eee oo ee oo 21

4.1.2 Test: 20 W PRN: L1, GL..coiiiiiiiiiiiii i e 21
4.1.3 Test: 20 W PRN: L1, G1, L2 ooiiiiiiiii it e s 21

/@ Test: 20 W PRN: 11, G1,12,15
4,1.5 Test: 20 W PRN: 30-minute jamming of L1, G1, L2, L5

<— Example of test group

<— Example of specific test

Test catalogue

V.S.
Da Time Location 1 Time Location 2 Time Location 3
¥ (location 1)|(Bleik) (location 2)|(Grunnvatn) (location 3) | (Stave)

Monday High power stationary jamming Book time slots on hourly basis Book time slots on hourly basis
(18.09.23) (jammer located at point A)
] -
I ral l S I I l I SS I O I I I al I 13:00 2.1.1 13:00 Grunvatn - Slot 2.1 13:00 Stave - Slot 3.1
13:202.1.4 14:00 Grunvatn - Slot 2.2 14:00 Stave - Slot 3.2
13:40 3.1.1 15:00 Grunvatn - Slot 2.3 15:00 Stave - Slot 3.3
H < - - 16:00 Grunvatn - Slot 2.4 16:00 Stave - Slot 3.4
Exam ple Of hOW SpeCIfI C 14:204.1.1 17:00 Grunvatn - Slot 2.5 17:00 Stave - Slot 3.5
tests are used to build 14:40 4.1.4 18:00 Finished 18:00 Finished

. . 15:00 4.1.5
the transmission plan 4054~
16:00 5.1.2

16:20 6.1.1

16:50 6.1.4

17:20 25 (all tests)
18:00 Finished
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RF feed

A RF feed from a GNSS antenna will
be set up to distribute signals to
participants (who doesn’t necessarily
need their own antenna).

Amplifier will be applied to ensure that
the signal strength at the splitters are
approximately the same as received
signal at the antenna

Splitter connectors will be N female.

Novatel GNSS750

Tallysman
TW164 port
splitter

Community house / HQ
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Jammertest reference timing setup: Two sources

Remote timing generation site
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Jammertest 2023 reference timing performance
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Jammertest reference signal distribution at Bleik community house

Main hall
(lunch + meetings)

N

b
: Reserved
b

organizers
I S e p—
i (O Shared GNSS RF ‘ ('
Approx 10 m ® 1 PPS distribution i Club room
® 10 MHz sine or square '
1_0 (12 O_UtpUt) PF_S/frequenCy @ White rabbit switch (available ports) H ‘ .
distribution amphﬁers (9611) (O Undisturbed GNSS RF (very limited availability)



GNSS
correction data

The Norwegian Mapping Authority (NMA / Kartverket) provides GNSS reference
(correction) data free of charge during the Jammertest week.

3 options (2 for real-time data, 1 for stored data):
« CPOS (Network RTK service). Requires NMEA input from user equipment.

« RTCM data streams from individual GNSS reference stations nearby the test areas
(distances ~ 10 - 60 km). Does not require NMEA input from user equipment.

 RINEX data for post processing
More information and access details is published at (participant login needed)

https://[lammertest.no > Jammertest 2024 > Program > GNSS reference data

We plan to open the gates on ~August 27th (exact day to be announced), and the free
access of real-time data will then be available until the end of Jammertest 2024. RINEX
data will remain available several weeks after the event.

See also:

https://www.kartverket.no/en/on-land/posisjon/user-guide-positioning-services

https://www.kartverket.no/en/on-land/posisjon/guide-to-cpos
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FM radio:
Radio Noise
99.0MHZz
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Communication
channels

FM radio: Radio Noise 99.0MHz — will transmit test number that is
running. Receivers with RDS will display test number. Health and safety
messages will also be broadcast here. We encourage you to bring your
own radio with RDS capabilities.

Site 3 has own radio channel: 95.0 MHz used to coordinate driving (no
RDS, voice only)

MQTT broker: topics with test running and start and end of tests will be
published on Jammertest.no

Chat: we will try to use Synologys chat application to enable chat between

participants: http://lammertest.synology.me:5000/ - login details will be
shared with you from mail@jammertest.no

Two-way radios: All NPRA personnel carry VHF radios that link them with
test-leaders, safety officer and organizers. Grab a hold of an NPRA
(Statens vegvesen) official for any questions
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Airspace
management

Civil Aviation Authority Norway’s guide for flying drones in Norway

In Norway, you are generally allowed to fly in the open category if you are
registered as an operator. This does not apply to Russian citizens, as there
Is a national ban on all Russian flights. For more information and guide for
flying drones in Norway: https:/Iuftfartstilsynet.no/en/drones/flying-in-norway/

Joint coordination meeting for all airborne activities on Wednesday August
21st at 14:00 on Teams.

You will receive a Teams meeting invitation.
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Registration

All participants needs to be registered and wear a
visible name badge

Registration takes place on Monday at Bleik Communal house
Bring valid ID to register (passport or national identity card)

In case of replacement of personnel this needs to be agreed
before you arrive
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Test vehicles to
be registered
on-site upon

arrival
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Official website: https://jammertest.no/

Follow us

Official Jammertest Linkedin account: Jammertest

Share your #lammertest experience on Linkedin
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* Questions

Q & A « Feedback

* Inputs

Contact points:

Technical questions: Nicolai Gerrard, nge@nkom.no

Practical information: inarid@testnor.com

Logistics: erik@testnor.com
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Thank you for attending
and see you soon!




	Standard inndeling
	Slide 1: Welcome to Jammertest 2024 Information meeting August 8th 2024  
	Slide 2
	Slide 3: Agenda 
	Slide 4
	Slide 5
	Slide 6
	Slide 7: What to expect from the test week 
	Slide 8: Health, safety and environment (HSE)
	Slide 9: Safety High visibility clothing
	Slide 10: Test equipment  
	Slide 11: Logistics
	Slide 12: Program overview  Time Schedule
	Slide 13: Social gatherings 
	Slide 14: Program overview  Test block view of transmission plan
	Slide 15: Test areas 
	Slide 16: Test area 1:  Main test area 
	Slide 17: Test area 1:  Main test area 
	Slide 18: Test area 1:  Main test area 
	Slide 19: HQ antennas
	Slide 20: High power jammer
	Slide 21: High power jammer – Range
	Slide 22: Spoofing
	Slide 25: Test area 2:  Sand box 
	Slide 26: Test area 2:   Will use low power jammers  Sand box bookings   + Centrally planned tests
	Slide 27: Small handheld jammers (Nkom and FFI)
	Slide 28: Test area 3:  Motorcade 
	Slide 29: Test area 3:   Centrally planned motorcade tests  + Sand box bookings  

	Inndeling uten navn
	Slide 30: Test catalogue   v.s.  Transmission plan
	Slide 31: Test catalogue   v.s.   Transmission plan
	Slide 32: RF feed    
	Slide 33
	Slide 34
	Slide 35
	Slide 36: GNSS correction data
	Slide 37: FM radio: Radio Noise 99.0MHz
	Slide 38: Communication channels
	Slide 39: Airspace management 
	Slide 40: Registration    
	Slide 41: Test vehicles to be registered on-site upon arrival   
	Slide 42: Follow us
	Slide 43: Q&A
	Slide 44


